Network Administrator:o:

Author: Farshid babajani




Network Administrator 2015 — 3isco.ir

ol (SN P ol g0 &F Iu> b A

) 4 o (i jgol LS

Network Administrator 1

S b w3 sodiu g9

vy 4@}06‘}7 S bl g

IFRY st — o8



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

— Ulgae
B eeeeeeeeee et eeeeeeeeeeeeeteeeeeeteeeeteeaeeteateateasetetesetetesetentent et ententensentensens et ennenes o0 o
8 eeeeeeeeeteeeteteeeeteteeteteeeseseesetesteteseesesesseseteseseseasetessesessseseteeseseasaseseasetessaseteasasees IS £9 i
A2 PPN ESXi jguw (51531815 9 was
TPt HP gy SaaslS
LI SRR PP HP 9w 59 o ESXI cuas
L0 TSP UPUUUUPTPRRR ESXi Jole pitwaw SaaslS
L~ YRR PPPRRRN 9o Lo o
L 2Rt Swig Sao g (51301015 9 Luas
Lo PP Suiig S (sl il Coud (Jgdo
PE e Swig jSao 60 Winbox (56wl g (g2 3b I (o jiaws g 68w & IS pukas
o~ 29> 95399 Sl 90 PUL mukis
| o0 2P PSR PURTPRR PPN PPPoE Client (g jlw v
B A ettt eeeeeeeta e e eeeeeeta e eeeeeeeannanas (Lo g2) s yinl o o3 u ST
P A e e e et e he e ea b e he s h e eb bt b sh s st eae bbb bt eae b e aenben s Address Pool wa, y=i
I 0 e e bR bR bbb R s s st 392w DHCP sl
PP DNS Server pubis
BB e e e et et e e e e e e sheferse e e e et she e s bea sheeeee e sr s e enes Route loudays
BB e e b b e bR bbb s e r s Firewall b
Y e e ESXi jg9 3w 59 2 5 j 20 (piblo Szl
B0 ettt et et e e e et e e n e ann e e e e ennas ESXi g juw 60 (w5l o User wa, =i
2 LU PPPRPRPRRPN: ESXi jguw j> SnapShot szl (50925
2 PN 6o cpilo jl Backup sl
2 N ESXi jguw 60 (520 yuilo 5> ,S 6Ll (5092
1 e B0 il L3S
2 PSSP UPPPRRPIRt VMware Workstation 1815 G2 b jl ESXi g juw 60 (g iws
12 E PSS R PRPTRURPPR P VCenter (g lasl8l 5 g wuas
A A ettt e e e e e e e e ESXi 59w 5l o VCenter ;s 5 o ¢puilo Sl
) PR PP PPPRRPRPRRN VCenter 5 5jlzo ¢puivlo jl Clone slaul
5 2P 6o cpilo So jl Template sl
D0 0 ettt e et ettt e ettt e e et e e een e e een e eeenaaans vSphere Update Maneger gjlaslel g vuas
L1~ 29w ool 5l gs s3ugloj sl
D0 G eettttttieeeeeeeeeeeteea————aeeeeeettaanaaaaaaeeeettannnnnnaaeeeeeteannnnnaaaaaaans ESXi Jole i (534S 30,801
| OO ORI UPTPPRTORt 39,9 sl o Active Directory jl sslaiwl g VCenter ;s 1S oy y=i
(1 10 PP Active Directory L bl jl 5l o VCenter pubus



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

|1 PR PPR PRSPPI VCenter Operations Manager g;lssl6l g cuas
LB G s ESXi jg s 4> ILO2 &gy SusslS
L PP Saig pSao S o yiul Gl o IS W8 pao lsEo s
L) PRSPPI Queue > Burst o
TBFO e Siig S 5 SIS0 (56Swud 60 §gd ol S piwd
TPA ettt e ettt e e e e e eeeea Public u sT @b jl 6Swui )95 Culw wig 60 (o Jwd
[ o U OP PSPPI Public GusT @b jl G515 Cuingy s 59w 60 ow piuwd
{1 PR PPNt J83g5 & g0 60 Queue sy S sl
PIEO  eetteetete e e e e e e e ettt e e e e e e et n e e e e e e ettt nnn e e e e e et enrnnnn e e eeeeee Ol 3elT g 3glils iy yuso
- OO uaRin gloj o 3 gl s Counter ¢3S
TOO e Jﬁsgijgmafomuajz&muLon;aS:ui;;}Squ;&,glU_\._,Sé:@
FOV ittt et Swig jSao yig ¢S Shutdown g ¢y ,S Restart (gog=s
FOA e Swig jSao 4595 o Load Balancing sl
LOA ettt e e et ettt e e e e e ettt te e e e e e et e en e e as Firewall marking g w0
T USRS ek cupiol b o 69 LS sl 148
LT PP Saiig Sao sl Jold Soguuy ¢y
L2 Y PP UPPPRRTRRR IR Swig 3Sao o il ST
VS eertiete et et et et et e et et e et e aeere et e re et e seensenneneas Uol> 5l Juld 3gL1s e jw a0 ()38 adino
FAB  eeeeeteeeeeeeeteeeeeeeeeene e e e seeeaeeeneeene e et e enneeneeeneas (Web Proxy) «S.ig Suo 3> 59w US (5 jlwl=8
I o PP Web Proxy ;s Lo Juld Siguuy ¢piu
[ PSP Squid g ju S l_c,JLijl;9
L1 1 OO OO PP PP PP PPPPRPPPRt Jj93ug Jole i (59 o SqQuid wuas
L1 NP PU PSPPSR Linux ;g juw > Squid wuas
P 0 A ettt et et e e e et e ee e e e aeaa e e araaeaaaans usSgid 9w oo IP Address ¢jsls jauvassi
L ) o PP TRON Saig S0 gy O S ol
L0 1 PP PP UPPPTRRPPPPPRN Swig jSao > Restore g Backup plsl
1~ P W O jguo bu Backup plxsl
0 YRR Jaoul 6o T Jlwyl g Swilogiil ¢ jguo 60 Backup szl
PPO  eeveerererereeeeeeeseeseeseeneseeseesnenas 038R @22 8 a0 I 2y ¢l IS il 8395 3 S @hd
N gy PL juei
8 o SO Suig Suo > VPN (5l Jl=d
[l PP PRPPRPRt Lo~ 59w (50w g Suiig Suo g S jgiulo
[ o0 2P PUPPPPTRRRR PRTG Sau jgiwlo I j8Ip 5 5 laslely g wwad
PV et e e eas PRTG |1 381p 5 huwgs (o wuSgid (5ld jg jw y>S jginlo (56920
P e PRTG > L3I oS (glad—olSiws JS 3,5 jginlo



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

L PSP PPPTPR PRTG |l 381 o5 5> Sl S (50920
Y YRR Sig jSuo 459 ) 60 (g K lwd (glasl
PO eeeeeeeeeieeeteeeete e et e eeteeeeaeeeaeeeaeeeeteeeteeeteeeteeeneeeneeeneeanneen oS 5> 2bigo 9 s bl | ghs
2N SuigSao 459 j> PPPOE Server (gjlaslel
2 Suig Sao 4595 5> User Manager (g laslel
V20 T PO PP User Manager L Suiig jSuo blsl
' o TPUUUPURPTRRRR PP Radius Server L (T blsl g Hotspot L 1S
PV A ettt s e e et e e HotSpot 3 39,9 (5 62810 (5 jlw (ra2ib
AV TSR Active Directory o, HotSpot (j3,S Juaio
L SRR UPPR PRSPt SuwigSao s Ping v
L ) PSP RO PUR R PPPPPPRN Certification Authority uug jw wuas
[ TN Exchange 2013 g, L 48
R | o Exchange su ¢j3uiv oasio (5l 5o Outlook L IS
Ll NPT Exchange ;> Web APP L I8
Lo 1N 2SR PP PP UUPPPRRRRR Exchange ;> gl o8 iy §93io > juuss
PPIA et e et e e e e e e e e e e e e e Delivery reports w0 L Saaso 6o Jaool Jogzi JpiaS
ol N HTTPS 60 HTTP L aT Jlawl
ol N Usu&g@gmdﬂaulﬁjsks&d,&oﬂl;}s&gu;
Lk o 2RSSR (20 yial) G2 g9 pw Jsozl 60 Jaoul Juuw,l
Lot oS PP PR PPPTRRRUPPPPRRRPPIRt Exchange ;I ;81p 5 w835
o~ YU Lync Server 2013 Enterprise (g jlaslely g waad
B290  eeteteteueete et et ae st et te st ne et et s et et s et ene et eaeneeseneas Lync jgaw 4> Archive Guog jw & jlw s
IS IE ettt ettt e eae et e et e et e te et esteeaeeaeeaeeneneas Lync Server 2013 ;5 29,8 cuz (5 jlu l=d
002 PP Lync ;> ¢l o S 5l 69 S sl
[T PRSP g Gaub jl Lync 5w Jag J S 6 w fiws
V2P Lync Server ;> Mobile uug ju (5 jlw Jlzd
BV A e B0 Cjguo U 93309 (59 o Sog a3l Jole pliwauw wuad
[ PP PPRPPPRRN Lync Server j3 Guil 938 uog jw (5 w28
FPAP oottt ettt et e et e et et e et et e ete et et et et et eateteteneeneennennan Lync2013 5 Meeting (s jlu 8
Lt [~ YRR oSl il g gl (518016l g cuad
B0 0 e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeas o il G b 1 g eg BT Jg g I eslatiwl



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

24000
P o OF 3l Al g 4 ey g 43 Ol ke (61 05 shiredinr OIS G oS o35 5SSl 5o 13 L
G olS ol s ‘wb; SO 4 cilisie Sle gbge L 1 OIS pl Wl B el iy 2o b Jlesel Sy |
il Calodls anstls 5 dlisee Ol g5 g0

ESXi 5 o (5315061, =)

S5 K Sy sl =Y

Exchange 5, 3l 5 cuas =Y

(PRTG) Sy stile s e s3Iklely 5 i —8

D8 S SHIlely 5 a0

s Lyne gilulel, 5 a1

ASh S s S G\l 5 s =V

DI SUGl ples w5 5 VCeNTEr (3llel, 5 i —A

s =4
S| o b i B (gkiton s 51010 5 ol Ul 5 e 0SS0 3 S i il s on S
G Al e el azils OlS ploled w1y oy 3 slaclsS ST a8 il axils 4 5 S eslizal O 5

Aol S e Sl

uﬁuﬁjé‘uu:u}.)M\)Wcudﬂab&&))éﬁﬁ)g‘)ﬁjubﬂw446)‘:&?{@ bulﬁsw\

'JJ‘JLSA » rv\.g L}f"\") abou BE)

AL 3o b Kl b e LU S5 355 3 ol Ob o 5 i oS Jow (el 4
U‘i\ df.)u) JJA‘}.)‘ 9 L S99 )‘ j'.’.)”J Jg'b COML);‘)A‘J.Q LSLA‘_}"” rL«J r‘ji?—\ oWy o.,Uj

(o 225 03531) o Al S ]



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

35 Eg v
Slagrosls S O cpl 4 AESS 35 (800 Gl sl 5 Gy galE SS L S a5l LS
Ay (sl 1S S (31l 4y Bl O 5 sl 1 5555 53 50 (Slaptoems il 1) 355

.x;uﬁ\)oujuobts@;)uﬁ)\s;w.gp S i |y S S gl

o5 5 SIS e 53 GIESKE (glay s s omled ooy 2 1y 252 ESXT 55 1 ol 2t oo 08 05l 5
HP S 5 aile o5 oLl O OS5 4 015 e (ol lcsnn Cand 53 45 WLleds L2355 58!
e SIS pl o3 sls 1 5 el 5 SIS plaS e &S s FUjitsu-Siemens Hitachi IBM Dell
O JS sk a5 sls pdl o plomil sl Sa) 1 355 SIS 2t HP s 5l acs 2 iy goslinu
o7 5 S el VMWaAre oS 20 Jolopinem a oa (1380 p 5 end 53 S oal it ooy 2 )
35 el o e LD ESXi 55, 555 s

L ol ot e 5 S o eolinal izl Lo s 5l Olosle o Lk &8 08 Sl 1y (08 oSl s
S S ST S b g 5 A Sl s ot el Ol 4 S5 S 5 BSXT s e S8
S IS 1 bl el (6l Coen 5 615 p 5 I

Ol mhar il e 5 s ISl o 5L oS S e szl Szl b G5l Olejle s L
S g 4 SE5 500 Ja) SO 5 008w Sl Sl 4t golaesly S5 S (S5
el SO Dppe w1 S5, s OIS cpl s il (S oLl 51 pam gl Ll (gl
2 S ol Bl o S, SOl e Al helae 5 oS e (s3lesly ESXI 5 e (555 (g5l
LaeidIS plas 5 ool ol DLl 53 2S WS S o3 S 0T 1y (23 Lo a5 S a5 5l

.v.:.a.s‘fo)béwjﬁs)y\)RACK J}\zsﬁyduo@;bkj}jmwﬁjﬁgg



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

:ESXi 39w 5}'-‘3‘0‘) 9 —ld 6J9‘ .9..\5

w\ngalfj&rﬁl{cw St EJ.UU.?V.AJfl Aol ansls ESXi (glay g, 5550 55 Jlas (a)\jv\.:.o‘

oS o b

S0 S b andl s e 4L ESXI g Ol gie 40 S 1S s sdalia [HHP 5,00 SO VL IS5 s
c.)ﬁ& oJUJ.w‘ u))ﬂw‘)JQSL;LALGMJS)J)M&QJS b u))ﬁhﬁw‘é.b)bJ?jrA
LijCPU )J&Y)‘fij LA)}I\» “)—fui‘ J}J:OA q,_élw.>V|Vlware (abbdjjsu er:&)\w
JMJ\L}Q&MLAM)MJ oslazw! SCSI wols cYL g:,&ﬂb&l.h&.ﬁib J)th\j.ljﬂ& aj.@_aj;'.‘;l.:.a

Lot LS5 VL ce e L g Slot

T A% P
Hmmma



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

sl Sl il U asS ag Oloslor 3152550 SUIKI L s G a2 Olojle 5L b L L
)lS ;‘ P cb)\J V.A QLA)L& )lS “ L5§:'w" ubﬁ.’.’\ U'l‘ 4.’;.“ c.l...ZL; 6;)} ubr.b‘ JJ‘)SLSA “L:'ng‘ cdalie
sS 4> .. s Data Base , SharePoint , Exchange s <G 45U L (il s sl Olejla

‘5‘);.45&:,.”:\ DVD Rom 4 Ja‘}:f mdl

HP))ﬂWjawuﬁiﬁéut\ﬂ

HP [ 055 opdsy 5 o selst 4085

sila 5 8 515 gl O A Cad ol s
)'\} Lx..s SCSI Cf J“:yjﬁale‘s:)\: S99

JJ)‘J_)}}LJ.! &YL!&LS‘].»

s L 0T 1 (S s Olaslo 5L a0 by b i oS sbolen oS 3515 35 5 Cilisen gl s Lays ]
5SS o sMMe 5 Ass Jearl 5 sl 4 Al el i e 6l IS e ol 3 ST S

Farshid babajani@yahoo.com



http://3isco.ir/
mailto:Farshid_babajani@yahoo.com

Network Administrator 2015 — 3isco.ir

:HP )s}wt.igﬁsls

J@JJ‘J:Qo&w)g’)})bb)‘}ﬂ@ts@kﬁfDVD c.b«bjs;.,.@RaCké})ﬁbHPJ}ﬂ&ﬁ‘)’\J}.}

dxo Gamio 3,5 B s Lis FI1 S ¢y, AL Ofslae 5 o a2ilAS ioled 4 led gl 5L s, se

One Time (a3 Wl L a5 555 o0 Jljw b g oo Lok o F11 WS 05l L3 51 a5

53 S Ol | Start Smart e (Jsl 4 S de a0 53 (S Ll | Boot To CD-Rom

SmartStart 8.60 x64

Language and Keyboard Selection

Flease choose the [anguage ta use for this application and the prefarrad language of the nstallad 05:

[Enalsh (US] =l

Please choase your currant keyboard:
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Keyboard layout and
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[us Engish B
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System Information

ProLiant DL360 G7

ROM P63 0A16/2010
Fhysical RAM 6144 ME
seeoem——" Acsel Tag

[fnoJogical drives are available,
the install icons will be shown as
an exclamation mark

Select the operation to begin

Install Aun Saved Installation Maintenance System Erase

No disk available for installing an Operating System.

£Q & &

Reboot

SmartStart 8.60 x64

System Information

ProLiant DLIG0 G7
ROM P68 08/16/2010
Phyilca‘ RAM 6l4a ME
Pew——T—— Asset Tag
Madla Options
Select the operation to begin
Install Run Saved Installation Malntenance System Erase Reboot

{//_ _\

Click on Maintenance

SmartStart 8.60 x64

7

System information

ProLiant DL360 G7

ROM P68 06/16/2010
= Physical RAM Glas M3
s  A55¢1 Tag

Malntenance Options

Select the maintenance operation to begin
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HP Array Configuration and
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HP Insight
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Run the 1P Insight Di

TE LT

Create a baatable USB

x

USH Punchout Creatlon
Utility

: "

yp IV

Click on HP Array Config
and Diagnostics

and di;

10

LY

I, Maintenance sau S w=is ol o

HP

array gao S Cwd ol
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S Ol
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2 selact an avaleble device.., ] & rescansytem

Select HP Smart Array
Controller name from the list

Welcome to A'C‘U,' the Array Configuration Utility

This wtdity wil guide you through the cenfiguration and
management of yaur array contralers. Cancrollers are
configured by grouping together physical drives attached to each
controler into arrays, and then subchviding sach aray into one
or more logical drives. By grouping phiysical drives into logical
drives you can Increase the performance and fault tolerance of
your sterage.,

To begin configuraticn, plesse select a device from the drop J
dowvin cortral located in the top left corner of this tab.

[ & smars array pavoiin Embeddod siot & ®rescensystem

System Status 4

Updated 20110249 07:33 7 Refresh /:d|  Available Tasks -

o R 6 '.)"’!) - = P Smart Array P410i in Embedded Slot

System Status o 0 o0 Wiew Status Mlerts.

=2 B3 Shom LogizalView [v

=} =R Smars 2y p410iin Embeddad Sicz|
O §f Unassigned Dvives {11

Creates an aray from & group of selected physical
rives, Once an array s created, the urused space is
wallatle for creating logcal drves. A lagical drive cannct
7 b9 craazed unlass an amay exists.

m Alows the abiity to acd or remove Licenss Keys.

Depending on the Key(s) entered o remoned, vanous
features can beceme aallaie or revaked.

m Frouvdes an in.depth display of aallable nformation for

the currarkly selactad device and &1 of 15 chid devices
when appicable.

Cieate Array |

Click on Create Array

Slot 51 SOV s 5iS (s g Sl amin ool o

J\.:Sul}db‘bwﬁw.})b&u

obsl |, Create Array gau S a=io

S

slalass syl slaws J§| L il a8
oS Sl g ol YU ESXi S 4 e
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http://www.ibeast.com/content/tools/RAIDcalc/RAlDcalc.asp

RAID Level 5- Data Striping with Distributed P|

RAI DCaIc

- Part of the i

Number of Disks:
Space of each drive: (GB)

Raid 0

Definition

st Raid Calculator

written to a different disk in the array for eac

Redundancy

drive failure.

Raid 1 |

Raid 0+1
Raid 2
Raid 3
Raid 4
Raid 5

Total Array Size: 749.96 GB
Total Useable Disk Space: [SEE1 GB

Other Tools from iBeast.com

rd, multiproc
contention for the parity disk and read and w

bottienecks as with RAID 4.

Drawbacks

when data is changed, because parity inform

Slde 5 Siws sols sl 05 S 0l Lol ol o
53 s L lassle S e Sl il 5 e OF slias
3ls Sl V00 e L Sgs 5la Vet
CoLKS VELAT OF s 2 olg oo oS Sl ol

o]

'("15"’)'«3@5“ ESXi 5 o KilS (gaalsl &

Configuration

) BT )
~| 3(‘ Rezcan System

75 Rafeeah %

Men Status Merts

| & Smirt Amay PAL0I in Embeddad Slot
System Status
Updated 2011-02-08 07:33
LBV
System Status. 0 0 o0

Create Array -
Smart Array P410i in Embedded Slot

1) Note: To avod wastrg drive capacity. salect physical drrms that are toe same sice for the naw aray,

Show_Logialview [ v| | Dsive Type

J‘MJEJ)‘)AW)D}M@‘)J

aﬁ Senart Array PAL01in Embedded Slet 4aS[ v

B neasipoed Grras (3)
Select Physical Drives for the New Array
Selectiza Method: O UstView &) Enclosure View

(il inteenal Drive Cage at Port 11 : Box 1

el
S XS o i | Lk slacKns 5,
S Sews 3l SO bads g pl s
Sy S 3yl WL LIS sl (gl esyls

2b opdir 1 Al il w5 S
S WOl 1L s Wlg e bl

RAIDS ol ge a1y 4 5 s 5l 3 Array

Conligueation

DL et R | W O A S |
_-‘_r' g& Rescan System

System Status =
2 Refresh

| & Smart Aray P410¢In Embacdad Slot

Updated 2011-02-06 07:3%
L2 BRORRY)
System Status 0 0 o Vaw Stabus Alarts
Systems And Devices Create Logical Drive
[ =+ B-=] Stow Legicalvien [+ |

B § Smartaray Pa10iinEmbedded Slot
1 &5 SAS Arrey A -0 Loglcal Driveds)
'8 Unuszed Space, 8.3 G3

Available Tasks -

Click on Create Logical
Drive

SAS Array A - O Logical Drive(s)

Creates a logical driva fron
selected amay, Vanous pa
selection such as the faul
drve, and strip ste.

Deletes an array. &l cata
part of tha dalated array
array is the oprly ar= on th
settings will be erased angd
restered.

Prodes an in-cepth displ.
the currantly selactad dev
when applcable,

J?S Jbg" c€.§|3 C:Aﬁj; J..} CA.A.M..B DL 45

Create Logical gau S (o3 ol o

S o=l |, Drive
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System Status [l
Updsted 2013-02-08 07:35 phelesh =i Create Loglcal Drive -

© Ly ' SASATIVA -CloscM rivela) RAIDO sau S s conlods oslinal s
System Status. 0 0 o View Status Alerts bt Al
| issrems A Devices - The
= Show_LopcalView v

BT smartAmay P10 i Embedded Slot
£ &L SAS Array A -0 Logical Drivels]
¥ Unuzed Space, 68.3 GB

Lol (s g9 bl ol oS 550 542

S Al adls Koy syl g PBlas b

Select RAID Jevel

2] S Sde pl oS eslasd RAIDT 51 ol s

s Klyn 5,505 ol 8 5l basyla 51 S S0

) Enabled
Oigabled

LS SIS Save 55 apd Sl

i Note: Cliching Save wil cemmt changes to the controler | save ] cancel ]

MUJ;UJG)B-QL%EJJw\j\.b“b.hﬁjw\osuT&bM@6\ﬁESXi)jﬂglsc.i\j\.b.:
Saalsl 5 deas Sl 3 oKas J=1s s 1, ESXi Jnl.owqiaﬁf CD Ll e 5 LS S 4 g8 00l

ls v.a‘)} 031> s L d=le ol fl.u“ cdalsl s cdas (=l>.=3| PRy

BOOt (sa S 35 o o3ls ool Lad oS Slaas 5§ 55 cusls Sl 3 o&aus J=5 1, CD o8 Sl iasS
S ol 1, CD Rom
&w{_bb)lﬁj.}j‘&;‘v\}ESXiJALOMMLS‘ﬂiSM‘d‘MJ)‘}#M%‘U%L&S&LA&
das;la 51 S ostsl S50 s 55 U aeS RAIDT o Jas 1) Ses 35l 55 ol ooy oS eslanal
.J;S)sz.ml{:ﬁyp;;)ukgwak«%w
))LA.LP:‘)Jhww‘Cﬁw‘wéngbw‘é‘fig‘)u&ﬁ.bb)Lﬁé@éw‘w‘r‘géé&
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HP 39w (S9y ¥ ESXI 0-044

SNt EERb ESXI L}'“L‘;M Ll > e pl 53 s S LS-MJ—{W J“’ J"‘J" s 1, HP D 41 51 A

ESXi sla s slacole L VMware <ol 511 ESXE 03,5 o 21 b L QS pl 8l S s

J.:Sb.)l.df.w‘ﬁ)@)‘ @‘j&)\f@‘ LS‘JgéS.X?SJjL‘J

http://www8.hp.com/us/en/products/servers/solutions.html?compURI=1499005

#tab=TAB4

A. HP Customized ESXi Image

+ ySphere 5.5 U2 Nov 2014 - Download here
= vSphere 5.5 U1 June 2014 - Download here
* ySphere 5.5 June 2014 - Download here

+ ySphere 5.1 U2 Nov 2014 - Download here
* vSphere 5.1 U1 Sept 2013 - Download here
vSphere 5.1 Feb 2013 - Download here
ESXi 5.0 U3 Sept 2014 - Download here
ESXi 5.0 U2 Sept 2013 - Download here
ESXi5.0 U1 Oct 2012 - Download here

* ESXi4.x - Download here

Contents of above images available here

* ESX
* ESX 4.x - Download here
Contents of above image available here

« ESXiand vSphere: {

L5 Scroll (i el 4 Ghisy g gamino 4 5,4 5 duy

ESXI' Jals oo 0505 A S35 g sy S8 Al a
Sed b s IS8 0 as SIS (e HP 5 0 6l &

Pocumentation Manuals - VMware Virtualization Software For HP ProLiant Servers
ProLiant Server VMware Support Matrix
HP Technical Whitepaper
Driver Versions in HP supplied VMware ESX/ESXi images

Release Date 2014-11-04

Mype Custom ISOs

Product Downloads Version History

dﬁ;?}@gbcmw\)s

Product/Details

VMware ESXi 6.5 U2 Installable HP Customized ISO Image
File size: 349 MB
File type: iso

Read More

VMware ESXi 5.5 U2 Installable HP Customized I1SO Image
File size: 339 MB
File type: zip

Read More
Open Source Modules

File size: 52 KB
File type: docx

S e SIS Download .,

Download

4 sekls gl o a8 wsl adils a5

Download Manager

Download Cai LvJ ‘}Aé& v\.iLf [ Low‘ Q.ﬁ"

Download Manager

A s Vmware

Download

| I
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- AL 5 sy IS8 e 0ds BOOL I ue

HP-ESXi-5.5.8-Update?2-iso-5.76.36 Boot Menu

\ ey S Enter als osls SLis L al oS 543

Boot from local disk

Press Enter S olssl

335 Ll CD G ol 55 0lej oS

Helcome to the VMware ESXi 5.5.0 Installation

YMuare ESXi 5.5.0 installs on most systems but only - JALE J_;LE,« J.{,.Z el Hus Load )\ A=y

systems on YMuware's Compatibility Guide are supported.

Consult the VMuare Compatibility Guide at: sls Enter s,y 5 b LS anlsl gl o &S 555
http://uuu.vnuare .con/resources/conpat ibility

Select the operation to perforn. X Ll aslsl L8 6 s

End User License Agreement (EULA) ‘54ﬂu>b)k§ J§‘VA Coonn3 ¢ﬁ‘)b

VMMARE END USER LICENSE AGREEMENT L pdy o 1, VMware s i

PLEASE NHOTE THAT THE TERMS OF THIS END USER LICENSE Sas Lis Fl]—LS}J

AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTHARE, REGARDLESS
OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE
SOF THARE .

IMPORTANT-READ CAREFULLY: BY DOMNLOADING., INSTALLING. OR
USING THE SOFTHARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)
AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE
AGREEMENT ("EULA™). IF YOU DO NOT AGREE TO THE TERMS OF
THIS EULA, YOU MUST NOT DOWHLOAD, INSTALL. OR USE THE
SOFTHARE. AND YOU MUST DELETE OR RETURN THE UNUSED SOF THARE
TO THE VENDOR FROM WMHICH YOU ACQUIRED IT WITHIN THIRTY (3@)
DAYS AND REQUEST A REFUND OF THE LICENSE FEE, IF ANY. THAT

Use the arrow keys to scroll the EULA text

15
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YMuare .,

YMuare Virtuval 5 (mpx.vmhbal:CO:TQ:LO)

(Esc) Cancel (F1) Details (F5) Refresh

Us Default

(Esc) Cancel (F9) Back

Passuords match.

(Esc) Cancel (F9) Back

install

(Esc) Cancel (F3) Back

(Enter) Continue

(Enter) Continue

(Enter) Cont inue

(F11) Install

16
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A sLis Enter g5, 5 ol

ubﬁ;‘ b ;j’;j]é:‘;)j" QL’) ck:amg L.ﬁ-‘)':

A Lis Enter g, o

Sle s 0 S hb Cweld Gl s
LS‘J‘J)“’J“J@“’\:SJJ‘JrOOtJ’JlS
c@)M\PJSqESXiJMA{UJJ
S0 p2 owxs o 035 )l 5l A

Aas s Enter
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Installation Complete s 5‘9-:“@ J-ﬁUﬁ B3 55 J_{,;q cg../«e.'v rLoS\ j‘ e

slas Enter o, ool 0ud LS (sl
ESXi 5.5.0 will operate in evaluation mode for 60 days. To

use ESXi 5.5.0 after the evaluation period. you must .bfi Restart . G das
register for a YMuare product license. To adninister your - :

server, use the vSphere Client or the Direct Control User
Interface.

ESXi 5.5.0 has been installed.

the installation disc before rebooting.

Reboot the server to start using ESKi 5.5.0.

VMuare ESXi 5.5.0 (VMKernel Release Build 1331820)

VMuare, Inc. YMuare Virtuval Platform Reset j k.,u.é-’ )‘ Js#.’

2 x Intel(R) Core(TM) i3-4138 CPU @ 3.40GHz
4 GiB Memory

5r0 K Gum O
Slp S b b
Sso 2 Al ol Kals

Aas SLis F2 s
Dounload tools to manage this host from:

http://169.254.146.22/ (Haiting for DHCP...)

http://[feBB: :20c:29ff :fefc:8b7bl/ (STATIC)

Harning: DHCP lookup failed. You may be unable to access this system until you customize its
network configuration.

/

<F2> Custonmize System/View Logs <F12> Shut Doun/Restart

Authent icat ion Required

Enter an authorized login nane and passuord for S AS 55l 1y Gose s Ll w3 ol
localhost . . : ) o )

Enter s, s S o)l el s> 0 o

onf igured Keyboard (US Default)

Logi : P
ogin Hawe [ root 1 Aas )LWJ
Password: [ 1

<Enter> 0K <Esc> Cancel

17
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Systen Customization

Configure s 5 s ool 3

Conf igure Passuord Hostnanme :
Conf igure Lockdoun Hode localhost

onf igure Management Network IP Address:
Restart Management Network 169.254.146 .22
Test Management Network

Netuork Restore Options IPvb Addresses:
feBl: :20c :29ff :fefc:BbTb/64

I, Management Network

IPaddress L IS b ass Clssl

Conf igure Keyboard . .

Troubleshoot ing Options To view or modify this host’s ng ,V_._QJ L>u| b A&N,L Q)ls 9
detail, press <Enter>. - 6 ) N

Vieuw System Logs

Vieu Support Information

Reset System Configuration

03,5 0y J3 51 48 5ok

Sl sl &S Lledds JSis

Network Adapters

Select the adapters for this host’s default management netuwork - . Lﬁ_{)
connect ion. Use two or more adapters for fault-tolerance and g_J‘)LS —)‘ - J‘iL’ ‘ﬁﬁ"

load-balancing.

S B b LS

Device Mane Hardware Label (MAC Address)

[X] vnnicB EthernetB® (...c:29:fc:Bb:7b) Connected (...) ) L L,
[ 1wvmnicl Ethernetl (...c:29:fc:8b:85) Disconnected ) - )b
[ 1 vhnic2 Ethernet2 (...c:29:fc:8b:8f) Disconnected LS " - " K #
[ 1 venic3 Ethernet3 (...c:29:fc:8b:99) Disconnected
aod Sl S e oS Jeae
3280 J.i.w.)wb:@ d}‘ e
<D> Vieu Details <Space> Toggle Selected <{Enter> OK <Esc> Cancel

Network c...3 55l
L5 b Adapters
S AL andls xS o Sl 1 s sy g4 DLl Space s Lot LISl el
s ) 53 ek 45 352 hate Sog Olen a0 S Jlesl Ly 6oy 1 Sless sl 13 a5 LG
o Sl O)l8 obsnl Gl de S e ol

Conf igure Management Netuorlk

Network Adapters

VLAN (optional) b oS o+ sl 1, IP Configuration e S
IP Configuration . . <
IPv6 Conf iguration 'JJMJJAUQ'kQ

DNS Conf iguration
Custom DHS Suffixes

18
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—4.1.1’/ J}‘ (Corand '”‘ BE
IP Configuration JS o

Set static IP

This host can obtain network settings automatically if your network

includes a DHCP server. If it does not, the following settings must be

specified: Slas Lol address...

( ) Use dynamic IP address and netuwork conf iguration &_JBJ-;‘ Space J-;JS Osls
(o) Set static IP address and network configuration:

J?IP w)JTch{)Jv.:JS

IP Address [ 192.168.10.254_ 1

Subnet Mask [ 255.255.255.0 1

Default Gateuay [ 192.168.10.1 1 Ju oS Enter 55,051,
<Up/Doun> Select <Space> Hark Selected <Enter> 0K <Esc> Cancel

S0 » ok L Q8 ol
drs 5 IS 3505 0,lsn 1y s ey 5 A SLES FI12 (65, 5t (s S 5 Jsl (samis 4 U s jLis ESC

sss Restart 5,0 0 s SUSF11 s, 5

azs ESXi 5, s VSphere Client ARl Gk ) %pvuJNJ;Config ) s ol b o
192.168.10.0C’)L;J!.icr.:AJL;G)‘JBJE.IJ‘)jﬁéwc‘)‘)bbJ?Mlﬁ&)u;fj)guﬂ‘é‘fcﬁﬁ

oS 35kl Vmware <.l 511 vsphere Client il 5 b 01 51 aa

@ VMware vSphere Client “ TOpDOWﬂload C“:""‘"’ )| J},Ub &.\cj
vmware

5L 5 el esle QT%«S‘J%SM\)JIP\M 3 5hls 5 da

VMware vSphere

In vSphere 5.5, all new vSphere features are available only . .o, . - . . . 5
through the vSphere Web Client. The traditional vSphere Client . -"}V’ 2 ) J‘*ij ‘)" e W (}9"-’ -'\-:"L;’ )\JQ‘ <’j Q.ﬁ“ S V\-:-V"l-f
will continue to operate, supporting the same feature set as

vSphere 5.0, but not exposing any of the new features in

vSphere 5.5.

The vSphere Client s stil used for the vSphere Update S s IP Address a3 s Sdle 4

Maen;ger ?\:’EM}Iear;dIT—;stLéTieent, ;Ioneg:uim ;rsew s;uﬁons 2 )jﬂ o) 2 ‘)‘ﬁj) JKM )
S o8 el Ol 3l as ¢(...5”' 35l 0y asles r..b&“"“ Ld s> 0 5>

To directly manage a single host, enter the IP address or host name. JJ r L;Q r) JS f

To manage multiple hosts, enter the IP address or name of a

(e.g. Site Recovery Manager).
vCenter Server. . 1
=S o SIS LOGIN (55 2 53l ) bss s s
IP address /Name:  |152.168.10.254 | <+

User name:; |root

Password: | ======== -

[ Use Windows session credentials

—'k Login | Cloze Help
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Certificate Warnings

appearing.

View Certificate

Security Warning

An untrusted SSL certificate is installed on "192, 168, 10, 254" and secure communication cannot be
guaranteed. Depending on your security policy, this issue might not represent a security concern.
‘You may need to install a trusted 550 certificate on your server to prevent this warning from

The certificate received from "192. 168, 10,254 was issued for “localhost.localdomain™, Secure
communication with *192. 168. 10. 254" cannot be guaranteed. Ensure that the fully-qualified
domain name on the certificate matches the address of the server you are trying to connect to.

Click Ignore to continue using the current S5L certificate. \

Ignore

| Cancel |

I~ Install this certificate and do not display any security warnings for "192.168.10.254".

VMware Evaluation Notice n

! X Your evaluation license will expire within 60 days!
A

When the evaluation license expires, the ESXi host might stop
managing all vitual machines in its inventory. In order to manage
these machines you must obtain and assign a license to your ESXi
host.

Assign a license to the ESXi host

Syie b gy, JSILOGIN g5, 5 SIS 51 ey

LL a5 el ESXi 5, Certificate « Ly 0 «S

LS KIs'ignore ¢,

;)}»L;@}f&goﬁo;b&u@\j}wvﬁﬁ\

LS Ol | s

ESXI 453)‘.5 o)u| nyw\mjsﬁ@falb)f” er.:.j c)lsu_i\)‘v\:u

S 3505 1 OF Jb e b 5 ol Sl b cdiean OF 5l eslizal Jl= s oS

eas bl |y 5 lasls il b = )

File Edit View Inventory Administration Plug-ins Help

B EJ & tome b g ventory b Bl Inventory
4+
& &
[3 [182.168.10.254 ESX.localdomain VMware ESXi, 5.5.0, 1331820 | Evaluation (60 days remai
\ [ Getting Started | Summary [ Virtual Machines \ESourceAlloeation, Performance SNSRI Local Users & Groups | Events | Permissiol )
Hardware Licensed Features
Health Status ESX Server License Type Edlt.
Processors .
- Product: Evaluation Mode
Memary Expires: 1/29/2015
Storage
- Product Features:
working Unlimited virtual SMP
Storage Adapters vCenter agent for YMware host
otk Adantere Relizble Memory
Metwork Adapters VEhield Encpont
Advanced Settings vSphere Replication
Power Management Saahare ag1
Storage APIs
Software Msafe
i vSphere HA
v Licensed Features < Hot-Pluggable virtual Hw
Time Corfiguration vSphere vMation
vSphere FT
DNS and Routing vSphere Data Protection
Authentication Services vShlhe\d Zones
| . ' ySphere DRS
Virtual Machine Startup/Shutdown vSphere Storage vMotion
Virial Machine Swanfile | acation MPIO [ Third-Partv Multi-Pathina J
< >
Recent Tasks Name, Target or Status contains: = Clear X
Name Target Status Details Initiated by Requested Start Ti...~ | Start Time Completed Time
¥ Decode licznse © Complet=d roct 11/30/2014 2:26:34 .o 11/30/2014 2:28:34 . 11/30/2014 2:28:34 .
@ Assign License: ESX.localdomain }

" Assign an existing license key to this host

Product Available
E Evaluation Mode
@ (NoLicenseKey

\

% Assign a new license key to this host

Coans Sl 50, IS0 b &
SS 5 e u"’)"T S n
S sl G 3y S
<=zl |, Configuration
Rie Gamio 3 5 AS
spe S8 Kb 4 wld
e S

» » <=zl |, Features

Licensed

oS S Edit a8 5

Enter s, »» 5 bzl |, Assign a new... gau S o ol )3

SIS 0K (555 55 S 3l 1y sl L e 5 S SIS Key

| Enter Key... | | 4REMC-4YH1P-JZM&E1-MK152-8CKKA 4 ‘
Product:  VMware vSphere 5 Essentials Plus
Capacity:  Unlimited WMs
Available:  Unlimited VMs
Expires:  Never

Label

Help

OK Cancel
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SESXi Jolo i SudilS

Slairile 5 oS wlas | o 45 ol O o Yom (3 st 5o 55 sl JU o oS 5 3555 51 dny

oS o O (535 1 255 5L 3550 (63l

ESXJocaldomain VMware ESXi, 5.5.0, 1331820 - ‘.55 &_:_LS Time CO nfigu ration

Getting Started | Summary | Virtual Machines ' Resource Allocation ' Performance  EoliIMERlly Local Users & Groups | Events | Permissions

o
Hardware Time Configuration Refesh  Propertec..
Health Status General f S - - ‘) . j‘ 2 :
Processors Date &Time 19:32 11/30/2014
Memary NTP Client Running
Storage

s - b S s Properties

Storage Adapters
Network Adapters
Advanced Settings

Power Management g}‘?'“’; QJ}‘"; 4‘ \) )}f’“ g:,&L,u

Software

Licensed Features -
+ Time Configuration == ° V':'A ° Jx""

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown

Virtual Machine Swapfile Location

Security Profie

Host Cache Configuration

Note: The date and time values of the host have been translated into the local time of this vSphere Client.
System Resource Allocation ¥

@ Time Configuration
General 1

Date and Time

Set the date and time for the host in the vSphere Client’s local time. ‘J";‘,'QJ j::i; V‘A ‘) C;:‘"‘)U B J":::"S J)‘j ‘) (_5:5-) \“-%-GL-N J‘-iLf TIME m )b
Time: ’m

Date: | Monday , December 1, 2014 ﬂ

o.\u.:.w\ NTP Jjj'“'" _)‘ JaA‘j}dA j§\ cJ\.\;:L: L;:.;J C)Lo‘)’\.]o\ U'i"’\':"su*‘”

Mote: The host will handle the date and time data such that the vSphere

Client will receive the host's data in the vSphere Client's local time. . J\é\s k.g:.l-g O pt i O n S sz) ).:? J.:; ‘j: L;Q ) L§ K..Ji‘ ‘5 ‘J‘f ‘J\?S

TP Configuration
Qutgoing Port: 123

Protocols: udp \
¥ TP Client Enabled

OK | Cancel | Help |
@ NTP Daemon (ntpd) Options
General
NTP Settings NTP Servers

/ L 5 IP address ; s IS Add ¢,

Add... | |

I” Restart NTP service to apply changes 9 QLA) U -)\-:.S JJ‘) “) JL—‘J JJ‘}" )jJ.MJ Domain

oK | Cancel | Help ‘

LS end 3550 55 e Gk 0
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http://tf.nist.gov/tf-cgi/servers.cgi

s o Ol Ll a y cilises glay g, NTP (5 25 sl 51y S

S e edaline 3 IS8 s oS conl Networking cas o) e gad= 4s

ESXlocaldomain VMware ESXi, 5.5.0, 1331820

Getting Started | Summary | Virtual Machines | Resource Allocation | Performance

Hardware

Health Status
Processors

Memory

Storage
Networking ff—
Storage Adapters
Metwork Adapters
Advanced Settings
Power Management

View: |vSphere Standard Switch
Networking

Standard Switch: vSwitcho

£ VM Network
VMkemel Port

£ Management Network
vmk0 : 192.168.10.254
fe80::20c:20ff:fefc:8bTh

Configuion Local Users & Groups | Eventz | Permissions

E@ vmnic0 1000 Full &3

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup,/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration

System Resource Allocation

Refresh  Add Networking... Properties...

Remove.., Properties... *

S35 2 o S 3l il | configuration Ol (S s sdalin WU S 55 &S 5 5bolea

i b a0 6 us SUs Add Networking s, 5 ccwnd ol s caes SIS Networking

@ Add Network Wizard

Connection Type
Metworking hardware can be partitioned to accommodate each service that requires connectivity.

Connection Type
Network Access
Connection Settings
Summary

Connection Types

% Virtual Machine

Add a labeled network to handle virtual machine network traffic.

" vMkernel

The VMkernel TCP{IP stack handles traffic for the following ESXi services: vSphere wMation, iSCSI, NFS,

and host management.

- oEE
Q)EQJ;@L&\ LS‘J" c‘.}gai O.:‘)J

xS od 0l 51 R 2550 oS0
» 5 <zl 1, Virtual Machine

A8 SIS Next (g5,

¥

Help | < Back

| Mext > I Cancel |
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@ Add Network Wizard - o IEl

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches,

Create a... sau S «wd ol o

Connection Type Select which wSphere standard switch will handle the network traffic for this connection. You may also create a new
Metwork Access wSphere standard switch using the undaimed network adapters listed below.

Connection Settings

Summary @ Create a vSphere standard switch

Intel Corporation 82545EM Gigabit Ethernet Controller (Copper)
= 2 V BB vmnic1 Down Mone

B vmnic2 Down Mone . 5
™ B vmnic3 Down None Next L;j) DA -)\::;5 Jl&-e ‘) 4_{.,9.1
" Use vSwitch0 5p

Intel Corporation 82545EM Gigabit Ethernet Controller (Copper) .
I~ B vmnico 1000 Full 192.168,10.1-192. 168, 10.1 . J":S Lg'::'ks

o (o sbo s 5l S So s ol

Preview:

RIS rL«S LS‘;.’ I, olles By

bl Bl e 4 el

RO IS il G g s

Help < Back | Next > I Cancel | * Ml{ )LS (_5;~.jj'> J\f.b.

EsX.localdomain VMware ESXi, 5.5.0, 1331820

Getting Started = Summary | Virtual Machines ' ResourceAllocation | Performance [eblGRINGiabln Local Users & Groups | Events | Permissions

Hardware View: [vSphere Standard Swtch odallie 59, J.(..I: 33 &S )}EQM

Health Status Networking
Processors . ;
Memary [ZX BB vmnico 1000 Full |3 “ § o LSLQCJ_)S r e ‘-;4
Storage v =l Port S
+ Metworking 7 Management Network [ZX

Storage Adanters wmk0 : 192.168.10.254 .JJ A s 4_% ‘,\ - us

Network Adapters fed0::20c:29ff:fefc:8b7h

Advanced Settings
Power Management Standard Switch: vSwitchl Remove... Properties...

'Q)ﬁ: g.)b\b uﬁw‘ LS‘J" JlS U'»’~‘

Software

=]

Licensed Features
Time Configuration
DNS and Routing
Authentication Services ]
Virtual Machine Startup/Shutdown

Virtual Machine Swapfile Location -5; r—:—a‘j} C‘.a?u M‘J‘ )J 45

Security Profile Remave... Properties...

Host Cache Configuration

Sl (S5l slappdle & i gla

. § . [} \:'IVi Net\r.'urk-‘l g m um;l-ic3 =
System Resource Allocation - Z - .
< 6 = g D) 9o ‘)‘i L’ 45 6 Jg'.’. S

bt =

Hardware Security Profile

Fealt Status SEL::(::d\rectUr (Active Directory Service) 45 w‘ Secu rlty P rOfI I e w ‘Jﬁs )‘J-e

snmpd
Memory Metwork Login Server (Active Directory Service)

Storage Ibtd .bj.ajﬂ M w‘ ‘J.;.»SL;O aML;.A V.h J§.~:’ DL

Processors

Metworking vpxa

Storage Adapters ES)i Shell

Metwork Adapters xorg L ) ) 5| u s ‘ ESXl “ Ces A

Advanced Settings I’:‘?r;al\j::::gzy Authentication Server (Active Directory Service) 6 uﬂ‘j) ) ))J..\.H ; L}.udf.\.ﬂ J

Power Management vprobed

SSH - . . & < 2 &

Software Direct Consale UI Ju»b SSH d’lj']” )‘ Al J«a.«.d (.5‘f D/L.A L.X.wlado

Licensed Features CIM Server

Firewall

Time Configuration

DINS and Routing Inc?:rlnl\ilnsgefuﬂ:rnmms 5988 (TCP) all L;Mb‘ B s bjs d[}d ‘) Q‘ “ ‘bj"j” eI

Authentication Services CIM Secure Server 5989 (TCF) Al
Virtual Machine Startup/Shutdawn Fault Tolerance 8100,8200,8300 (TCP,UDP} all
virtual Machine Swapfile Location rdt 2233 (TCF) All “ o b ‘ . . LG . . ‘ @O ‘..S
+ Securty Profie 4—— DHCPvE 545 (TCPUDP) Al (=S g Rl g S e e (]
Host Cache Configuration wSphere Web Access 80 (TCP) All
vSphere Client 902,443 (TCP) All
System Resource Allocation DNS Client 53 (UDF) all
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Wireless AP 24h trial = = yes yes Yes
W|rele;ii§g:nt and 24h trial - yes yes yes Yes
RIPI;r(;tS:CI:;IsBGP 24h trial - yes(*) yes yes Yes
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Hast Profile: N/A

Image Profile: {Uodated) HP-ESXi-5.5.04s... Refiesh Virtual Machine Counts
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@
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Folders | Search |

Uplead File...
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@

C:\Wsers\f.babjani\Desktop\MikraTik v6. 17(3isco.ir) \MikroTik v6. 17.vmsd

Uploading...

Y |

E--ﬂ'f From C:\Users\f.babjani\Desktop\MikroTik v6. 17{Jisco.ir) MikraTik pe | Path ‘ Modif
U sdd.sf w6, 17.vmsd to [Data-Store-3] MikroTk v6. 17(3isco.ir)MikraTik v6. 17.vmsd older [Data-Store-3] .sddsf
g os alder [Data-Store-3] os
Linux i
alder [Data-Store-3] Linux
g Neiu\‘;ork Moritors lllllllllllllllllllll older [Data-Store-3] Network Monitoring
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O new L Ut rolder [Data-Store-3]DCL
O ubuntu @ new Folder [Data-Store-3] new
ﬂ XP @ ubuntu Folder [Data-Store-3] ubuntu
O dcd @ P Folder [Data-Store-3]XP
{7 MikroTi vé. 17(3isco.ir) [ des Folder [Data-Store-3] det
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< >

28

LS Ol

e odalis ASJijLoJA

Ssl Gl e s
25 S5 Sen S glad s
b Job o esls 13 of
> ESXi DI S R

el O 50T Jl



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

@ Datastore Browser - [Data-Store-3]

B R e BEX@

Folders ISEE,m | [Data-Store-3] MikroTik v6.17(Jisco.ir)
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o
!

ProvisionedSize | Type

Path

\ Download...

Move to...
Rename
<
1 object selected 201 KB New Folder
ol sel
Delete from Disk
@ Add to Inventory = =
Hame
Enter a name for this virtual maching
| Name MName:
| Resource Pool Router-Mikrotik <

Ready to Complete

wCenter Server WM folder.

for this VM, connect to the vCenter Server,

Virtual machine (VM) names may contain up to 80 characters and they must be unique within each

VM folders are not viewable when connected directly to a host. To view VM folders and specify a location

!

Help |

= Back | Mext = I

@ Add to Inventory

Resource Pool
Within which resource pool do you want to run this virtual machine?

Name
Resource Pool
Ready to Complete

Select the resource pool within which you wish to run this virtual machine.

machines and child pools share the resources of their parent pool.

Resource pools allow hierarchical management of computing resources within a host or duster, Virtual

= E 172.16.1.254
@ Pooll
& Pool3

L

Help

¥
< Back | MNext > I Cancel |
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Delete from Disk —_—
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Hardware lOptions ] Resources ]

™ Show Al Devices

Add...

Hardware Summary Number of cores per socket: -
Bl Memory (edited) 2048MB *—
[ cPUs (edited) 8 | Total number of cores: 3
l;l Video card Video card- A oh o _— : .
. Changing the number of virtual CPUs after the guest
= VMCldevice Restricted 05 is installed might make your virtual machine
@ 5CSI controller 0 BusLogicParalle unstable,
& Harddisk1 Virtual Disk
&= Hard disk2 Virtual Disk The virtual CPU configuration specified on this page
BB Network adapter 1 might violate the license of the guest OS.

Mumber of virtual sockets:

- TN

Virtual Machine Version: 7

-

2}

Hardware ]Options | Resources |
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@ SCSI controller 0 BusLogicParalle

& Hard disk1 Virtual Disk
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Device Status
-
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Device Type
What sort of device do you wish to add to your virtual machine?

Add Hardware

Device Type
Network connection
Ready to Complete

Choose the type of device you wish to add.

Information

(@ serial Part
) parallel Port
Floppy Drive

fi 5CSI Device

/_

) s Sl Kt S a3 ol

=S o SIS Next 55 1 5 bl

This device can be added to this Virtual Machine,

Help | | Mext > I

< Back

Cancel |

1@ Add Hardware

Network Type
What type of network do you want to add?

Device Type Adapter Type
Metwork connection Type: Flexible =

Ready to Complete
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Consult the VMware KnowledgeBase for more information on choosing among the
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Network Connection
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e -
Port: NfA
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crUs B 64 GBH
Maximum recommended for this
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@ Exchange2015 A virtual machine is a software computer that, like a " " " )
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% ?::tter-Mlkrotlk - ordert: fig _ tand
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iif this virtual machine was moved or copied. If
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"button.uuid .copied ThevM".
& virtual machine s starting @ info 1222014 12:38:39 PM
(§=; Registered with vCenter @ info 12/2/2014 12:27:13 PM
& Renamed from MikroTik v6.17 to Router-Mikrotik Ay warning 12/2{2014 12:27:13 PM
Event Details
Recent Tasks
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@ Power On virtual mach... {§1 Router-Mikrotik
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12/2/2014 12:38:39 ...
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@
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Virtual Machine Question

Virtual Machine Message
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(i Exchange2015
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(73 | Router-Mikrotik

(s Test
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(3 Document

5 Mikrotik

MMM

HikroTik RouterDS 6.17 (c) 1999-2014

[?1

command [7]

[Tabl

-

scommand
decsA3-2014 14:83:26 system,error,critical router was rebooted without proper sh
u

tdoun
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tdoun
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3 Exchange2015

MikroTik 6.17
MikroTik Login: admin
Passuword:
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Power
Guest
Snapshot

Open Console d———

Edit Settings...
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Report Performance...
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Open in New Window...
Remave from Inventor
Delete from Disk

Ctrl+P

Ctrl+Alt+N
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Gives the list of available commands
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MHove up to base level
Hove up one level
Use command at the baze level
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Useful tools and utilities

Winbox version 3.0beta3 Configuration tool for RouterQs

Metinstall ‘\ Router0s Installation tool

v3.30 mipsle All packages for version 3.30 mipsle

The Dude Network monitor tool

Wireless link calculator Wireless link probability calculator

Trafr Traffic sniffer reader for Linux distributions

BTest Bandwidth test tool for Windows

Meighbour MNeighbour viewer for Windows

Atheros RouterBOARD wireless card drivers

Archive See more tools in the Mikrotik Download archive

e WinBox v3.0beta3 -

Connect To |00:0C:29:70:D9:58 v| Keep Password

| Secure Mode
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| Load Previous Session
Password Open In New Window
Mate | MikraTik
Group | ¥

Save Check For Updates

Managed Meighbors | 4

d Refrach all ¥
MAC Address IP Address Identity Wersion Board Type hd
00:0C:25:4B:6D:5C 172.16.1.2 RouterDS-CRCIS  6.19 x86 IPv4 anly
00:0C:29:70:05:5B 0.0.00 Mikro Tike 6.17 x86 IPv4 only

.
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.3 Virtual Machines ' Resource Allocg

that uses virtualization softwar
n virtual machines. Hosts provi
sources that virtual machines u

access to storage and networ

| marhine fn 3 hnst hv rreatinn

@ Create New Virtual Machine
Configuration
Select the configuration for the virtual machine
Configuration Configuration
Name and Location
" Typical

Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

S5CSI Controller

Select a Disk

Ready to Complete

* Custom

Create a new virtual machine with the most common devices and configuration options.

f Create a virtual machine with additional devices or specific configuration options.

l

- oEEH|

Help

< Back | Mext > I

Cancel |

Y

47

Do Su g Samdo 4 3959 3l A
LS el SIS 55 ol 55, 2 ESXI
I, New Virtual Machine g« 5 5
S RS L s e s bl

A3 il 5 Sl CErI+N

bl Custom gau S camis ol 53
Slrl erie Slaks Wil B ous

Aoas plil 52 (G3lme (eile

A4S s Next 55
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& Create New Virtual Machine = =

Name and Location
Specify a name and location for this virtual machine

Sl eile sln ob S i ol

Confiquration Mame:
Mame and Location "
Domain Controller -+ . . u
Resource Pool -L«.S &J\S NeXt 6‘9) j', ) .LS J)‘j Jj?'
virtual machine (VM) names may contsin up to 80 characters and they must be unique within each - - N -
wCenter Server VM folder.

Storage

Virtual Machine Version
Guest Operating System WM folders are not viewable when connected directly to a host. To view VM folders and spedify a location
'PL‘; =0 for this VM, connect to the vCenter Server.

CPUs

Memory b Lo LSJB“ WL« c.lc..::b s 4)-‘53
Metwork

SCSI Controller

Select a Disk

Ready to Complete _Lfa °j:’.-'> Hard diSk LS)) j" rL’ L.)'.‘.'Q'A

.J}w

Help = Back | Mext > I Cancel |

A

@ Create New Virtual Machine = B

Resource Pool
\Within which resource pool do you want to run this virtual machine?

Resource |3 51 S| «cwd opl 53

Configuration Select the resource pool within which you wish to run this virtual machine.
Mame and Location

Resource Pool Resource pools allow hierarchical management of computing resources within a host or duster. Virtual ‘) Lé_; ‘ J.‘ § '] _)‘25\‘95 L;‘ ¢ J\i JJS >l>~L.’.‘ POO I

Storage machines and child pocls share the resources of their parent poal.

virtual Machine Version

Guest Operating System a E 172.16.1.254 . . . . - . v
cPUs @ Pooll LS)l’ﬁ" WL‘ U'i‘ G J,;,S ul:».u\
Memory @ Pool3

Network P _
SCSI Controller . “ B . .
Select a Disk f.)y V‘A j J_}"‘ d ‘ &“MJ’.’.J

Ready to Complete

POOl “S’.’.)J\) .3)5- 6)[9:6 u.:.«::LA LCN-M.:..!

SIS e Gy 2 LIS e hoas Ll 3

AS SIS next g, A 5 S

Help < Back | MNext > I Cancel |

A
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Storage

Create New Virtual Machine -

Select a destination storage for the virtual machine files

Config n Select a destination storage for the virtual machine files:
Name and Location 5 A = = = = = ——
Resource Poal _ame rive Type apacity | Provision ree | Type in Pro
Storage 5 Dsta-Storel  Non-53 16076 1.827TB 38152 GB VMFS5 Supporte
Wirtual Machine Version @ Data-Store2 Non-530 838.25 GB 909.03 GB 77.00 GB VMFS5 Supporte
Guest Operating System @ Data-Store3 Non-530 838.25 GB 877.65 GB 292.53 GB VMF55 Supporte
CPUs
Memary
Network
SCSI Controller
Select a Disk
Ready to Complete
< >
r
Name Drive Type Capacity | Provisioned Free | Type Thin Provi
< / >
Help < Back | Next > I Cancel
V.

2]

Virtual Machine Version

Configuration

Name and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Mem:
Netwark

SCSI Controller
Select a Disk
Ready to Complete

Create New Virtual Machine -

Virtual Machine Version

This host or duster supports more than one VMware virtual machine version, Specify the virtual
machine version to use.

" Virtual Machine Version: 4

This version will run on VMware ESX 3.0 and later, and VWMware Server 1.0 and later. This wersion
is recommended when sharing storage or virtual machines with ESX up to 3.5.

" Vintual Machine Version: 7

This version will run on VMware ESX/ESXi 4.0 and later, This version is recommended when
sharing storage or virtual machines with ESX/ESXi up to 4. 1.

' Virtual Machine Version: 8

This version will run on VMware ESXi 5.0 and later. Choose this version if you need the latest
| wirtual machine features and do not need to migrate to ESX/ESXi 4.

/

Help |

< Back | Next > I

Cancel

W

S b sy Kios sl (G ol s

=

V|rtua| g;"'*‘.’. cr}.w G4 S ) w‘ BE
b .S o=zl |, Machine Version: 8
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@ Create New Virtual Machine

Guest Operating System
Specify the guest operating system to use with this virtual machine

Configuration

Name and Location teslbnasugl S s

Y

virtual Machine Version: 8

Microsoft Windows Server 2008 (32-bit)
Microsoft Windows Server 2003 (64-bit)
Microsoft Windows Server 2003 (32-bit)
Microsoft Windows 3 (54-bit)

Microsoft Windows 8 (32-bit)

Microsoft Windows 7 (84-bit)

Microsoft Windows 7 (32-bit)

Microsoft Windows Vista (64-bit)

Microsoft Windows Vista (32-bit)

Microsoft Windows XP Professional (64-bit)
Microsoft Windows XP Professional (32-bit)
Microsoft Windows 2000

Microsoft Windows NT (terminated)
Microsoft Windows 98 (terminated)
Microsoft Windows 95 (terminated)
Microsoft Windows 3. 1 (terminated)
Microsoft MS-DOS (terminated)

/

Resource Pool & wWindows

Storage ~

Virtual Machine Yersion s

Guest Operating System " Other

CPUs

Memary Wersion:

Network | Microsoft Windows Server 2012 (54-bit) x|

SCSi Controer

Select a Disk Microsoft Windows Server 2008 R2 (64-bit) ppropriate defaults for
Ready to Complete Microsoft Windows Server 2008 (64-bit)

bl i dad Sl e ol 5o
Coond 5l el 1y edle b (S 55 0 55k
4w S Operation System
05,5 Cwd 3l 5 olxal |, Windows
Next s, » 5 bl ) ol 03,8 o2

Help

< Back | Mext > I

Cancel

@ Create New Virtual Machine

CPUs
Select the number of virtual CPUs for the virtual machine.

Configuration

Mame and Location Number of virtual sockets: 2 -
Resource Pool

Storage Number of cores per virtual socket: E ~
Virtual Machine Version

Guest Operating System Total number of cores: 16

CPUs

Memory The number of virtual CPUs that you can add to a VM

depends on the number of CPUs on the host and the

Network number of CPUs supported by the guest OS.

SCSI Controller

Select @ Disk

Ready to Complete
The virtual CPU configuration specified on this page
might viclate the license of the guest OS.

Click Help for information on the number of
processors supported for various guest operating
systems.

A

- o IEW

virtual Machine Version: 8

/

Number of ce3 ;5 WL amis opl 53
S 3 S ol 1, gsue virtual sockets
ol Lol 5w 555 2 CPU slass U il
I, CPU ,» sarun sluss ‘pswﬁj
513 4 g5 (el A Ll s oS S O]
S ol 53 HP 5 e CPU sl o5 LSl

Al e Y

S SIS Next 55

Help

< Back | Next > I

Cancel

50
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O X

@

Network
Which network connections will be used by the virtual machine?

Create New Virtual Machine

Virtual Machine Version: 8

Configuration
Name and Location

Create Network Connections

Resource Pool How many NICs do you want to connect? 1 =
Storage
virtual Machine Version

Guest Operating System

Connect at

Network Adapter Power On

ﬁ.v- NIC & [Lan-172-2 | |ez000e 5
Network Lant

SCSI Controller Lan-172-3

Select a Disk wan-192

Ready to Complete

il If supported by this virtual machine version, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking perfermance and migration compatibility. Consult
the V re KnowledgeBase for more information on choosing among the network adapters
supportedforvarious guest operating systems and hosts.

Help | <Back | Next > I

Cancel |

Y

- o

Virtual Machine Version: 8

Create New Virtual Machine

SCSI Controller
Which SCSI controller type would you like to use?

Configuration

MName and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memor

Network

SCSI Controller
Select a Disk

Ready to Complete

SCSI controller

" BusLogic Paraliel (not recommended for this guest OS)
™ LsI Logic Parallel

f+ LSI Logic SAS

[
" VMware Paravirtual

Cancel

Help | < Back | Next > I

4

51

‘) JjP'- LS&M-:’ Q)ts v\.lbwu.i‘)b
|

I Sl il e ol 4 K2

Gk 3l Wl 0Ll b oass ol

33 A3l ekl G35 ) LS glacand
wan- s Local Ll 3 a5 oS oy
Sl Jate S35 Ser iy 4 2 192
Slaomile & by s Sop s s
Lol 51 Sl 5 e 45 Lz (g 5les

S SIS next g, » 5 ol
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:PM::)LQJJJ:;SCJQ
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@ Create New Virtual Machine

Select a Disk

Configuration

Name and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPlUs

Memory

Network

5CSI Controller

Select a Disk

Create a Disk ~
Advanced Options

Ready to Complete

A virtual disk is composed of one or more files on the host file system. Together these files appear as a
single hard disk to the guest operating system.

Select the type of disk to use.
Disk

/'!’-‘ Create a new virtual disk
T

" Use an existing virtual disk
Reuse a previously configured virtual disk.

Give your virtual machine direct access to SAM. This option allows you to
use existing SAM commands to manage the storage and continue to
access it using a datastore,

" Do not create disk

/

- c N

Wirtual Machine Version: 8

Cancel

¥
Help < Back | Mext 3 I

7] Create New Virtual Machine

Create a Disk
Specify the virtual disk size and provisioning policy

Capacity \

Disk Size: 100 =%

Configuration

Mame and Location
Resource Pool

Storage

Wirtual Machine Version
Guest Operating System
CPls

Memory

MNetwork

SCSI Controller

Select a Disk

Create a Disk
Advanced Options
Ready to Complete

GE ~

Disk Provisioning
{+ Thick Provision Lazy Zeroed
| € Thick Provision Eager Zeroed

(™ Thin Provision

Location
% Store with the virtual machine

" Specify a datastore or datastore duster:
|Data—5tm e-1

Vi

Y.

- oEN

Virtual Machine Version: 8

Cancel

Help | < Back | Mext = I

52

Jsl a8 bl b ocamio ol 53
Sl Ll Ko 3l S Wl s
Sl LS sl 55 (Gilbne dile
Detle d b pe (Sews S)la o J3 51 S
Upload ;5w s, 15 S5 (sobms
Sl 1 e g4 B Al e s S
L O sl ey gamin 3 5 S
L dsl s ¥ wcwnd ! s Sas

J....Sgg.:.lSNeXt 6})ﬁ)g:)L>'=’.‘.'>\

Disk Size caud 5 wmin ol o
s (gl Sws 4le slab Sluis
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Advanced Options

Create New Virtual Machine

These advanced options do not usually need to be changed.

Configuration

Mame and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

SCSI Controller

Select a Disk

Create a Disk
Advanced Options
Ready to Complete

- oEN

Wirtual Machine Version: 8

Specify the advanced options for this virtual disk. These options do not normally need

to be changed.

Virtual Device Node

' IDE (0:0)

Mode
[~ Independent

=

Independent disks are not affected by snapshots.

-

Changes are immediately and permanently written to the disk.

-

Changes to this disk are discarded when you power off or revert to the

snapshot.

Help |

)

Ready to Complete

Click Finish to start a task that will create the new virtual machine

| Configuration

1 Name and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Metwork

SCSI Controller

Select @ Disk

Create a Disk
Advanced Options
Ready to Complete

Settings for the new wirtual machine:

< Back | Next > I Cancel |

_—

Virtual Machine Version: 8

Name:
Host/Cluster:
Datastore:
Guest05:

CPUs:

Memory:

NICs:

NIC 1 Network:
NIC 1 Type:
SCSIControllern
Create disk:

Disk capacity:
Disk provisioning:
Datastore:
Virtual Device Node:
Disk mode:

Domain Controller
ESX.creis-teh. ol
Data-Store-1

Microsoft Windows Server 2012 (64-bit)

16

4096 MB

1

Lan-172-2
E1000E
LSILogic SAS
MNewi virtual disk
100 GB

Thick Provision Lazy Zeroed
Data-Store-1
SCSI(0:0)
Persistent

[ Edit the virtual machine settings before completion

/& Creation of the virtual machine (VM) dees not indude automatic installation

system. Install a guest OS on the WM after creating the VM.

u]the guest operating

Help |

< Back | Finish I Cancel

A

53

Virtual Device (e

NS
s 3)ls 5 4 x5 L |, Mode
SCSI el s a8 wS Ol g 5w
SASNext gy, » ol i sl

LY

S ls Sledbl s A Gamio o
m e ealie (Gilme udle opl KA
—a S S sl ek sl STaS s
& 5y |, Edit the virtual...
L oS SIS finish s, 2 o0 op

Sgs bl o sy ee il
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) 172.16.1.254 - vSphere Client
File Edit View Inventory Administration Plug-ins Help
@ €y Home b gf Inventory b [E] Inventory
wip &0 GRS PR
= [ 172.16.1.254 PORNPIPRNNN™S ) CD/DVDdrivel  * | ConnecttoF:
@ Poolt Connect to G:
@& Pool3
3 pce Connect to 150 image on local disk...
i D5
5 Document A bg Sl Connect to host device...
{3 | Domain Controller [PLTUDSTINLE Connect to 150 image on a datastore...
[ Exchange2015 ‘\ Copyright TCT 19977008 Lutel Lorporation
Mikrotik
%Test CLIENT MAC ADDR: B8 BAC 29 CC 2E 8A GUID: 564D498B-73F4-F91D-6BDB-A41EBSCCZEBA
PXE-E53: NHo boot filename received
PXE-MAF: Exiting Intel PXE ROM.
Operating System not found
Recent Tasks Name, Target or Status contains: » ’_
Name Target Status Details Initiated by Requested Start Ti... = | Start Time Completed Time
S " [N i 1aman o 2 o o

Sl s o |y B sy5e Jule s 03,50 (’Ubﬁ- b 4 (il e ol s, ‘_;Lal.ow su'jf@.a
SIS CD 0551 55 5 LIl 51V IS asle 4 b 555 Jaleqzeew IMmage LG L 5 DVD e
53 O S 5k 3 Sl b 1 ey S 51 S 5 52 CD/DVD drivel sl ol 5L (s 500 55 5 48
I, Connection to ISO Image on Local disk sas 5§ Lb o (LS s eslicad IMmage LG 5l el
s B o> L5 ENter gy, 5 5 s Console 5,05 b 5550 LU bl 5 ey s Ol

DEEE RIEICEX Sskes 5 55 Restart

B [{ 172.16.1.254

@ @ Pooll
@ @ Pool3
@ pce . L& .o ‘ pd
& o AS >
& Document - D o4
('t [Domain Controller|
(B Exchange2015
B Mikrotik
§ Test . B .
B Tes BUAY P cdaline a5 B) 9.144[.9.%
Language to install: Stz IR D S
: PUSGSUON IPYS VRS K le—w
B e R ST
Enter your language and other preferences and click "Next" to continue.
- w Byt <&
Microsoft Corporation. All ights reserved. --’L_}""’L.’ M\J) w
Recent Tasks Name, Target or Status contains: ~

54
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KH U ﬁﬁ Home b g5 Inventory D@ Inventory
Ny BEGREERS @
B2 [ 172.16.1.254 Domain Controller S w] Lﬁ‘ “)‘ﬁ'“" 2 (=L>u| LS)B"‘ u:‘:‘L"

0 sk e 3l A &S )8

g g:g:; Getting Started | Summary ' Resource Allocation | Perfformance ' Events
i pce .. .
& ocs S s se opeile gl o |, VMware Tools
[ Document
B
& Power 4 . . . . g .
i) | Guest -—h ’| Answer Question... Ji‘d J"‘JL‘ 44. )Ls gﬁ.‘ L_S‘j‘,’ A‘S “ M.
BT Snapshot 4 Enter Full Screen (Ctrl+Alt+Enter)
= Open Console Send Ctrl+Alt+del d ‘ -
SIS s See edile S35 2 5200
@ Edit Settings... Install/Upgrade VMware Tools | " j} 6 ’ L; 7 7

AddPermission.. Cur-® Select the driver to install LSM)§ Guest .3 3l S cly

Report Perfformance...

Rename

|, Install/Upgrade VMware Tools

Open in New Window...  Ctrl+Alt+N
Remove from Inventory
Delete from Disk

( Load driver ./\:.5 g.)bu.;\

A media driver your compul
driver, If you have a CD, DV
now.

To leave Full Screen, press Ctrl+Alt+Enter. DVD Drive (D:) VMware Tools
Tap to choose what happens wit}

. —; = | rive Tools - : . . &
(== T 5 s 3 il odle 2l
Computer View Manage [

@ [ e T Alt + Ctrl + Enter .S 5 .S

¢ Favorites 4 Folders (6)

I Desktop E B Full gamio b aas Lis |

# Downloads Documents

15 Recent places

18 This PC )a Downloads

€ Network t Pictures Videos

.3 55 Screen

MyJ_)‘) XD J.i‘;v .,\.\.,Ld 4
o - Local Disk (C:) 6}) BT 9 "L.’.j"'; Computer
Iw 17.9 GB free of 44.6 GB

?Zf’ti’!‘lifi’?fvmf”" !, KIS VMware Tools

C DFS; Install or run program from your media

4 Devices and drives (3)

L I 1 0
_\\f/:] Floppy Disk Drive (A:)

Open AutoPlay... Z
e Install or run sa;$ 5 4S
Open in new window

ot Ay LS ol Program...

Pin to Start

Eject

LS s | Of )

- et S o L1 ol 00T VMware Tools s 1 e
S sdaline el
W @\ oS ol L

Customize...

S o nai Sl 350 (gile Sk 3L 5,50 sla, sl s

55
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e (Apd yaass Silbee ile ol 54 a4 Ip @address L Vmware Tools oz 5l i
3ol Wil e S jsboles (S xS bl S5 S 5y, s S Address Pool
s o pana oS ol 5 o3l SIS @ oS pl w035 172.16.1.50 — 172.16.1.250
du\:\)soiqﬁﬁ,ul:J%Asua.:,,bduﬂ)ﬂw\j‘ﬁbsu.uﬂ)zigﬁiACtive)}ﬂwjﬂd\ﬁ.,\.il.gr.aw

ol |, Open Network and... e S 5 LS ey

LY

Troubleshoot problems

Open Metwork and Sharing Center

* PEB e |

rr

T ,.,: ¢ Control Panel »

v Change adapter s, » o G 3l amin 0ud 3L 31 Ax

Control Panel Home
Vi LS SUS Settings
Change adapter settings

Change advanced sharing
settings

Ch

1T | & » Control Panel » Metwork and In 64-‘:’.; 3 J{:"S C""'”‘) Li':.‘-ls J)’.' 6&";’ Q)LS S P Jg“:' Lobe “

Organize v Disable this network device Diagnos J‘?S uw‘ ‘_) Propertles

L‘“ ™ Ethlem et .

-

"7 | B | Disable
l Status
Diagnose
'E‘:,f' Bridge Connections
Create Shortcut
Delete

(5]
% Rename

'5' Properties

-
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m Ethernet Properties
MNetworking
5 N * . . ./ - - a .
Connect using. olaul Ol 5l &S Soee o ) IPV6 Gae S K o BL
x¥ Realtek PCle GBE Family Contraller
=4 L. z .
S »39 el b IPV4 Lgi..:/,s g J‘:’.)b_)'.’ ‘.)\c.Sd‘._,
Configure... )
This connection uses the following tems:
BQUS Packet Scheduler A
& Microsoft Metwork Adapter Multiplexor Protocol
& Microsoft LLOP Protocol Driver
-4 |ink-Layer Topology Discovery Mapper /0 Driver

& Link-Layer Topology Discovery Responder
i |mtemet Protocol Version & (TCP/IPvE)

LS s Properties

N\

fRIOMRED
! |2

—
>

Install... ninsta Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

oK Cancel

Internet Protocol Version 4 (TCP/IPv4) Properties -

General

‘fou can get IP settings assigned automatically if your network supports JJ “3 |) Jj} ACtlve )jfﬂ w‘) > ‘ (-5:'“): u)M 4-’ V\-’L’ L}gﬁﬂ O{“ )J

this capability. Otherwise, you need to ask your network administrator
‘V.;JV_:S/L;O J_]a; DL 172.16.1.7 b ACtlve L)N)J‘ LUL’S gﬂ‘ PL) .l.:‘.‘s

for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IS sl 1y, Sy S 5, ool Default Gateway cas o

IP address: 72,16 .1 .7

Subnet mask: 255.255.255. 0

Defauit gatenay: 172 Ly Public 5w &5 o per ool - DNS s 55

HI

Obtain DNS server address automat

7}
N

(®) Use the following DNS server addresses:
Preferred DNS server: 72,16 . 1

Alternate DNS server: 4 .2 .2

I B

[[validate settings upon exit

| oK | | Cancel |

] Command Prompt I;Ii- |J,>-‘ ‘) CMD 9 "“'.’.j"‘: Start 3)“9 IP u’“’)>T e )‘ s

NUsewrssf.babjanidping 4.2.2.4

Pinging 4.2.2.4 with 32 bytes of data: @ “\i,}”" u,iq.h» (W J\."..S J‘)\j b Plng 4.2.2.4 O Fwd f.)\?ls

: h 32 time=327ms TTL=48

m>

time=385ms TTL=48
time=327ms TTL=48

4: hy
32 tine-329ms TTL-48 . o .
. 4.2.2.4: ' oy J“”“"’ ""’J“:" “9R90 J—i'“ Lol

4. Received = 4, Lost = @ (Bx loss),
pproximate round trip times in milli-seconds:
Hinimum = 32%Pms. Maximum = 385ms, fAverage = 342ms

NUsewrssf . babjanid
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40 S

http://go.microsoft.com/?linkid=9728869

Domain Controller ux 5 4:S Js of ¢35, 1, Active Directory s LL YL Slles el 51y

Active s, »crcis-the.local el e sd 5 ol ol planil L3 51 LSl 48 S sl ol sy 21y

MCSE 2012 ; Sharepoint slaols sl 55 o objls IS J 28 s i b ST el sl Jlad

@ 172.16.1.254 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

EJ @& tome g Inventory b Inventory

& @

@

= [ [172.16.1.254]

ESX2015.crcis-teh.Jocal VMware ESXi, 5.5.0, 1746018

= & Pooll
@ Pool3 Getting Started | Summary | Virtual Machines | ResourceAllocation | Performance  [ELITEM
@ DC4 Hardware DNS and Routing
& D5
& Document t Heslth Status Host Identification
(Gh Demain Controller Nam.
(i Exchange2015 Domain
& Mikrotik
& Test DNS Servers
Method
preferred DNS Server
Alternate DNS Server
<
i i i X
DNS and Routing Configuration -

DMS Configuration lRouting ]

Host Identification
MName:

Domain:

{* Use the following DNS server address

Preferred DNS server: |1?2, w .1 .7

Alternate DNS Server: | 172,16 ., 1 .29

Look for hosts in the following domains

[Esx2015

|cn:is -teh.local

crcis-teh.ocal

Example: site.co

m site.org site,net

0K | Cancel Help

ration

ESX20

Local Users & Groups | Events | Permissions

15

creis-teh.local

Static

172.16.129
172.16.17

1721612

3isco.ir cole 55 S 1, edu

ESX| BE B C)LA.JQ.A.J J)\) e)L.:jJ

DNS ¢35, » JSo aibe 4 5 L5
51 1S SJUs and Routing
Properties s, » cly G

S S

Name w})b‘)ﬂ)‘ﬂjw‘)b

rL’ Domain CA-Q-«M-;)J ‘Jﬁ;S JJ‘_} 5)5- LS‘J" o‘ﬂb rL’ &i

03 S ssls bl 1) s S sll |3 Cedd g3 4S5 e

IS cpess yeysl kb Preferred DNS Server -

Alternate DNS Serverca.s ;s 5 S 5 0y 1, 55 Lol

crl el ey S 505 1, Backup s sl il

5 S SIS Routing o s,y 2 wamio en 3 byl

58
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SESXi 59 gw 4 (w ywd (81 9 User o i

25 LROOT 18 5 S s o5 (S )8 ol cusls plail 1) 55 s 4 b g o sl Dlaas o8 Sl

AS g Al 8 sl B (B

ESX2015.crais-tehJocal VMware ESXi, 5.5.0, 1746018 3 )l 9 ‘J@ Jobe @ )\5 Q" le »
Getting Started | Summary ' Virtual Machines ' Resource Allocation | Performance ' Configuration [ESecIRNETE]
View: |Users Groups \ B .l.:j..}l Local Users Cotond
uD User Name
0 root samanod . - : 5
o e )')‘?SW‘)&.‘:LSL;L’LSW

1000 babajani babajani
501 VpXUser WMware VirtualCenter administration acoourt _
100 deui DCUIUser .J.:.S gl;';:.a\ \) Add LS“"‘-i)S

Add... €—nu

View Column 3

Fxnort List,

Add New User

jJ.:.'Sb‘)‘j b J}?-J\.sJIS<=L' LOgIn w).} GW Q.JJ»‘)J

User Information

Login: new uID: |10

User Name: |new

ol S S sl 1) 5 8L LL User Name s s
User name and UID are optional s M‘j} oJU.L»‘ 29035 6‘f 45 b‘}-" M‘j} Qﬂb Ow ‘€L’
Enter password
Passord:  [Feees S 315 ek 5 S4elS LL oa Password .3 s

Confirm: | “““

BE ¢.L.ZL3 She V.b)\& cd}ﬁ )\ ‘;\:SJ.: LY 1111@te5t Lole
Shell Access

Grant Shell Access to this user s« 5§ S s S 1

v Grant shell access to this user

Group membership AL ails L;JSJAS oy b aes ol |

Group: ﬂ

g sbel a5 syee oSG S SIS OK 6, »

6})‘).3‘4?;@ ULQA)D‘MJBQ"JEJ)}AJJ)S&\)\M

Coel B aas x5 1 01 jse 50, 5 Username s

OK | Cancel |

Al il s
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ESX2015.creis-teh.docal VMware ESXi, 5.5.0, 1746018

Getting Started | Summary | Virtual Machines ' Resource Allocation | Performance | Configuration | Local Users & Groups
User/Group | Role | Defined in |

8 roat Administrator This objed

@ root Administrator This objed

8 babajani Administrator This objed

8 vpXuser Administrator This objed

8 deui Administrator This objed

Add Permissicn... o
Refresh

View Column 3
Export List...

Events

ShesY e Ll GlS a5 5l sy
4 3ls ol & 1, Permissions s
Permissions s sl (& b
G S 5 S Cly SIS s

S ol |, Add Permissions

@

Assign Permissions

To assign a permission to an individual or group of users, add their names to the Users and Groups list below. Then select
one or more of the names and assign a role.

—Users and Groups —Assigned Role
These users and groups can interact with the current Selected users and groups can interact with the current
object according to the selected role. object according to the chosen role and privileges.
Name ‘ Role | Prnpagate| hd
8 New Administrator Yes |
LN “
Datacenter
Datastore
Datastore cluster
istributed switch
dvPort group
+1- ¥ E5X Agent Manager w7
< >
Description: Select a privilege to view its
description
Add... | M ¥ Propagate to Chid Objects

LS SAS A (555 2 b dsles sy K20
sAS Blal cad o iy )6
Sl 1y JlS e 208 sl 0 ST s
Cwd 311, Administrator au S S
OK (555 » cdm 5 S St sy 5e 508
Slajsze plad )8 g ol 4 S SIS

.J}.Z)jﬂJ)‘ij\}SL;e)JSL;oCJLUJbCJY

OK

Help |

ESX2015.crcis-tehJocal VMware ESXi, 5.5.0, 1746018

Ll g5 e oo s Events o 55l S

Getting Started | Summary | Virtual Machines ' ResourceAllocation ' Performance ' Configuration ' Local Users & Groups
Show all entries ~ Description, Type o 45 Lﬁ -
s sl LS
Description | Type | Date Time = | Task | Target 29 é‘}) ﬁ Lgi *‘ﬁ‘) ¢
@ Account newwas removed h —— @ info 12/10/2014 1:53:02 PM E ESX2015.creis-teh.local
@3 Anaccount was created @ info 12/10/2014 1:52:59 PM @ Esx2015.crds-tehloal . . . S H
@ Accountnewwas removed @ info 12/10/2014 1:52:40 PM B Esx2015.cres-teh.ocal 'J":S °ML""" ‘) L ‘ﬁ-‘ E XI
@ An accountwas updated & info 12/10/2014 1:44:41 PM E ESX2015.creis-teh. ol
@ Leave domain succeeded. @ info 12/10/2014 1:36:28 PM
@ Firewall configuration has changed. Operation & info 12/10/2014 1:36:28 PM E ESX2015.creis-teh. ol
‘disable’for rule set activeDirectoryAll succeeded.
@ Userbabajani@172.16.1.79 logged in as @ info 12/10/2014 1:32:51 PM
(ﬁ’; Cannotlogin crcis-teh\administrator@172.16.179 & emor 12/10/2014 1:32:38 PM
Cﬁ Cannotlogin crcis-teh'\f.babjani@172.16.179 & emor 12/10/2014 1:32:19 PM
(ﬁ’g Cannotlogin administrator@172,16.1.79 & emor 12/10/2014 1:31:56 PM
@ cannotloginf.babjani@172.16.1.79 & emror 12/10/2014 1:31:33 PM
Event Details
Type: info User: babajani Time: 12/10/2014 1:53:02 PM Target: ESX2015.crds-teh.local
Description: @
@% 12102014 1:53:02 PM, Account new was removed on host ESX2015.creis-teh.local
Related Everts:  Show
Name, Target or S
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SESXi 49w 39 SnapShot slxyl 50 9%

snapshot < sag ls el b (s5lre glappdle 555 5 ESXi 55, 55 a8 pladon o e 51 SO

4
& @
ENE] g2-15-1-25“ ESX2015.creis-tehJocal VMware ESXi, 5.5.0, 1746018
Fooll
@ Pool3 Getting Started | Summary  RYLAERGERGLEA Resource Allocation | Performe
3 D4
& D
E} Document Name | State | Provisioned Spac
(G Domain Controller 3 Pajoohyar Powered On 62.49 GB
(3 Exchange2015 @ Nojoom-Data Powered On 525,67 GB
E’ ET‘ Powered O 88.11 GB
& Test Power v owered On \
Guest o Powered On 255.76 GB
. B
| Snapshot » 4 | {3 TakeSnapshot.. <—
= Open Console [ Revertto Current Snapshot g
G Edit Settings... ﬂ?‘] Snapshot Manager...
. Consolidate B
Add Permission... Ctrl+P
Powered On 534.58 GB
Report Performance... Powered On 207.73 GB
Powered On 53.29 GB
Rename
Powered On 42543 GB
Open in New Window... Ctrl+Alt+N Powered On 207.41 GB
Remove from Inventory Powered On 492,09 GB
Delete from Disk Powered Off 104.77 GB

(& Take Virtual Machine Snapsh..

—MName

|azar  4—

—Description

ok

V¥ Snapshot the virtual machine's memory

¥ Quiesce guest file system (Needs YMware Tools installed)

Cancel

Help

b =]

= =
@ Pooll
@ Pool3
s pca
3 Des

3 Document
&1 Domain Contraller
(s Exchange2015

£ i

Getting Started

el clie Oley 5 OF (goslizal

il g5, » Snapshot sbel (¢l
S S oy SIS s i) 50 (g5l
Take 4.5  Snapshot <3

S ozl | Snapshot

- IEl 33 S5 5 4S8 5,051, SNAPShOt & by o Slovs 35 5 oL eend cpl
ol (555 e S Glo3 B aSl sl 1S Ol Lo 1) 2T gy S

358 0 3wl SNApshot LG Ok g5, 5 SUS 31 a0, 55 5

Summary ' Resource Allocation | Performance | Events

What is a Virtual Machine?

A virtual machine is a

software computer that, like a

physical computer, runs an operating system and

ting system installed on a virtual

(fp Test Bower * lest operating system.
Guest 3
| Snapshot 4 |@I Take Snapshot...

= Open Console
[ Edit Settings...

Add Permission...

Rename

Remove from Inw
Delete from Disk

Open in New Window...

Ctrl+P

Report Performance...

Ctrl+Alt+N

entory

&
g

Revert to Current Snapshot
Snapshot Manager...

Consolidate

virtual machine

] i Suspend the virtual machine
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Iy 35 ol sbw! Snapshot &l ¢l
250 Oloj 4 S8y AaB b s oS sdalie
Snapshot gau 8 b els 1,
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|, Revert To Currenr Snapshot
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@ Snapshots for Mikrotik = B SnapShot (’L‘*J . ’555" sdalie 45 )jbbl-u'ﬁ
E-E Mikrotk MName . s . F - “
E...g..gqngvag;nahar 0AZar BE RSSO0 PSS A 42.9; &,.«.:‘)J.ifo P )‘ S L;.’.LQ
|é|...q> 20AZar
"0 Youarehre S— s 4 aS] (] S el 0k ) a3

ok
5,5 < Snapshot 31 S b s s,
SIS GOto (5,5 » 5 LS sl | s L
ub;b\ bYeS ueJ..J:)L: 6W)3-1JU}.L:.S

O3S Gl s ST s S, Cde 4 b S

4 ol 1y ol
S o« s 1, Snapshot
Go to | Delete Delete Al Edit nl = - =) J p
dose | hep | As SJs Delete
ose elp - -
:Snapshot g0 49 SI1ASS

Sl Sl s Sl s 4 S slezel Backup < Ol yie 2 Snapshot « Jols g0 © &35 s
Snaspshot‘u_ogjp,.g,@pf\ws;p@suwuosﬁ&;wou;ﬁESXi D9, B 4S Ak
Ly 555 G UPS aSul 51 das ESXi s e 3 1 4 ol 03l BT o (5l BT ol 0355 oo paile 395
cle 4 al &S as Active Directory (sibes cpuile 40 053 4,0 Eolb ol e 5 A o ol s
) 58,8 Backup (ge g p3 8 s Kt opnile 0 301 Ol obss s 3 4e opile 51 Backup sags

3}5 V?Mj;- O LSJ"" LSLAJ”)JJJ
283w wilo 31 Backup slew!

S Sl 1 ol algn Gl sy se dle (gl K sl &g 5 oS

Sl L s, 5 (g5l ndle LSSl el (6 C S dal bl s Do @ A

il S g el 5 Sl e 4 S el 1 S San s o S5 4l (S
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@ Edit Settings...
Add Permission...

Report Perfformance...

Rename
Recent Tasks Open in Mew Window...
Remove from Inventory
Name -

Delete from Disk

Ctrl+Alt+ N

o FF r TSSO o
(T3 Nojoom-Data machine is called a guest operating system.
(3 Nojoom-Web
[ SPoint2013 Because every virtual machine is an isolated computing
£ pce environment, you can use virtual machines as deskiop or
5 Des workstation environments, as testing environments, or to
{3 Document consolidate server applications.
(T3 Exchange201s
i Mikrotik Virtual machines run on hosts. The same host can run
(3 [Test many virtual machines.
Power L4 | Power On Ctrl+B
Guest 4 Power Off Ctrl+E
Snapshot 4 Suspend Ctrl+Z
@ Open Console Reset

Ctrl+P Restart Guest Ctrl+R
ichine settings
‘ Details | Initiated by | Reques

Caonfirm Shutdown

J l: Shut down the guest operating system of the virtual machine 'Test'?

/

Sl SIS 55 (ol edle (655 2 g Sl
Shut Down 4. S Power il 5l 5 S
LCtrl+ D S5 als L 5 s ol |, Guest
ol GOl e Do 4 pteen U A LS
s 3l Lot 6 ol iile 4y i ol a5
o) 45 A x5 S haels 5 0T 5 el

» VMware Tools 5 555 0 e Sl oS

Jy&ba.l&wwibd})

Dl s e LTS 058 0 g Lo Sl e el

AS SUSYeS (gy) p $apd hgel s se (g5l

L ou b S RIEIEX X

H 172161254
= & Pooll
[ Fileserver
[ Lync Server 2013
[ Pajochyar
[ ubuntu
T XP
B & Pool3
{3 Metwork Monitoring
(3 Mojoom-Data
{3 Mojoom-Web
@ SPoint2013
DC4
DS
Document
Exchange2015
Mikrotik
Test

.T

DOSDeE

Test

Getting Started EEMUILEYA Resource Allocation | Performance | Events | Console | Permissions

General Resources
Guest 0.5: Microsoft Windows Server 2012 (64-bit) Consumed Host CPU:
VM Version: & Consumed Host Memary:
CPL: 8vCPU Active Guest Memary:
Memary: 8192 MB Refresh Storage Usage
Memory Overhead: 375.43 M6 Provisioned Storage: 53.79 GB
YMware Tools: & Not running (Current) MNot-shared Storage: 45.32 GB
IP Addresses: Used Storage: 45.32 GB

Storage I3 | Drive Type | Capacity |
DMS Mame: {3 Data-Store- s 1L.A0TR 37t
B Datastore... ——
State: Powered Off < rowse Datastore _ >
Host: ESX2015.crds-teh.local Rename
Active Tasks: IS |
vSphere HA Protection: (@ Nfa & £ lam L
Delete

G nds

omma Refresh
[p Power On Copy to Clipboard  Ctrl+C

@ Edit Settings

Coomd 315 g2 SUMMANY 5 3505 day 5 S SIS TSt 655 5 o G 51 VL K e o

<zl |, Browse Datastore s, 5 A4S o, SIS L 5, 5. Data-Store ¢, . Storage
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@ Datastore Browser - [Data-Store-1] 34 JIQ_, 3580y “lo _,\_.,'L, Lol ¢ }g b Q’l‘ 33
B BE B BER X
Folders Isea,chl " [Data-Store-1] Test(Bahrami) )\ 9 J.;.~§ uL>=:4‘ - oo C,w,{) )\ b
E--ﬂ i Name I Size | Type
ﬂ .sdd.sf 1 Test{Bahrami).vmx 3.28 KB Virtual . S 1 . o "9
{) Domain Controller 1 &5 Test(Bahrami)wmdk 47,185,920.00 K Virtual Download © *‘ SR )‘J'-")‘f
Document Test{Bahrami}.nvram 848 KB Non-v
;Ez:jnt:zma ] vmware-1log 432359 KB Virtual LSJ.L“)*’.'S LS‘J-’ b 0 5 IS IS
L £] vmware-2Jog 110,06270 KB Virtual " ) - - i :
S £] vmware-3log 1,30235 KB Virtual
MikroTik v&, 17(1) @ vmware-4.log 16,179.20 KB Virtual Lg.:.ls Ok LS)) J" 9 .,L:S ubﬁ." C)Lc‘w‘
ﬂ Exchange2015 @ vmware-5.log 999,34 KB Virtual
Q vmware.log 204,131.60 KB Virtual . . N .
[ Test(Bahrami).vmf 3.16KB File e ek | L;:S LS‘)-.' S @L‘JUJ"‘ J":'S
[] Test(Bahrami).vmsd 0.00 KB File
R Z N
< sl e el gaSs

D S &Sl S sy Kk 4 (e il 45T Sles s WS e Led (oledlbl S 51 dsy
S eslanad OF 31 dzals il cpl 4 5L s ESXI
SESXi 9.0 4 530 (mailo (49 ) LS G092
w‘ LS‘J" 4.)\.“;5 eslaul ESX| BEE IS cJ.i)JS 4.:.@5 BaCkUp aS 6)[9:» WJLA _)‘ S ol o.)\.:.wj ‘J.B QT deJ

A58 oIl 1) S5 Kom s 45 S s g 4 kLIS

+
G &
ENE| g2-16-1-254 ESX2015.crcis-teh.local VMware ESXi, 5.5.0, 1746018
Fooll \
@ Pool3 Getting Started Virtual Machines ' ResourceAllocation ' Performance ' Configuration ' Local Users & Groups ' Events ' P
DC4 -
% DS General | Resources
({3 Document Manufacturer: Hp CPU usage: 3674 MHz Capacity
Exchange2015
% Hmﬁf Model: Proliant DL 330 G& e 8% 2.265 GHz
ES Test CPU Cores: 8 CPUs x 2,266 GHz Memory usage: 94867.00 MB Capacity
Processor Type: Intel(R) Xeon(R) CPU IV A, O O T 98293.73MB
E5520 @ 2.27GHz
License: VMware v5phere 5 Enterprise Storage v | Free | Drive Type C
Plus - Licensed for unlimited. .. e
e 5 [ @ Data-St : o
Processor Sc:dmE - & Data-st rowse Datastore... a3
Cores per Socket: 4 a Data-St Rename a3
Logical Processaors: 16
Hyperthreading: Active < Unmount E
MNumber of NICs: 4 Network Delete
State: Connected
) ) & L Refresh
Virtual Machines and Templates: 15 g wan-19
wMotion Enabled: NfA 8 Lan17 Properties...
VMware EVC Mode: Disabled & Lana7 Copy to Clipboard  Ctrl+C
vSphere HA State @ NjA < z
Host Configured for FT: NJA
“ / Fault Tolerance
Artive Tasks:
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5 a5 S SIS s s syse le POOL G SO L s ss e U sss 2 S i psa o

Gy SIS sl B8 las &8 bSss syl 5l S (g5, 0 Storage cwd ;s 5 & i Summary

@

Datastore Browser - [Data-Store-1]

@ kR E X ®

S KU Browse and DataStore (g5, x5 S

- oEEM

Folders ]Sear:h ] Upload File... !
E"WI Upload Folder... Size | Type Path
) sdd.sf “\ [ =ddsf Folder [Data-Store-1] .sddsf
~{) Domain Controller 1 [7 Domain Controller 1 Folder [Data-Store-1] Domain Controller 1
) pocument @ Document Folder [Data-Store-1] Document
% ;E:::I]:JZUIS @ ubuntu Folder [Data-Store-1] ubuntu
@ Lync Server 2013 ﬁ SPoint2013 Folder [Data-Store-1] SPoint2013
ﬁ Test(Bahrami) @ Lync Server 2013 Folder [Data-Store-1] Lync Server 2013
@ MikraTik v6. 17(1) iﬂ Test{Bahrami) Folder [Data-Store-1] Test{Bahrami)
) Exchange2015 B MikroTik ve.17(1) Folder [Data-Store-1] MikraTikv6.17(1)
iﬂ Exchange2015 Folder [Data-Store-1] Bxchange2015
<
@ Datastore Browser - [Data-Store-1] = =

@ B RE XD

Falders 1 Search ]

[Data-Store-1] /

= Name g Uploading...
) .sddsf [
{a Domain Controller 1 @ D¢ E:\VMware ESXi 5 (Perfect) Mikrotic-cras\MikraTik v, 17(1) MikroTik
) Document @ pe | VB 17(1)-deadchEa.vmem
{a ubuntu
) spointanis P W rom E:\WMware ESXi 5 (Perfect)\Mikrotic-creis MikroTik 5. 17{1)MikraTik
{a Lyne Server 2013 ifl SR w6, 17(1)-4ea4chb6a.vmem to [Data-Store-1] Mikrotic-creis/MikroTik
¥ [ 1y Y6 I7(OMiroTk v6. 17(1)-deatch6a. vmem
@ Test{Bahrami) )
£ MikeoTik v6.17(1) B
£ o o+ EENENEEEN
ikrotic-crds Ex
g - 0 minute(s) and 27 second(s) remaining
i
<

- N

tore-1] .sddsf

tore-1] Domain Controller 1

tore-1] Document

tore-1] ubuntu

tore-1] SPoint2013

tore-1]Lync Server 2013

tore-1] Test{Bahrami)

tore-1] MikroTikvs.17(1)
tore-1] Exchange2015
tore-1] Mikrotic-ods

@

Datastore Browser - [Data-Store-1]

BB E 8B X

Folders I Eeach }

EXil]

.sdd.sf
Domain Controller 1
Document
ubuntu
SPoint2013
Lync Server 2013
@ Test{Bahrami)
AE) MikroTk v6. 17(1)
{a Exchange2015
A MikroTik v6. 17(3isco.ir)

SERRn

[Data-Store-1] MikroTik v6.17(3isco.ir)

- N

1 object selected 2.01 KB

Name Size ProvisionedSize | Type Path
B3 MikroTik vé.17-diskivmdk 56,320.00 KB 61,440.00 KB Virtual Disk [Data-Store-1] MikroT!
B MikroTik vé.17-disk2wmdk 13,312.00 KB 524,288.00 KB Virtual Disk [Data-Store-1] MikroT!
&1 MikroTik v6.17.vmx 2.01KB Virtual Machine [Data-Store-1] MikroT
nvran Add to Inventory 8.43 KB Non-volatileme.. [Data-Store-1]MikroT
[ Mkrg  GotoFolder Yo || 0.00KB File [Data-Store-1] MikroT
D Mikr o 0.26 KB File [Data-Store-1] MikroT!

u

Copy

Paste

Inflate

Download...

Move to...

Rename
S New Folder v

Delete from Disk
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cJ.:.SL;a odalin aS )jbdl.o.h
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@ Add to Inventory = =

Name
Enter a name for this virtual machine

6});1‘5;)“5 b 5_95-})@'))_5.6 (aLv e ) O_}“)J

Name Name:

Resource Poal TEST2015 <

Ready to Complete
Virtual machine (M) names may contain up to 80 characters and they must be unique within each L S E E N eXt
vCenter Server VM folder. T iy

VM folders are not viewable when connected directly to a host. To view VM folders and specify a location
for this VM, connect to the vCenter Server,

Help = Back | Next > I Cancel |

A
@ Add to Inventory - U R
Resource Pool
Within which resource pool do you want to run this virtual machine? . . P I . - .

\J J?Jbb)}o (0] 0] J':")"‘_;‘W‘_fi‘ BE

:{aﬂ Pool Select the resource pool within which you wish to run this virtual machine.
esource . o

Ready to Complete Resource pools allow hierarchical management of computing resources within a host or duster. Virtual . -L;-S &:.LS N eXt (5.9) JJ. 3 [ L’>w‘

machines and child pools share the resources of their parent pool.

B @ 172.16.1.254
8 LS S Finish “SJ)J'-’("AJ’." Sdto )3

/

7

Help | <Back | Next > I Cancel

Y
ne> S0 mB e @ e
o @ 172161254 TeTiE S es Q—:*”L“ Ry Q—l‘ Bh
& Pooll
= @ Pool3 e ife ey, Summary | Resource Allocation | Performance | Events | Console | Permissi
s Network Manitoring 9 ol wlsl Q'MM?S Le Jh; Sy 40
(B Nojoom-Data What is a Virtual Machine?
3 Nojoom-Web .
3 SPoint2013 A virtual machine is a software computer that, like a Virtua )‘f’ Pool3 S48 golmn y 5 )2
{h [TEST2015 physical computer runs an operating system and
B EC; | Power — 4 || Power On Ctrl+B - \ T
% - Guest v Power Off ™™ Ctri+E St sz
Snapshot L4 Suspend Ctrl+Z
3 Exchange20 p
33 Mikrotik &  Open Console Reset Ctrl+T
Test i . C o i
@ @ Edit Settings... Shut Down Guest  Ctrl+D Wﬁ) ‘) WL‘ )ls @J’w 6‘)’-’
Upgrade Virtual Hardware Restart Guest Ctrl+R
SIS e same nosrcam ram——— - .
Add Permission... ciep [ _ S
Report Performance... ‘
Rename
Open in Mew Window... Ctrl+Alt+N vSpher
Remove from Inventory machine
Delete from Disk .
W SO VITtuar rmraermimmes ==tt"|H=
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Virtual Machine Question

Virtual Machine Message

Thig virtual machine might have been moved or copied. In order to configure certain
management and networking features, YMware ESX needs to know if this virtual machine was

moved or copied. If you don't know, answer "button.uuid. copiedTheyM®,

" Cancel
f* 1MovedIt

/ 1 Copied It

=TT

2 @ 172.16.1.254

@& Pooll

= & Pool3
3 Network Manitoring
5 Nojoom-Data
{3 Nojoom-Web

What is a Virtual Mach

3 SPeint2013 A virtual machine is a so
ﬁﬁm; . - " - 15
p pC4 ower tir
{3 DS Guest » Eo
% Doc:rr Snapshot 3
Excha Im
s Mikrot = Open Console i
B Test |5  Edit Settings.. q— nt
li
Add Permission... Ctrl+P
n
Report Performance...
Rename
Open in New Window...  Ctrl+Alt+N
Remove from Inventory
Delete from Disk r

[

()

B R R BB X @

Foldzrs ]Search ] [Data-Store-1] MikroTik v6.17(3isco.ir)

CK

- N

.

SIS 0K (555 » 5 Bl p s 4 55 s e

LY

aJLaI JlS é‘fjk_r )0 L}.M.;Lc c)ls w‘ )‘ JJU

%SW‘)&ASOTLSJJﬁJﬁ))JQ&LA@M{‘%SmM

LS ol | Edit Settings a4 S s

S sl 1y s s atns

ESXi BEBS RS ‘) 6)\9;@ WI:LA QJJS BLs| LS{)’"—' cv-h L' o

Datastore Browser - [Data-Store-1]

- N

EH]?I

FUUDnnoann

Name
.sdd.sf B3 MikroTikv6.17-disk1-s001.vm. 56,
Domain Controller 1 £ MikroTik v6.17-disk2-5001.vm.. 13,
Document Eh MikroTik v6.17.vmx
LIbLI!'ItU nvram
SPoint2013
Lync Server 2013 il vmuarelog 4—
Test(Bahrami) Bn  MikroTik v6.17-diskZvmdk 13,
MikroTik v6. 17(1) B3 MikroTik v6.17-disk1vmdk 56,
Exchange2015 [ MikroTik ve.17.vmsd
[} MikroTikvé.17.vmof

<

Size
320.00 KB
312.00 KB

2.55 KB
8.48 KB
188.04 KB
312.00 KB
320.00 KB
0.00 KB
0.26 KB

Provisioned Size
61,440.00 KB
524,288.00 KB

Type

Virtual Disk
Virtual Disk
Virtual Machine
Non-volatile me..
Virtual Machine ...
Virtual Disk
Virtual Disk

File

File

524,288.00 KB
61,440.00 KB
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Path

[Data-Store-1] MikraT
[Data-Store-1] MikroT
[Data-Store-1] MikraT
[Data-Store-1] MikroT
[Data-Store-1] MikroT
[Data-Store-1] MikraT
[Data-Store-1] MikroT
[Data-Store-1] MikroT
[Data-Store-1] MikraT

w J‘)‘) ¢0)l{jb J§‘

DataStore
» 5 s Browser

sl 3 S
S SIS 5 (gl
log Ly b LU
(‘LQ.: S "\'3'5&'0 odalin

350 e Sla3IG )

§ sy 4l S Bl sy se e 53 1y BB ) 4Kl sl s e o 0T s
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I LA R A = 2

o [§ 17216.1.254

3 Mikrotik
(3 Test

Open Console

Edit Settings... €4——
Upgrade Virtual Hardware

Add Permission... Ctrl+P

Report Performance...

Rename

Open in New Window... Ctrl+Alt+N
Remaove from Inventory
Delete from Disk

@& Pooll
=@ Pool3 Getting Started  EMuliEl" Resource Allocati
{3 Network
T3 Mojoom-Data General
{3 Nojoom-Web Guest O5: Other (32-bit)
3 SPoint2013 VM Version: 7
h [TEST2R3= 1]
& Dca Power ' B
(3 Des Guest » VB
Document
% Exchange] Snapshot L t running (Not

ted Off
15, crais-teh.loc

s &1

Annotations

Notes:

8 \

Hardware Optons | Resources |

TEST2015 - Virtual Machine Properties

Settings
[~ Disable acceleration

™ Enable logging

‘ Debugging and Statistics

Swapfile Location

& Run narmally
" Record Debugging Information
" Record Statistics

Settings Summary
General Options TEST2015
VMware Tools Shut Down
Power Management Standby
Advanced
(s — Normal
CPUID Mask ExposeNx flagta...
Memory/CPU Hatplug Disabled/Disabled
Baat Options Normal Boot
Fibre Channel NPTV None
CPUJMMU Virtualization Automatic

(o

Use default settings

Configuration Parameters

Click the Configuration Parameters button to edit the
advanced configuration settings.

- N

Virtual Machine Version: 7

S S Cnly, SUS B s e dbe 5 QS pl (65
LS ol | Edit Settings (¢

S gt 1y S a5t Al IS ol el gl 1SS

S 315 A g2 0OpLiONS 5 555 LL Cad ol 5o
55 5 S olssl |, General ey S o S
I, Enable logging sau S 5 ol 3L (gaminn

LB ol oS Wl i L gl I sl syl

Ba LSLJJJJ .J\.Sw.a ‘Jlx.w\ b AT )9 L LOg

D3 SIS A oa 1yl Ll e 0 03 S 0

Lab e Lol felae (AL dy) (6oL Olsds

Help

oK Cancel

A dal g OF 51 sl A
A

B Test

&

3 Mojoom-Web Guest OS: Other {32+

T3 SPoint2013 VM Version: 7

[ [TEST2I
s DC4 Power 4
{3 Des Guest L
(B Document Snapshot -
(3 Exchange2

Open Console

& Mikrotik = o

Edit Settings...
Upgrade Virtual Hardware

Add Permission.., Ctrl+P

Report Perfarmance...

Rename

Open in New Window...  Ctrl+Alt+N
Remaove from Inventory
Delete from Disk  ap——

S

=
ol

1S3l pmile Si>

Ol oS oy w1y ot g (s3le (il 4SSl ()
o 5 S Sl SIS OT (g, a5 S Egels 1 0T Jl oS

Yes s, » dn 5 LS Ol | Delete From Disk g4 5§
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2VMware Workstation y1391 e 9 & 3o JIESXi 49 gw 43 (o ywd

VMware ‘)bﬁ‘ (ﬂ‘).t )‘ oalanu! (L@.‘T )‘ (_;'1 LY J)‘b ST ESX' BEE “ ‘jﬂj:.wi) LS‘J" Lfil;}w LSL@G“)
«oils dsl gz | vsphere Client 1530 e 5 GGGl ples 4l 45 ol Workstation

S eslanal 5 S wdls 0 VMware 10 )53l £ A (g e sl

http://p30download.com/fa/entry/486/

= VM

File | Edit View WM Tabs Help

TH  Mew Virtual Machine... Ctrl+N S )| E) "\i}‘:‘ )‘f‘ rf .>)U
tl Mew Window
Open... Coleg | New X || G MiwuThcvG. 17(1) Hiwwarel Connect To c«u S (File
Close Tab Ctrl+W

Sl b s ol | server

=
Connect to Server... af— Ctri+L .
Virtualize a Physical Machine... rk t tl n 10 .
: S a o Sl I, Ctrl + L glanls
xport to OVF...
£ Map Virtual Disks...

G

s
Exit
‘ k“E f || Createa N
Connect to Server
Select the remote server that you want to connect to, The 52U ol e NG 5 ool s
\,.-"' server can be running VMware Workstation, ViMware ESX or 2SR r A oY

VMware vCenter Server.
s Connect s, 5 LS s4ls 1y s 5e,y
Server name: | 172.16.1.254 W
LS

User name; |test

Paseword: [ ITITITIL] |

>
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Invalid Security Certificate

The server you are connecting to is prezenting a security certificate
with the following problems:

- The host certificate chain is not complete,
- The host name used for the connection does not match the subject

name on the host certificate,

Do you want to ignore these problems and proceed anyway?

iﬁ]ways trust this host with this certificate;

j")uw\‘)#")}aéwﬁ&;‘wgﬁ.‘)s

s s Connect Anyway (s,

View Certificate 4, Connect Anyway Cancel
o T L B i o T
Lib x
LI Home ] [ 172.16.1.254
Q, Type here to search - —
o o 2 172.16.1.254
& Shared VMs Data'-tc:rev Capacity Free Space
SRE 172.16.1.254 '_""'",_| Create a new virtual machine CPU Usage: 6.84 GHz Capacity: i
& Dca | 842.27 GHz [ Data-Store-3 3383 GB 292 GB
- - 838.3 77
ﬁ De3 \ Memory Usage:  92.7 GB Capacity: EData-Store2 383 o6 ree
P Document I 96.0 GB [ Data-Store-1 1.6TB 372.1 GB
5 Bxchange01s '
ﬁ Fileserver . R
[ Lyne Server 2013 ¥ Virtual Machines
[ Mikrotik Name Status
ﬁ MNetwork Monitoring ﬁDCti Powered on
ﬁ Nojoom-Data ﬁ Dc3 Powered on
& Eo.Joohm-Web ﬁ Document Powered on
g S;JD.Ot;;;} ﬁ Exchange2013 Powered on
oin
ﬁ Test ﬁ Fileserver Powered on
& ubuntu ﬁ Lync Server 2013 Powered on
E P ﬁ Mikrotik Powered on
[ Metwork Monitoring Powered on
ﬁ Nojoom-Data Powered on
p Mojoom-Web Powered on
S Pajochyar Powered on
(3 SPoint2013 Powered on
ﬁTest Powered on
ﬁ ubuntu Powered on
pXP Powered on

LS)L>='° LSLAW:JLA <=L03 cw Lﬂ-‘)"éﬁ‘aquSXI )jﬂ@&»))bulrs@ aMuﬁ 6)#0\».%

! oMuJJ{Bc)‘gﬂsz)oM%

cv\.:.\S&_ﬂ.iJ,xJ v\iu}\} LS_)L>"° WJLO&..{&\ LS‘JJ)W‘ QMWJ_)[AJRAM cCPU k_ﬂj.,a,d)‘v\.aﬁ

sl 5 s s Create a new virtual machine (g5, ol sl jasine a5 S5 asbe 4 AL
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:tVCenter g jlwf of y g wuad

Sols >J{)L§E5Xi Lg)'b.u)jﬂ ke g e 6‘ﬁ65ju6jtqu)ljé\ rf ek

2012 R2 B R )}Jﬁijgi.:)‘ UL:S U'L‘ L c.l.:*g OJLAT b QT 6[.&6.“)\.:4 .;\.."L’ BB ool u—l‘“-'*‘-’)“_}*}

d‘*i")‘ﬁ'SMESXIJJJMJ“J}W&LSJJ‘J)}MJJ"&SW‘(’35@°3w‘gﬁﬁjbbdm

Al e 5 LS ESX s (555 2 e () S5

S eslinal 5 S Sl Al e VCenter 5.5 1 5le 5 s ks (gl ¢asS o crcis-the.local .55

http://p30download.com/fa/entry/53758/

File Edit View Inventory Administration Plug-ins Help

S S ol (LB sl e

ﬁ E ‘Eﬁ Home b g Inventory Db [l Invenmrv

wip @

= @ 172.16.1.254
& Pooll
@ Pool3
3 pce
& Des

(3 Document
(3 Exchange2015
@ Mikrotk

(3 Test

(33 [Veenter

X

N EIE S

Connect to F:
Connect to G:

Vcenter

2)  CD/DVDdrivel »

“a Summary ' ResourceAllocatior|

What is a Virtual Machine?

Avirtual machine is a software computg

Connect to 150 image on local disk...

Connect to host device...

Connect to 150 image on a datastore..,

D8 JJ‘) UlS U'l‘ )‘ BEY Ebj..i: Iso

S 5 bl ysad Gk 5 A 53 ESXI

chi

physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment. you can use virtual machines as deskiop or
work: i i i i or to

1oy 5 SIS VCeNter 3lms il

5 S SIS sy 00T gy

5 AS e Ol aly s, LB s olssl 1, Connect to ISO image on local disk s« 58 d

(2]

VMware vCenter Server

Simple Install

Custom Install
vCenter Single Sign-On
vSphere Web Client
vCenter Inventory Service
vCenter Server

VMware vCenter Desktop Client

VMware vSphere Client

VMware vCenter Support Tools
vSphere Update Manager
vSphere ESXi Dump Collector
vSphere Syslog Collector
vSphere Auta Deploy
vSphere Authentication Proxy
Hast Agent Pre-Upgrade Checker
vCenter Certificate Automation Tool

VMware vCenter Installer

Simple Install

Simple Install installs vCenter Single Sign-On, vSphere Web Client, vCenter Inventory
Service, and vCenter Server on the same host or virtual machine

Alternatively, to customize the location and set up of each component, use the Custom
Install methad ta install the components separately. Install components in this order:

vCenter Single Sign-On
vSphere Web Client
vCenter Inventory Service
vCenter Server

FRERRIN

For a list of infarmation you need o install these components, see the installation checklist
hitp:iwww vmware com/info?id=1266

Prerequisites:
Requires Microsoft NET 3.5. This will be installed automatically but requires an active
internet connection.

Explore Media Exit

BE|

vmware vSphere® 5.5

71

ol Al L VCenter oz 5l 8 &S glasS
A dal = wai Directory

Simple install s« 5 (oo oo 5l p52 )

AoS SIS Install g5, 5 5 ol |
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vCenter This preduct is protected by U.S. and international copyright
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Simple Install Setup - | o [

Welcome to the vCenter Single Sign-On
Setup J?S&ASNeXt 6})J{ww‘)é
This Setup Wizard will install the vCenter Single Sign-0On
Service, Click Next to continue or Cancel to exit the Setup
Wizard.

SIS L ls Cead e s AL il 4 g
el G b 15 0T (saen (oa b oS Ay 5 )

DS

Copyright © 1998-2013 VMware, Inc. All rights reserved.

- -, and intellectual property laws. VMware products are covered
ingle Sign On by one or more patents listed at
http: /jwww. vmware.com/go/patents. /

Back | MNext | | Cancel

Simple Install Setup

= | o
End-User License Agreement _
Please read the following license agreement carefully &.«; “'\'l)": J‘}.«.; b Mw\): JS‘ (Cond u—;‘ P

o .. - Z
VMWARE END USER LICENSE AGREEMENT ~ &"..J‘S NeXt CEPES A UL""“ ‘) Jk’ 2090 LS*":’.JS
PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE <

AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE, e
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING.
OR USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL
ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER
LICENSE AGREEMENT ("EULAT). IF YOU DO NOT AGREETO THE ..

[#]1 accept the terms in the License Agreement

4 J

L

/ Print | | Back || Mext | | Cancel |
e Simple Install -
Simple Install Prerequisites
Prerequisites check for vCenter Single Sign-On. Lol W Y _JVSL;‘, r)k_p\ (P @ ot L)'l‘ B
Host name is VCENTER LJ:;iLAJ L«.AJ: @ ‘) d‘ Qw 9 Ca.w\ wﬂjb jﬁ.aj«
FQDM iz vCenter.crais-teh.local
IP Address is 172.16.1.41 S » «J:JJUJ LS&;'A Coond Q—l‘ BE JS\ fJ.AJL;o

& Machine iz joined to CRCIS-TEH
LS SIS Next

& DNS resolution is successful.

Back || Next | | Cancel
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i Simple Install -
vCenter Single Sign-On Information
Set the password for administrator account in default domain
eSS A S )l o o kb Cwnd ol o
Domain Name: |'v'sphere.local _
User name: |Administ‘ato|‘ Lf. - ‘ML: SAe + VJW + ’js + LS‘)J-" ;5‘5}?- ‘}‘
Password: || COLTTTTYYTY TS | “)‘9‘:9 J,AJ O—i‘ )J 45 Test@ 123456 CJ‘)M L’)—i‘ 4_.’
Confirm Password: || ssssssssssnsl |
da At S S ks 5 S S 4 Jsl O
S SIS Next 55 2 o5 5o 03,5 3005 5
| Back ” MNext | | Cancel |
i Simple Install =
Simple Install Configure Site -
j.k:lg.{)‘} o‘ﬂ&‘\{‘) J)P'- C_/.ll.w rL’ (ot O..’“)J
Site name: vCenherSihe| B . ."; i ; NEXt Lg)) j
Back ” Mext | | Cancel
i Simple Install =3

Simple Install Port Settings
Enter the connection information for vCenter Single Sign-On.

Setup will open the HTTPS portin the firewall if the Windows Firewall/Internet Connection NEXt 6}) J‘f 39 .X:ﬁiﬁ J‘.>=.i‘ ‘J é‘ﬁ: cw w‘ )J

Sharing service is running on the system.

HTTPS port: 244 . .L;.S &:'Lg

Back ” Mext

| Cancel
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B ‘) (_;)L.uoj:}b e J".‘.”‘)SL}" (ot L)'i‘ B

Change destination folder
Select the folder in which to install vCenter Single Sign-On.

A

D Install vCenter Single Sign-On in:

S SIS Next 55

C:\Program Files\WMware\Infrastructure,

Simple Install Information

Review install options LS)J Ba (CM‘ J\.;J"‘U D‘)jﬂ wa‘ _)f‘ M Ui‘ ‘)J

You have selected:

MNew install .J._:.'S &JS |nSta”

Configured as first server in domain

Domain name is vsphere.local

HTTPS portis 7444

Site name is vCenter Site

Lookup service will be installed and configured new

)bjlé.': D)0 e 9 “'\3'.5@ odalin 45».&;;&.@

Installing Simple Install

Flease wait while the Setup Wizard installs Simple Install,

Status: Installing new services
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@ VMware vCenter Installer = | = el

momsmeess b A
vmware vSphere' 5.5

2 3,0 S5, 2 Single Sign-On

VMware vCenter Server VMware vSphere® Web Client
Simple Install The vSphere Web Client allows you to manage vCenter Server systems and their
inventories using a Web browser. The vSphere Web Client is the recommended h - - . B
Custom Install management interface and supports all the latest vSphere features. VS p ere ‘»L.{L' e u—:‘ )3 9 Y

wCenter Single Sign-On
For a list of information you need to install this component, see the installation checklist

vSphere Web Client hitp: Iy viware comiinfo?id=1271 NS . . b H
vCenter Inventary Service ,)Lfg_)'"..‘.’. A‘S J’.‘.“s e ‘) We Cllent
Prerequisites:
vCenter Single Sign-Cn
| VMware vCenter Desktop Client T

wCenter Server

Viware vSphere Client

a2t oo b S Al e (S s e O
VMware vCenter Support Tools

vSphere Update Manager Vsphere Web LJQ‘; Jv.’lﬁ 4.! ‘ﬁ':)s
vSphere ESXi Dump Collector
vSphere Syslog Collector
vSphere Auto Deploy

Install s, » 5 <Ll |, Client

v3phere Authentication Proxy

Host Agent Pre-Upgrade Checker 1~S S S

vCenter Certificate Automation Tool /

Explore Media  Exit

iz VMware vSphere Web Client B

Welcome to the InstallShield Wizard for
VMware vSphere Web Client

A4S SUs Next 55 »

The Installshield(R) Wizard will install viMware vSphere Web
Client on your computer. To continue, dick Next.

Copyright (C) 1998-2013 YMware, Inc. All rights reserved. This
product is protected by copyright and intellectual property laws
in the United States and other countries as well as by
international treaties. YMware products are covered by one or
more patents listed at http:/fwww.vmware.com/go/patents.

VMware vSphere

Web Client
V4
et s | Cancel |
) VMware vSphere Web Client -
End User License Agreement
Read the following license agreement carefully. R .- -
NeXt REEPES) g.JL>=:J‘ b I accept.- Crannd Lfi‘ BL.
VMWARE END USER LICENSE AGREEMENT ~

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOQUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)
AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE

ACOCCRACKT SCHI AT IE WAl N MINT ACNES T TUE TENS AE TUIS

(®) T accept the terms in the license agreement

_) I do not accept the terms in the license agreement

InstallShield '{

< Back || Mext = | | Cancel |
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o)

Destination Folder

VMware vSphere Web Client

Click Mext to install to this folder, or dids Change to install to a different folder

[:::‘7 Install vSphere Web Client in:

C:'Program Files\VMware\Infrastructure,

InstallShield

05

Configure Ports

VMware vSphere Web Client

Enter the connection information for wSphere Web Client.

HTTF port: 9090|
HITPS paort: 9443
InstallShield z

| < Badk || Mext >

13

w(enter Single Sign On Information

VMware vSphere Web Client

Register vSphere Web Client with vCenter Single Sign On {550).

550 administrator user name: [administrator @vsphere.local

S50 administrator password: || sesnnnnnnnee

5

Lookup Service URL:

|https 1/ fwCenter. crois-teh, local: 7444 lookupservice /sdk.

InstalShield

< Back || MNext =

Cancel

76

f}ﬁ;ﬁ&b&bé}bo}?bwcww|):
AeS SIS Next (g,

Next LSJ)J{JJ?;QJ[?%‘ Lﬁj‘ﬁ&: (Cotonnd L'J‘i‘)"

64?;&..9 CJ)},; Lgo)l.wi L. jﬁ};ﬁ Lﬁo)w U'i‘

Al e VCentercy cow o e

SSO administrator cu.s )5 LL amis pl 5s
Jsl 534S A8 35l5 1, 6y e 30, Olen Password

.QD;J‘)UGJ%: Q)M“-_’)ls

SISYes o) p sl 5 S a5l s

S

[x]

VMware vSphere Web Client

OE:E0:9C:D%:60:15:CT:ABTE CE 1 8:EC: 56:22:1 06E:29:7C:F6:D7

This is the 551 SHAT fingerprint of the 550 Lockup Service leaf certificate. To
accept and continue, click Yes. Otherwise, click Mo.
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5 VMware vSphere Web Client B8 <Js Install certificates s, S Camd ol o

Certificate Installation for Secure Connection
To configure vSphere Web Client with the URL you entered, the following

certificates must be installed. Jj,:: ;.A..,a_; _)jj.uu ng_) Bx )‘P‘ rj.; ‘-;':::.A‘ L;ML;.:A‘; U

Certificate: ~
Data:
Version: 3 (0x2)
Serial Number:
eeb3:f1:87:5b:42: 1a:eb
Signature Algorithm: sha256WithRSAENcryption
Issuer: CN=CA, CN=vCenter, dc=vsphere,dc=local, C=US
Validity
Mot Before: Dec 14 06:02:59 2014 GMT
Mot After : Dec 11 06:02:59 2024 GMT
Subject: CN=CA, CN=vCenter, dc=vsphere,dc=local, C=US
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Modulus (2048 bit):
00:eb:07:92:94:a8:a4:42:6a:f1: 32:6d:03:b4e 1
98:35:48: 2e:ce:57:29: 73:30:02: 72 52: 2d: 9e: 19: >

InstallShield /

| <Back || Install certificates i | Cancel |

#l VMware vSphere Web Client

Ready to Install
Click Install to begin the installation.

— )lS G J..:.S &;.ls |nSta|| S 2 (Caond U”‘ B
To review or change any of your installation settings, dick Back. To exit the wizard without ) ) "
installing YMware vSphere Web Client, dick Cancel.

InstallShield v

< Back ” Install | | Cancel

[} VMware vCenter Installer M

n .
‘d"fdﬁ‘)J‘J‘-'au*"l)J‘”ﬁb‘."""’j“)‘*'f

Vlware vCenter Server VMware® vCenter ™ Inventory Service
Simple Install viCenter Inventory Senvice stores vCenter Server application and inventory data, enabling you

to search and access inventory objects across linked vCenter Server systems. r_ﬁ b. “) Vcente r I nVe nto ry m‘pﬂ

Custom Install
vCenter Single Sign-On For a list of information you need to install this component, see the installation checklist

Sphere Web Client hitp:iwww vmware.comfinfa?id=1269 _ . .L‘ .
vSphere Web Clien o . . o
-’)}"64-\4“)5«‘}@,\,4 4_,(’_:5;;0 5

vCenter Inventol Prerequisites:
vCenter Single Sign-On

vCenter Server
|| Viiware vCenter Desktop Client ..L:..«s g_ﬁ:ls |nSta” (5‘5‘) J’.' ‘5 u\;ﬁ;ﬁ\ ‘J J.EJ.

Viware vSphere Client

VMware vCenter Support Tools
wSphere Update Manager
vSphere ESXi Dump Collector
wSphere Syslog Collector
vSphere Auto Deploy
vSphere Authentication Proxy
Host Agent Pre-Upgrade Checker
wCenter Certificate Automation Tool 1

Explore Media (344
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1

Local System Information

VMware vCenter Inventory Service

Enter the domain name for the vCenter Inventory Service local system,

Eully Qualified Domain Name: |VCen1Jer.crcis—beh.|c-caI|

InstallShield

< Back || Mext =

Cancel

1

Configure Ports

VMware vCenter Inventory Service

Enter the port numbers for wCenter Inventory Service.

HTTFS port:
Service management port: 10109
Linked Mode communication port: 10111

Instalishield

| < Back || Mext = Cancel

i)

IVH Memory

VMware vCenter Inventory Service

Select the inventory size that best describes your deployment.

To optimally configure your deployment, select the vCenter Inventory Service
configuration that best describes your setup.

Inventory Size Maximum Memory

7@ Small (less than 100 hosts or 1000 virtual 3072 MB
~ machines)

~ Medium (100 - 400 hosts or 1000 - 4000 6144 MB
= virtual machines)

— Large (more than 400 hosts or 4000 virtual 12238 MB

" machines)

For more information on JVM Memery size and its importance, visit the vSphere Installation
and Setup Documentation.

InstallShield

< Back || Mext =

Cancel
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VMware vCenter Inventory Service *1| Yes S5 2 Certificate 5 LS‘J'.’ o 5 CJ‘«" 3
DE:E0:9C:D%60:15:CT:AB: TE: CE: 18:EC: 56:22: 100 6E: 29: TC:FR: D7 Insta” S » QT )‘ J..x.: LSW BER) \*'S §»ls
This is the 55L SHAT fingerprint of the 550 Lookup Service leaf certificate. To _
accept and continue, click Yes. Otherwise, click No. 2 4->r-ﬂ-0 u_,\ BE -Jj-*j‘ )LC«\ PY) )[S oS § S

S SIS Yes (o)

e b Sl s 4 S s 55 e g5, 1) Net FrameWork 3.5 il 15 L8 plil 51 e
.ol VCenter .z 5L i

L‘JCMD)J{_}JsearCh J)UJ:{}%}SWJ)U \)Y'\Y )}J.wcu.bj_’fDVD Ju"l;)lsu.l‘é\f
S S O U2 1 5 55 e 5 S |1 Administrator 8 e

Dism.exe /online /Enable-Feature /Featurename:NetFX3 /All /Source:D:\sources\sxs

< L Lo

o) Administrator: Command Prompt
icrosoft Windows [Uerszion 6.2.9280]

Kc)> 2812 Microsoft Corporation. All rights reserved. DVD JAJJT DZ\SOUFCGS\SXS

sWindowsssystemnd2>dism.exe ~#0Online ~Enable-Feature ~FeatureMame:NetFx3 ~All /8
ource :D:iNsources sxs

ggigggsng-én-n;gga?ig;éging and Management tool _)‘J.e “) QUJP Y . \Y DI J)J""'.’.)

Image Uersion: 6.2.92800.16384

J.:.S& odalin a5 )}buw ad

[Enabling feature

S R e

MWindowsssystem32>

.l Successfully

Db S s el Sl s

by e DVD s 03 1l 5l iy il azils 4> 5 oS 5Ll |, VCenter i LIS b .S Restart
Aens ol 3 et |05 1, VCenter

A8 sl 1yl s, se LB 5SS 5 b

https://docs.google.com/file/d/0Bw1Nv5uad4a5-dUpBNXJYU3UQUEE/edit

S SO a1y a8 s,bils &S Kb s s 5 el sl askls 5l

C:\Windows\System32
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28 Gk 3l b s axlye Access Denied lax L Ll oS oK 3 ST asb anils ax
A bl |y S Sllas 5 L5 55 e 5,05 Administrator

@ VMware vCenter Installer [= [ = [

VCenter i o o Sl e

VMware vCenter Server VMware® vCenter Server™

simple Install vCenter Server manages access control, performance monitoring and
configuration, and unifies resources from individual servers to be shared among virtual
machines in the entire datacenter.

vCenter Single Sign-On . I II
To join the vCenter Server to an existing vCenter Server instance, select Modify Linked Mode . -LS k.g.».ls n Sta

vSphere Web Client Configuration in the installer.

G » a3l Gl 5 olkal |, Server

Custom Install

vCenter Inventory Service

For a list of information you need to install this component, see the installation checklist
hitp.fww.vmware.comfinfo?id=1268

VMware vCenter Desktop Client oo ; .o o .
Prereq es S g 45 ) -
VMware vSphere Client vCenter Single Sign-On LSLA‘)L:”( ) ey ‘€'> 4 ) )J ) d
vCenter Inventory Senice

‘VMware vCenter Support Tools

vSphere Update Manager . s .o .

vSphere ESXi Dump Collector w‘ OM ubw ‘Lﬂ-}fﬂ (:J'i‘ M LS‘JJ. Lﬁf
vsphere Syslog Collector

vSphere Auto Deploy . - R

VSphere Authentication Proxy VJ":JS 2 J«ﬁ )‘ ‘) L@-" Lo oS
Host Agent Pre-Upgrade Checker

VCenter Gertiicate Automation Taol /

Explore Media  Exit

) VMware vCenter Server =

License Key
Enter the license key.

)J..:.‘SJ)U “)J\J’e‘(‘jjbb‘)‘}‘ M\)cw L.)J»‘JJ

License key: _J..:.S &:15 Next S 2

NFECI-8228Q-VZRIB-EVINP-AADNG| b

If you do not enter a license key, vCenter Server will be installed in evaluation
mode.

InstallShield

| < Back | | Mext = | | Cancel |

) VMware vCenter Server -

Database Options

Select an ODBC data source for vCenter Server., SQL L-; ’*.s QM‘ ‘) d)‘ 64':‘:’,‘); e "E O‘.’.‘ )J

vCenter Server requires a database.

25l s 35 » 2008 Express Server

(e Install @ Microsoft SQL Server 2008 Express instance
= This option only suports deployments with up to 5 hosts or 50 virtual machines

() Use an existing supported database

Datz Source Mame (DEM): (Enter a 64-bit system DSN)

MOTE: There is no DM Bak can be used. Wware vCenker Server requires a 645t
system DS with supported fvpes of daftsbases and versions of drivers.

InstallShield

L]

< Back | | Mext = | | Cancel |
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5

vCenter Server Service

VMware vCenter Server

Enter the vCenter Server service account information.

By default, the vCenter Server service runs in the Windows Local System account. To run
the wCenter Server service in another administrative user service account, deselect the
chedkbox and provide the account credentials,

Use Windows Local System Account

Account name: |f.babjani

Account password: |

Eully Qualified Domain Name: |vCenher.crcis—heh.IocaI

SECURITY ADVISORY: The vCenter Server installer grants the "Log on as a service ™ right
to the account you spedfy.

Installshield

N

TS P I FIPC TSR O IRCION R R
T R e
AL s, a8 S1as s Next 55 » Al
ol el 5l A e g S S

| < Back | | Next = | Cancel

i)

Configure Ports

Enter the connection information for vCenter Server,

VMware vCenter Server

vCenter Server HLTP port:
vCenter Server HTTPS port:
Heartbeat port (UDF):

Web Services HTTF port:
Web Services HTTPS port:

Web Services Change Service Motification port:

RLELREN

vCenter Server LDAP port:

vCenter Server 551 port:

o
)
@

[]increase the number of available ephemeral ports
This option prevents the poal of available ephemeral ports from being exhausted if vCenter

Server powers on more than 2000 virtual machines simultaneously on a host.

‘/_

InstallShield

_Jﬁjﬁ@“l’ﬁf Q)ﬁ 60)[.«..1 (Coand O.ﬂ).}
Next SS9 » LJ.:SL;O edalis b alisee LgLsh

Cancel

| < Back | | Next > |

VMware vCenter Server

i)

IVHM Memory

Select the inventory size that best describes your deployment.

To optimally configure your deployment, select the vCenter Server configuration that best
describes your setup.

Inventory Size Maximum Memoary

(@) Small (less than 100 hosts or 1000 virtual 1024 MB
/“' machines)

— Medium (100-400 hosts or 1000-4000 virtual 2048 MB

" machines)

~ Large (more than 400 hosts or 4000 virtual 3072MB

* machines)

For more information on VM Memory size and how it effects vCenter Server, visit the
wSphere Installation and Setup documentation or vSphere Upgrade documentation.

S ol Ve s Ol Ver Sy i
Sl ) s ey B adl s e sl |

S Sl 4l e Obs

InstallShield
| |

< Back | | Mext > Cancel
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vCenter Single Sign On Information
Register vCenter Server with vCenter Single Sign On (550).

S50 administrator user name: |adminish'ator@v5phere.loml

550 administrator password: || sssssssssnns

Lookup Service URL:

|htt|:|s:HvCenher.crds—teh.Ioal:?Wﬂoompservice.fsdk

InstallShield

OE:EM:OC:D%:60:15:CV:ABVE: CE: 1 3B C: 56: 22:10:6E:2%: TC: FEB: DT

This is the 550 SHA1 fingerprint of the 550 Lookup Service leaf certificate. To
accept and continue, click Yes. Otherwise, click Mo.

vCenter Single Sign On Information
Register a vCenter Single Sign On On administrator or group.

vCenter Server gdministrator recognized by Iadminist’ator@'usphere.loml
vCenter Single Sign On:
Example: user@domain.com

[ This administrator is a user group

Instalishield

82

JJASSSO M.léyf Bl (oo U'i‘ B
5 S 35l Caand opl 3 1y s S 54l L8 5led

LS SIS next s,

5,4 Certificate b s SIS Yes s, »

.Jﬁ%})ﬂé})ﬂjﬁ
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vCenter Inventory Service Information.

Enter vCenter Inventory Service information,

S SIS Next 55

vCenter Server requires the following information to register with VMware vCenter Inventory
Service, Make sure both vCenter Inventory Service and Lookup Service are running.

Lookup Service URL:
Ihttps :/fvCenter.ards-teh . local: 7444 lockupservice fsdk

vCenter Inventory Service URL:

Center.ards-teh.local: 10443

Example: https: ffserver. mydomain.com: 10443

Installshield

Destination Folder
Select the folder in which to install vCenter Server.

D Install vCenter Server in: s Gemde 53 5 AS SIS Next s, B

C:'\Program Files\WMware\Infrastructure’,

s KIS Install ¢,

InstallShield

| <gak ||

Installation Progress

Jb= 5> SQL 2008 1S s sdalie 5 sbiles

Installation Progress

Install_sqlncli_Cpus+_Action : InstallFiles. Copying new files

Next > H Cancel H Help |
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[= L= |

=

Installing VMware vCenter Server

VMware vCenter Server

The program features you selected are being installed.

Please wait while the installation wizard installs YMware vCenter Server,
This may take several minutes.

Status:
Installing Directory Services...

InstaliShield

Cancel

VMware vCenter Server

Installation Completed

WMware vCenter Server has been installed successfully, Click
Finish to exit the wizard,

VMware vCenter
Server®5.5

84
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9 3 Lilg » VCenter L, gars Sl

€& - C  (&bups//vcercis-tehlocal:9443 /vsphere-client/#
i* Apps [T Getting Started (*] Imported From Firef... [ wi> &y

St 3l 0T e Samdo 4 b
B S S S R
Sldes ol o b 3l el ys asVsphere
@ Jate glac S 51 S L (A3 rlq;,\ B
2ol Sl s o Gk ol el
Ay
User name: VMware vSphere Web Client
https://vc.crcis-teh.local:9443

s gl il 503 S5 sl el a2

Sls s ol a4 b5 ol & 1, VCenter

Cope 4 S b 8 b, S Ll 4 el L Gamie y AS

w35 5,05 VCenter (aK.ua 2345 o8 0l ea @ |5 sl administrator@vsphere.local

J.:.S&:JSLOgin L;j)ﬁ).)\:;s:)bwﬁw\);b

€« C' | B b#ps://vearcis-teh.local:9443 /vsphere-client/#extensionld = vsphere.core.controlcenter.domainView w 8 =
=% Apps IM Getting Started ] Imported From Firef... m iz ap

vmware® vSphere Web Client # @& U | Administrator@VSPHERELOCAL -~ | Help -~ | (ENIEEEE]

RG] ].Hﬁ}Home

J Getting Started | Home ~ [+] Recent Tasks |

[ vCenter = ‘ All | RUNMINg Failed
i Rules and Profiles © ourinventoryis empty. To get started creating a datacenter and adding hosts, click | + Remove datacenter

(J vCenter Orchestrator i Veenter
Welcome to the VMware vSphere Web Client

Administration The vSphere Web Client introduces a unique approach to tightly integrating solutions. When y
by using the navigator, search, or related objects, the vSphere Web Client consistently display
Tasks for that object.

| Log Browser

B s

Navigator

@ Tags Aggreg_aled view of all objects
in the inventory.

My Tasks + More Tasks
&, Mew Search

Content Area |
[ Saved Searches Information about currentty ~ | # Work In Progress jm]
selected objects.

Search 0

Find specific objects

Global Information
Recent Tasks
Work in Progress lE-

Alarms ‘ - 3 Alarms
I

O B

'V‘.’.‘°J"‘i’ VCenter Lf:'.’.‘):’."\‘ 64W J)\) cJ.:;SL;a sdalis YL» J.i..'& BE "y )jladl.a.b
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vmware’ vSphere Web Client # @ Data .5 . & s Data Center < S ¢4 ,2 ¢l
4 vCenter X | (i} Home o okl es i SL:A S el Lxa &i\ @ Center
TR - s 1o | i s i ais L5 ESKG 5y oyt
[ vCenter *——— > _
i/ Rules and Profiles > © vourinventoryis ¢ LSJ-ii-’ sla)ls 5 as sl r‘b-’ “gi Data Center sk
) vCenter Orchestrator > Welcome to the VM duas fl’”‘ OT s
i Administration »|  The vSphere Web Client
the navigator, search, or
[ Log Browser
T Events Mavigator S &15
Aggregated view o
(} Tags in the inventory.
e N ") Content Area
R !
(%! vCenter Home Datacenters s, » > cww 3l Datacenters st ¢l » cwd pl 5o
» Inventory Trees i )
[&] WWs and Templates » . ) ) _— o
3 storage 5 Lé&ﬂbb}}ESXl)jﬁWJﬁ‘fgcJ?Sjbﬁ‘

I

2 Networking

 Inventory Lists

) vCenter Servers
Datacenters

[ Hosts

[J clusters

= Resource Pools
] Datastores

WO W W W W

4 vCenter ¥y X [} Datacenters swl Gl i il

Ha\ 1
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New Datacenter

Datacenter name: |Tehran—DataCenter +—

Select a vCenter Server system or a folder

| @ Search |

[> [ vc.creis-teh local

Select a vCenter Server system or a
datacenter folder in which to place this

datacenter

\
N

E) ..L:S b)‘j bjﬁ- Datacenter 6‘]’ L5°L' cw U'i‘ L
A8 SIS OK (g5, 2

2ol @YU Lls sl Datacenter sbw! sl s

4 vCenter ) X [y Datacenters

S b S o SUS Creat Host Ul s,

Bz Datacenters [ | J Objects |/
4

Mame

Tehran-DataCenter

!

0

Tehran-DataCenter ] - .
198 & B | gacons ~ .m;sdéﬂg\g\,Est}ﬂ

1 a #Hosts

T Add Host 2 n

Enter the name or IP address ofthe hostto add to vCenter Server - i

2 Connection settings Hostname or IP addrass: |1?215.1 246 -— | 3 IP u—*’)-" J‘iL’ Ao u{‘ L
+ Rl Location: Tehran-DataCenter
4 VM location ‘ | N E i L’ L’
5 Ready to complete 5) " ) 5‘9} SX )jﬂ C -
Q‘ |P u,a:)b‘ L‘>-.uJ BE) Y J.:.«S
‘)lsu.i\)\.u_,‘c,.w\ ol J)b
NULY &.315 Next S
Next Cancel
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Add Host ‘19 . lS L’ . -
D950 R BRSO FE P05 SR ph e (2] )3
~' 1 Name and location Enter the administrative account information for the host. The vSphere

= - and establish a permanent account for its operations. .
: :
A58 SASNext s, 5 425 20 1L BSXI

Add Host

+~ 1 Name and location Name 172.16.1.246

+ 2 Connection settings Vendor Viware, Inc 'p.:l.o J\J.su" 39 Qj)j )‘ b L&JLG}’U" (Coand 3 U"‘ J)
’/m Model Viware Virtual Platform - -

4 Assign license Version VMware ESXi 5.5.0 build-1331820

kdown mode 'MDL;" C)L':;J “) V:’“.:"’“ 6}) 6}[?:&

Virtual Machines  Test

S SIS Next 55

¥ Add Host
+~ 1 Name and location ‘.MEIQH an existing license key | - | o .ol .. . E3 M .
+~/ 2 Connection settings a = E—— OJ‘M U )‘Jﬁ‘ 6‘/—' JL"'JVJ 60) ¢ Lﬁ" )J
v 3 Hostsummary (@] J;" (Mo License Key) Evaluation Mode
V =) pNYZUB—ZMHSﬂ—XZJPU—ZVBNUfAA11U WMware vSphere 5 Essentials .J.:.:S L.i:.l's NeXt 6‘9) j" 45 &:M\
5 Lockdown mode (@] ﬂ HA4DL-281EH-PZXLE-Y28Q4-AC22D Wiiware vSphere § Essentials
! )))J&S&ASNeXtLQ‘jJﬁrAéJA{C)BM))
o5 b S SIS Finish s, V.aajp'-‘ LT )
wlol Li- DataCenter sac jos o5 4 ESXi
.)}.JA
4 Datacenters «g— ¥ X | [3 TehranDataCenter  Actions ~

fig Tehran-DataCenter Gefting Stated  Summary  Monitor  Manage | Related Objects . .
£71 Top Level Chjects d_}‘ c.,\:..SL;c cdalin aS ))LQLQ.A

P clusters [ 4 | Top Level Cbjects | Clusters | Hosts | Virtual Machines | W Templates | vAppS | Da
D Hosts  — a B | @ Actons + Ax 5 wleds Datacenters o,
&1 Virtual Machines

Name 1a State Status

VM Templates
38 vApps
E Datastores . oo

“osl ol aslsl cod 4 host
B3 Datastore Clusters (ol 0 > N
@ Standard Networks -
@ Distributed Switches SIS ol s oo Sl

2, Distributed Port Groups

@ 172.16.1.246 Connected ~ €—— © Normal “ii LY V’iJJS &.‘5 Host RN

S

Hosts -

B 172.16.1.245
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4 Tehran-DataCenter DX [ 172.16.1.246 | Actions ~

E 172.16.1.246 Getting Started | Summary | Waonitor

Manage Related Objects

il
I«

ESXi g 2 2505 51 An

@ Top Level Objects

’ — f 172.46.4.246 -
£ viualachinee Model VM are, Inc. VM are Virtual Platform 0l cn. 23300 wte
36 vhpps Processor Type:  Intel(R) Core(TM) i3-4150 CPU @ 3.50GHz
E Datastores Logical Frocessors: 4 MEMORY
Q Networks NICs: 1 USED: 1.10 GB
Wirtual Machines 1 STORAGE

@ Distributed Switches

USED: 25.08 GB

State: Connected
Uptime: 68 minutes
~ Hardware O] | = Configuration
Manufacturer Vilware, Inc. ESX/ESXi Version Wiware ESX, 5.5.0, 1331820

Model Vilware Virtual Platform Image Profile Dell ESXi-5.5-1331820(A01)
» | crPU D 4 CPUs x 3.49 GHz vMotion Enabled Mo
» Wl Memory u 1,122 MB /4,095 MB vSphere HA State @ MNIA

+ [y Virtual Flash Resource |:| 0.00B/0.00B

+ 6 Networking
+ B Storage

~ Fault Tolerance

Fault Tolerance Version 5

Total Primary VMs -

.0.0-5.0.0-5.00

Host Configured for FT Mo

localhost » EVC Mode Disabled
1 Datastore(s)
* Tags
0| | Assigned Tag Category Desaription

This listis empty.

FREE: 13.73 GHz

CAPACITY: 13.08 GHz

FREE: 2.90 GB

CAPACITY: 4.00 GB

FREE: 7.42 GB

CAPACITY: 32.50 GB

SIS Ll om 5550
Summary s s,

Aol sdalise 55 ESXi

SESXi 49w (519 VCenter yo slxo uwilo Sl

4 Datacenters

B 172.16.1.246

o X [ 172.16.1.246

Getting Started Summary  Monitor  Manage | Related Objects

Actions

@ Top Level Cbjects

[ Virtual Machines —»

[ Top Level Objects | Virtual Machines | Vi Templates | VADDS | Datastores

vApPS
8 vapp B %
E Datastores
me
gNetworks

G Test
= Distributed Switches

B & o | {gActons »

1 a State Status

Powered Off & Mormal

¥ New Virtual Machine

1 Select creation type

v 1a Select a creafion type

2 Edit settings Deploy fram template

2a Selecta name and folder Clone an existing virtual machine
Clone vitual machine to template
Clone template to template

Convert template to vitual machine

How would you like to create a virtual machine?

Create a new virtual machine

This option guides you through creating a new virtual
machine. You will be able to customize processars, memory,
network connections, and storage. You will need to install 3
guest operating system after creation.

Next Cancel

89

23 Sl Solre (edle sl 6l
ss 3,509 Jsl VCenter s ESXi
2o S s a2 oo ESXI
IS virtual Machines s,
3ly el 5L Gamio 55 oS o
w4 Virtual Machines s
- SIS s, 50 0T 655 2

=
s 4 pier ool e 5o
o o2 b L Ol saes &S 50
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¥ New Virtual Machine

d 1 Select creation type Enter a name for the virtual machine.

LS syl 1) o (gibes il ¢L’a i ol s

> |Test2 -

1a Selecta creation type

2 Edit settings

WY .. sciecta name and folder Selecta location for the virtual machine.

\irtual machine names can contain up to 80 characters and they

s k5,5 DataCenter wils o 5 50 Cd

«  2b Selecta compute resource )

2c Select storage

 [Slvc.crois-teh local

fig Tehran-DataCenter

\

Ol S48 gome 15 S3lme eile ol b S sl |

5 g

4 New Virtual Machine

1 Select creation type

Search

| a

v 1a Select a creation type
w [ig Tehran-DataCenter
2 Edit settings

v 2a Selecta name and folder

'

Yl 2b Selecta compute resource

2c Select storage

B 172.16.1.246

-"}"j‘%‘"';QTLSJJLSJ'L?"‘ ele (sl

#h New Virtual Machine

1 Select creation type VM Storage Policy: e -

+  1a Selecta creation type The following datastores are accessible from the destination resource
2 Edit settings virtual machine configuration files and all of the virtual disks
~  2a Selectaname and folder e EEEEY FIEETETE
2b Selecta compute resource [ Datastore 99.75 GB 972.00 MB
WY 5c Selectstorage B Datastore 1 99.75 GB 2521GB
B datastore 32.50 GB 2534 GB

2d Select com patibility

3 Ready to complete

h New Virtual Machine

1 Select creation type The host or cluster supperts more than ane VMware virtual machine versio

1a Selecta creation fype

2 Edit settings Compatible with: | ESXi 5.5 and later

2a Selecta name and folder This virtual machine (Vi version 10} provides the best performance and lat
2b Selecta compute resource

2c Selectstorage

2d Select compatibility

2e Selecta guestOS

Gilme el b S Ol |y acSays s,la 51 S

D g 0 D QTQLO}’\.HJJ}..Z sbl OF (5,

90
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¥ New Virtual Machine

1 Select creation type Identifying the guest operating system here allows the wizard to provide the appro

installati
(v 1a Select a creation type instaation

2 Edit settings

Guest OS Family: | Windows

2a Selecta name and folder

Guest OS5 Version \ Micros oft Windows Server 2012 (64-hit)

2b Selecta compute resource

2d Select com patibility

2e Selecta guestOS

2f Customize hardware

v
v
" 2c Selectstorage
v
v

3 Ready to complete

Jj?';b—l > 90 JALGM Qj)‘j (Corand UT'~‘ BE)

b AeS e sl Sy Al s &S

S SUs Next g5, 5 bl

4 New Virtual Machine

1 Select creation type 5
[VlrtualHardware WM Options | SDRS Rules ]

+  1a Selecta creation type

» 53 VMCI device
» (@) New SATA Controller

» Other Devices

New device: ———Select—— |‘|

2 Edit settings L (2 RK:
+  2a Selecta name and folder » W Memary | 4098 |‘ | [mB ‘ |
+  2b Selecta compute resource » &2 New Hard disk 40 E{ |GF.l—‘v|
v 2c Selectstorage » New SCSI controller LSl Logic SAS
+  2d Select compatibility » [l *New Network | VM Network | - | M connect..
¥ EE SRR » (®) New CDIDVD Drive [ Client Device I~
» [ New Floppy drive | Client Device [+]
3 Ready to complete
» [@ video card | specify custom settings ‘ |

Sladas @\j&ﬁwd\)s
St s s 139 18
Sl e el 5 CPU sl
mCse S5l STL L s
SAlE e Al Sl
Cond 3 5 didn ol Sl
5y L3l e New device

Caompatibility: B ij;, db‘ - *S 4_’ U .,\.:AS g"]s

S SIS Finish g55 2 en =155 5 008 SUSNEXt 535 » (Dledss plowil 1y

/mware® vSphere Web Client # @&

4 Datacenters Lo @ 172.16.1.246 | Actions

§ 172.16.1.246 Getting Started  Summary  Monitor  Manage | Related Objects |_

@ Top Level Objects
&1 Virtual Machines [Top Level Objects | Virtual Machines | VM Templates | VADDS | Datastorg

36 vApps x - '
B Datastores ER AR S & Lo | @actons -
Mame 1 4 State Status
Metwark
& Networks h Test Powered Off & Nor
&= Distributed Switches & Testz | [ Actions - Test2 Fdoﬁ @ Norm

[p PowerOn ——

& Migrate...
fix) Take Snapshat..

iiz» Manage Snapshots...

91
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4 Hosts v K| G Test

G 172161246
@ Top Level Objects
1 Virtual Machinas
8 vapps
E Datastores
@ Netwarks
& Distributed Switches
Virtual Machines
&1 New Virtual Machine
&) Test
1 Testz

Actions =

Getting Started | Summary ‘ Moniter  Manage Related Objects

gele 03,5 gy ) A

Test
Guest OS: Micresoft Window s Server 2008 R2 (84-bit)
Compatibility: ESXi 5.5 and later (VM version 10)

VMw are Tools: Not running, not installed
DNS Mame:

IP Addresses
b Powered On Host: 172.16.1.246

Launch Console :.‘.

A\ Viware Tools is notinstalled on this virtual machine.

~ VM Hardware [m]
2 CPU(s), 593 MHz used

* VM Storage Policies

» CPU VM Storage Policies

CPU USAGE
13 59300 Mtz
. MEMORY USAGE
i 5 00 GB
4':1 STORAGE USAGE

2413 GB

Ll sy (gl

ISO LG L 5 DVD

L Jels o & Ly

Install Viware Tools

= Sy S 3 oae ol 4

» Memory D 4098 MB, 3072 MB used VM Storage Policy Compliance -
» Hard disk 1 20.00 GB Last Checked Date - %a) b‘)‘j ‘)E L.)JN‘
» Metwork adapter 1 VM Metwork  (connected) Refresh
(@) CDIDVD drive 1 Disconnected —,7 - 5 S m nn
CDnnIQII:IYD ;'Nm = )b ‘9 V\:"J u a ry
[ Floppy drive 1 Disconnected [
Connectto "G fpo=cription
+ Video card 8.00 MB
Caonnectto hast CD device B3 . M
» Other Additional Hardware j ‘)J ol ‘)L.’ LSW
Connect to CD/DVD image on a local disk
Compatibility ESXi 5.5 and later (VM vers!

Connectto CD/DVD image on a datastare

Edit Setings_") |

-| 4,57 .CD/DVD ¢ 1>

Ll 53 a8 S bl s 5l w b 1 a5 5 (an 55 el 5L (g L3 5 S SIS 2SS

4.:‘_) 5}7- JA\&MML);)A ISO Jﬁb conf:)b LgWJJ)ubub\ b |SO Jﬁbﬁc(:)l.@;_— LS*":’.Jf

4 Hosts

| ©® X | GpTest Aclinns‘“/_

@ 172.16.1.246

S B e ($5le dle

Getting Sta (5, Actions - Test

ige  Related Obje

gl S5 2 08 el Sl s

@ Top Level Objects
& Virtual Machines

a6 vApps

E Datastores

ﬁ Metworks

&= Distributed Switches

Virtual Machines
G New Virtual Machine

G Test2

® Open Console s=———

Microsoft Window
ESXi 3.5 and later

& Mot running, not in

Shut Down Guest 03

& Migrate...
sy Take Snapshot...

'K]CI Revertto Latest Snapshot 172.16.1.246
Launch € LLJB’ Manage Snapshots...

Clone to Virtual Machine...
A VI & '

Jal machine.
£ Clone to Template...

T VME S Edit Settings.. O |7

» CRU Move To...

» Mema Rename...
{@ Assign Tag.. 1

Remove Tag
b Metwe &

» Hardi

_ Alarms 3

» @y CL
AllvCenter Actions » M
[ Fle i«a‘.

8.00 MB

=

v Video card

92

Lo S cly SIS (g5lbma

L camin VG el Ay

5 SIS Action geu S 65,

SaeS edd 5L gse o

<zl |, Open Console

d Console amin 3,55 S

o a8 555 pndbe
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i Apps [T Getting Started (] Imported From Firef.. [ i &5

Starting Windows

o
U‘i‘ “ el 0 deﬁ BEEE) J.ALO

GJ\:-\SL;‘ edalin aS )jlﬁdl.&-ﬁ

-W;JJO_,LA)ASJ\.:..SA}}C&
Sy » My e Console s
-8y vmin U s SIS Enter

j)xg)%ﬁddo@)aﬁo)b\

tVCenter 49 (g jbxo wwilo 31 Clone sbx!

i O 53y 2 s 355 s Jolo gt 5 bl (S3bme odle S oS Jlej ual it o e ol o

33555 b s Sl s sk Ve @wﬁ!%cﬁ;pmbob\&sgjdone&i‘ﬁ;;

L Se e oS S b o5ls3 L S Ve 0T Gaen (e o3V S0 il il 5L oS

.Jw:::V.:AUP'-uitj@jﬁw‘L{M‘Wk}i‘)b.%ﬁ&qu"bﬁJéUqLOTLSJJJ"jJﬁ.ZSL;d&:A@

vmware® vSphere Web Client

4 Hosts

Q 172.16.1.246
@ Top Level Objects
[ Virtual Machines
o vApps
E Datastores
';L Metworks

Virtual Machines

& New Virtual Machine

[ Test2

b X | G0 Test

ft @

Actions v *

Getting Sta [ Actions - Test

~ VM

3

3

3

4

4

(@) CL

[ PowerOn

55 Migrate...

fix) Take Snapshot...

i Revertto Latest Snapshat
C_u;; Manage Snapshots...

age

Related Objects

Microsoft Window s Server 2008 R2
ESXi5.5 and later (VMwversion 10}

8. Mot running, version:0

172.16.1.246

| 55'1 Clone to Virtual Machine... gee—

= g Clone to Template...
|_

| dit Settings...
cPU G EditSettings
MemB Move To...
Rename...

FER (G Assign Tag...

Metwe {3 Remaove Tag
Alarms

[EFlE  Anvcenter Actions

~ VM Storage |
d WM Storage Polig
jed W Storage Polig

Last Checked Df

nected)
» ECt
* Tags
ect
» Aszsigned Tag

Video card 8.00MB

93

J.al.or.:mw S Sl el sy
350 Solme miile s 21y 3
Sao kS el s i
S Sy SIS K s 5e pnile
S S G xSl L
Saw S 5 LS SIS Actions

Clone To Virtual Machine
S Ol
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gﬂ Test - Clone Existing Virtual Machine

1 Edit settings Enter a name for the virtual machine.

Virtual machine names can contain up to 80 characters and they must be unique within each vCente

1a Selecta name and folder IServ'er—2D12 t

Select a location for the virtual machine.

d Select clone options [ @ Search J
2 Ready to complete v_,J'v'c creis-teh.local
[ Bg Tehran-DataCenter
.\ Select a datacenter or VM folde
machine in.
gﬁ’ Test - Clone Existing Virtual Machine
1 Edit settings ((q search |

v 1a Selecta name and folder
w [I5 Tehran-DataCenter

v 1b Selecta compute resource > E 172.16.1.246

1c Select storage Select a cluster, host, vApp or rg

clone options virtual machine.

2 Ready to complete

Compatibility.

Q Compatibility checks succeeded.

gﬂ’ Test - Clone Existing Virtual Machine

1 Edit settings Selectvirtual disk format; | Same format as source | \

v 1a Selectaname and folder VM Storage Policy: Mone N i

~  1b Selecta compute resource  Thg following datastores are accessible from the destination resource that you s

o 1c Select storage virtual machine configuration files and all of the virtual disks.

1d Select clone options Name Capacity Provisioned A
2 Ready to complete E Datastore 1 99.75 GB §9.43 GB
B datastore1 32,50 GB 972.00 MB
B Datastore 99.75 GB 93.99 GH
4
Compatibility:

94

u.:.&Lo rl.’ (Ao U'l‘ L
03 5 oIl s (ol
DataCenter o1 & 5 <o
C;)y).sv.absjpljlé.}:)jﬁ

ESXi 5o cioend ol 3
el S5 S 1 5 i e
553 sl OF 5, Clone .
Next s, » 5 b=l |,

Lg..w.ib J_)Lh ‘CAA-AM-; w‘ e

jju\;;b\ ‘)J}?LJEJJ))A
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2 Test - Clone Existing Virtual Machine

1 Edit settings [[] Customize the operating system

+  1a Selecta name and folder
+  1b Selecta compute resource [] Power on virtual machine after creation
+  1c Selectstorage

4  1d Select clone opfions

1e Customize hardware

2 Ready to complete

[#] Customize this virtual machine’s hardware (Experimental)

gﬂ‘ Test - Clone Existing Virtual Machine

1 Edit settings [\u’inual Hardware | WM Options | SDRS Rules |

v 1a Selecta name and folder
» @ crU |2 |~ @

v 1b Select a compute resource
» MK Memory | 4098 |v| | mB |v|

v 1c Select storage

+  1d Select clone options » & Hard disk 1 - - |.c8 |'|

TPy r— 3 SCSl controller 0 LSl Logic SAS
2 Ready to complete » [l Metwork adapter 1 | VI Metwork | ~ | ¥ Connect..

» (@) CD/DVD drive 1 | Client Device ||
v = Floppy drive 1 | Client Device |v|
» [H video card | Specify custom settings | - |

» (@) SATA controller 0
» 52 VMCI device

» Other Devices

@ 17216.1.246

Gefting Started | Summary | Monitor Manage Related Objects
& Top Level Objects
& Server-2012
WIS Guest OS: Wicrosoft Window s Server 2008 R2 (64-bit)

B vApps

Compatibility : ESXi5.5 and later (VMversion 10)
B Datastores Powered Off VI are Tools: Not running, not instalied
€3 Networks DNS Hame:
P Addresses
& Distributed Switches Host: 172.16.1.246
Virtual Machines Launch Console :1
1 New Virtual Machine ~ VM Hardware O |~ VM Storage Policies
= Etorik » CPU 2 CPU(s), 0 MHz used VI Storage Palicies
Test
z \ » WMemory D 4096 MB, 0 MB used VM Storage Policy Compliance
Test2
» Hard disk 1 20.00 GB Last Checked Date

» Network adapter 1

VI Network  (disconnected)

@J CD/DVD drive 1 Power on Vil to connect

Floppy drive 1

Paower on VM to connect

> Tags

Assigned Tag Category
» Video card 8.00 MB This listis em
» Other Additional Hardware
Compatibility ESXi 5.5 and |ater (VM version 10)
Edit Settings
~__Advanced Configuration [m]

95

Al o0 S Cand ol s
350 Sl eibe B S
pss g S S Sl s ) ks
Al SIS bl
Clone ;| e L 5y il
STl g (g4 S 055 (s

LY

Ssn Bl Cd (a3 ol
s by s Blol ] s
LS S Next g5, 2 5 dens
SIS Finsih s, 5 r-“f"bw
G sy (Glre aile b asS
Sl a wss wlsl el
Sl il 5l S clone

e sS

L clone & S o edalie &S 5b0kes

Server- b L L s)se g5lbee il 51 S

el ol 3l e 42012
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28 )0 (il SO 31 Template sl

oeile sbl 4 5l 1 5 S sll el Template S (s3be pdle Sl ual g o s ol o

=S son o2 L LB Gl (S el VCenter > Template .1 5l 55 L (g3l

4 Hosis
@ 172.16.1.246

& Top Level Objects
(A Virtual Machines

36 vApps

E Datastores

€3 Networks

= Distributed Switches

\Virtual Machines

1 New Virtual Machine

& Server-2012 >

[ Test
& Test2

[» | X | 3 Server-2012

Gefting Started ; {h Actions - Server-2012

Actions &

glated Objects

[ PowerOn
3oft Window s Server 2008 H
3.5 and later (VMversion 10)
Powered mning, not installed
&5 Migrate...
f9) Take Snapshaot...
B.1.246
Launch Console ,_Ldg Manage Snapshots...
gﬁ" Clone to Virtual Machine... L
; | Clone to Template... «—
* VM Hardl.-.ran'gﬂJ 0 | = VM Storage
» CPU (f Edit Sefings... M Storage Po
» Memory Move To... WM Storage Po
Rename... S
i ast Checke
» Hard disk 1 & Assign Tag..
» MNetwork adapl <3 Remove Tag
(®) CD/DVD di Alarms »
> Tags
Floppy drii s vCenter Actions »

Azzigned Tag

v Video card 8.00MB

55 Server-2012 - Clone Virtual Machine To Template

1 Edit settings

Enter a name for the template.

1a Selecta name and folder I"m'j':IWS Senver 2012| —

2 Ready to complete

Template names can contain up to 80 characters and they must be ur

Select a location for the template.

Search

(a

e creis-teh local
<~ [ig Tehran-DataCenter

96

Template sb=! i,
S 2 Sl il S
e 35 S SJS o
Clone 4.5  Action
ozl |, To Template

LY

<=L: (Craond LJ'»’~‘ BE

< |, sy Template

BEREE) .,\c,s J_)‘j a‘ﬂb
Data 3y Q)j«.ﬂ

s ol |, of Center

S SIS Next (¢,
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5‘3 Server-2012 - Clone Virtual Machine To Template J))ﬁ ESXI D8 - 5 Q—.’.‘ 53

1 Edit settings ' Search - N
|. Q : | SS9 2 3 ul.z:;‘ b 2 9> J.k.;
+ [fg Tehran-DataCenter

4 1b Selecta compute resource B 172.16.1.246 EUAY &JS NeXt

1c Select storage

2 Ready to complete \

v 1a Selecta name and folder

5‘3 Server-2012 - Clone Virtual Machine To Template

1 Edit settings Select virtual disk format: | Same format as source |v | SRS &""LJ '>)LA (Cannd u—.’.‘ B

+  1a Selectaname and folder VM Storage Policy: Nane K |
~  1b Selecta compute resource  The fgllgwing datastores are accessible from the destination resource that you s CEERSAS A e

v 1c Selectstorage virtual machine configuration files and all of the virtual disks.
asly 4>y S SIS Next

2 Ready to complete Mame Capacity Provisioned
] datastore? 3250 GB 972.00 MB 3 . .
3 Datastare 1 99.75 GB 112.01 GB B é*‘i’ b Ll Ls b
B Datastore 9975 GB 93.99 GB
Sl edle a5 ais Ol
- ¢ clone of g5, 5l &
] H Jﬁ) J)LA dLo.% RSP cJ.:.'S

3 g Sl Jk.; 3,56 Template L s &JS* Finish S0 2 B FT a3 Asb asll

. =
4 Hosts [v]|® X | [ 17216.1.246 | Actions - Template Q—:‘ Sh L 9—<->; Y-
172.16.1.246 ; 3 A
@ . Getting Started  Summary  Monitor  Manage | Related Object: Q R ob‘ 5|
o Top Level Objects "
G Virtual Machines —— [ Top Level Objects | Virtual Machines | VM Templates | vAppS | Daty
‘|l' S . pees
38 vApp \ﬁl ?'1 b & @mﬁons . )l}r_l‘ Template ‘)‘ oslal L.S‘j"
B Datastores
Mame 1 a State Stat|

€3 Networks Virtual J)‘) J\..’.L: Y8 o1

o . Eh Mew Virtual Machine Powerad Off ]

= Distributed Switches B Server-2012 Powered Off ® ESX| R Machines
Virtual Machines fh Test Fowered Off -] T
& New Virtual Machine i Test2 FowErEIOT @) Creat a o, 5

Ol sss 2ok

h Server-2012 ng ” 7
& Test A4S KU virtual machine
th Test2

97
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2% Deploy From Template

1 Select creation type

1b Select a template

2 Edit settings

How would you like to create a virtual machine?

WY 12 Selecia creation ype Create a new virtual machine
Deploy from template 4\}

Clone an existing virtual machine
Clane virtual machine to template
Clone template to template

Converttemplate to virtual maching

Sy il gladay S wasio ol s
Jsl sty 58 o 3 lacand 3 48 5l
Cend il 53 3 S S oa Ll ol
> Template 51 il gn ool sl
oS oslatal (ilme edle sl sl
Deploy from gao S Ll
Next <5, » 5 ozl |, template
Sl p p e o S S x5 (oS SIS

- S ile sl Clone sl

1L s Template e ;s of 0sls S5 5 g3lme wile G 5l ClONE sl (4l 5 ol 4w S b

Template < 55, 5l Template s <l oy S S ool plil aa b L3 a3 0 15 1 cpl e

el SSlme pile o Template <G L lp e ot g4 S FT s 5 cel s

sg; Windows Server 2012 - Deploy From Template

J‘ugi%l%w&l‘)’

1 Select creation type
W 1a Select a creation type

Select a template to deploy from

| Q Search

4 1b Selecta template  [FJve crois-teh. local

2 Edit settings

2a Selecta name and folder

w [[g Tehran-DataCenter
Clone-Test1
Windows Server 2008

ource W windows Server 2012

W3 s 1, ol Template
S » s ol w5 sl

LS SIS Next

® Windows Server 2012 - Deploy From Template

1 Select creation type
1a Select a creation type
1b Select a template

2 Edit setfings

2a Selecta name and folder

Enter a name for the virtual machine.

{2012 «—

Virtual machine names can contain up to 80 characters and they must be

Select a location for the virtual machine.

| @ search |

~ [ ve.creis-teh local
= [Bg Tehran-DataCenter

Sel
ma

98

Slply 555 ol g5ds CLE i pl o
Aoy ol o i abe
I, s L 5,5 DataCenter

J.:S&?LSNeXt 6‘5_)]3‘3;.)\5:23\
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55" Windows Server 2012 - Deploy From Template

1 Select creation type

L 1a Select a creation type
v 1b Selectatemplate
2 Edit settings
'  2a Selectaname and folder

4  2b Selecta compute resource

2c Selectstorage

3 Ready to complete

v [lg Tehran-DataCenter
— B 172.16.1.246

Selec)
virtual

Compatibility:

® e otiniib oh

55' Windows Server 2012 - Deploy From Template

1 Select creation type

<

1a Selecta creation type
v 1b Selecta template
2 Edit settings
+  2a Selecta name and folder
L 2b Selecta compute resource

Bl 2c Selectstorage

3 Readyto complete

Select virtual disk format: | Same format as source

)

M Storage Policy: Mone

Name
[ Datastore

B Datastore 1
E datastored

The following datastores are accessible from the destination resource that you seld
virtual machine configuration files and all of the virtual disks.

Capacity
99.75 GB
99.75 GB
3250 GB

Provisioned Free|
2521GB T8,
118.01 GB 18.
2521 GB 1.

‘)‘E—.’ DJ}.A ESX| SR cw U'l‘ L
S 23 ol 5,8 13 0T )
LS SIS Next

b5, 5e HardDisk casio ol s
SIS Next sy, » 5 bl 5
B J.>'-T Sdmtr 3 9 LS

LS KIS Finish s,

4 vCenter

(8 | @

8

DX
]

th 2012

w [ v creis-teh local
+ [lg Tehran-DataCenter
~ [ 172.16.1.248

! 0 Server-2012

(i Test

Actions «

Powered Off

Launch Console

* VM Hardware

» CPU

» Memory

Getting Started | Summary | Monitor Manage Rel

U'i‘ cJu:,S‘jA sdalin oS )jlédlau'ﬁ

2012

Guest OS:
Compatibility :
WM are Tools:
DMS Mame:

IP Addresses:
Host:

4
&7

2 CPU(s), 0 MHz used
[ ] 4096 MB_0 MB used

Microsd
ESXi 5.
Mot run

skl Template 3 b 5l il
ok aslsl ESXi D9 Ca.mtj “

s
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wSphere Update Maneger (g jlwifol y g wectd

vSphere Update ., jl eslil L ails oS col cplVCenter s 3 o jasie gla S5 5l S
S 0S Jlesl 595 ESXi slass w55, 52 5 5500 VMware 5 . 511, Las slaconl Maneger

(2] VMware vCenter Installer I;‘i-

vmware vSphere® 5.5

ez sl gamio 35l AL L 0 Gl

@ wmio sl 5l ux s VCenter

VMware vCenter Server VMware vSphere® Update Manager™

Simple Install wSphere Update Manager enables ceniralized, automated patch and version management
Custom Install for ESXi hosts, virtual machines, and vitual appliances P
ustom Insta VSphere . . e
Aoy 3 Lo
vCenter Single Sign-On Prerequisites: (.5 - )J‘f)}

Sphere Web Client wCenter Server
vopnere ¥eb Llien wSphere Update Manager requires a 32-bit DSN for its database. See [nstalling and U
vCenter Inventory Service Administering vSphere Update Manager for information about creating a 32-bit DSN on a et d

Center S 64-bit operating system. You can run %windir¥%\syswow64\odbcad32 exe to run the ODBC 6‘9‘) j’.’ ‘9 g_.) bw‘ ‘) p ate M a n a ge r
LS NSNS Administrator to configure a 32-bit DSM.

VMware vCenter Desktop Client
WMware vSphere Client Js.ms &.JS I nSta I I
VMware vCenter Support Tools " -
vSphere Update Manager
vSphere ESXi Dump Collector
vSphere Syslag Collector
vSphere Auto Deploy
vSphere Authentication Proxy

Host Agent Pre-Upgrade Checker
vCenter Certificate Automation Tool /

Install

5. VMware vSphere Update Manager -

Welcome to the InstallShield Wizard for
VMware vSphere Update Manager .
)J:S&:KNeXté‘)chWw‘)J

The Installshield(R) Wizard will install vMware vSphere Update .
Manager on your computer, To continue, didk Next. ;i:.lS NeXt XD B c('.b JJU CJBM DL

e ey Gt 4 U S

Copyright (C) 1998-2014 VMware, Inc. Al rights reserved. This
product is protected by copyright and intellectual property laws
in the United States and other countries as well as by
international treaties. VMware products are covered by one or
VMware vSphere more patents listed at http: {fwww. vmware. com fgo/patents.

Update Manager

Mext = | | Cancel
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i VMware vSphere Update Manager - DS osE 3 LS;.’)LS CL’ J‘-lL’ . Q—.’.‘ B
vCenter Server Information

Enter wCenter Server location and credentials _,\_:;S Lg_:ls Next sz) _}'f 9 J)‘j ‘) Jj;'- Vcenter

Flease provide the necessary information about vCenter Server below. VMware vSphere
Update Manager will need this information to connect to the vCenter Server at startup.

WMware vCenter Server Information

IP Address [ Mame: HTTP Port:
172.16.1.140 30
Username: Password:

nistrator @vsphere.local sesssssennns

Installshield —

| < Back | | Mext = | | Cancel |

i VMware vSphere Update Manager -

Database Options
Select an ODBC data source for VMware wSphere Update Manager.

Q)M)waub@\\)dj\égjfcww\p
VMware vSphere Update Manager requires a database.

N

(®) Install a Microsoft SQL Server 2008 R2 Express instance (for small scale deployments)

35 i i, g 158l 3 SQAL 035 sl

() Use an existing supported database

Data Source Name (DSN): (Enter a 32 bit system DSN)

MNOTE: Update Manager requires a 32 bit system DSN with supported types of databases
and versions of drivers.

InstaliShield fs—
< Back | | Next = | | Cancel |

iz VMware vSphere Update Manager

VMware vsphere Update Manager Port Settings -
Enter the connection information for Update Manager - . . . X
W:.S J‘ b J‘}P- Vcenter D9 (A=l U'i‘ DL

Spedify how this VMware vSphere Update Manager should be identified on the network. Please

make sure this IP address or host name can be accessed from both vCenter Server and hosts, . g § S N eXt Ls 5o . ".‘
e = oI

| v, cros-teh. local ]

_ _ _ _ _ _ _ jgummNeXtdj)jvﬁJ&Qb@)b
Setup will open the ports in firewall if the Windows FirewallInternet Connection Sharing - - . K
service is running on the system.

Sas el sl
SOAP Port: Web Port: S5L Part: . N

@034 9084 9087

|:| es, I have Internet connection and I want to configure proxy settings now.

Installshield

< Back | | Mext > | | Cancel
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2 s, S5, » VSphere Update Manager «ol 51 uw
vmware

o2 YMware vSphere Client i3l o5 5 b 5l b s

VMware vSphere”

Client AP es Gk SIS gl Glr kS a5 R L s e

In vSphere 5.5, all new vSphere features are available only . .

through the vSphere Web Client. The traditional vSphere Client "’\"j‘;' Vce nte r )jj""" J‘)‘) Vmwa re VS p h e re CI I e nt
will continue to operate, supporting the same feature set as -

wSphere 5.0, but not exposing any of the new featuresin

wSphere 5.5.

The vSphere Client is still used for the vSphere Update
Manager {YUM) and Host Client, along with a few solutions
(e.g. Site Recovery Manager).

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address [ Name: Ivc LI

User name: |adm\n\stramr@vsphere.lcal

™ use Windows session credentials

Login I Close | Help |
I - 5 o i 5 5 e

File Edit View Inventory Administration | Plug-ins | Help
‘ﬁ Home [ gf] Inventory Manage Plug-ins... |

m » @@]I@\@@@é@s\ S olssl 1 ins
= @ ve.creis-teh.local

= Tehran-DataCenter

D 172.16.1.246 (el el Ty s . Summary | Resource Allocation | Performance | 1

& 2012

[ Server-2012

& [Test]

Manage Plug- <. ;S Plug-ins

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Boranco owons wirtial maching ic an icalatod comonitin

Plug-in Name | Vendor | Version | Status | Description | Progress | Errors |
Installed Plug-ins s sdalin oS )j-bd\».&
& VMware vCenterStorage Mon... VMware Inc. 5.5 Enabled Storage Monitoring and
Reporting
wvCenter Hardware Status VMware, Inc. 5.5 Enabled Displays the hardware status of . PI 1 .
@ : _ UL Plug-in & s
hosts (CIM monitoring) . - -
& wCenter Service Status VMware, Inc. 5.5 Enabled Displays the health status of
vCenter serviees
hiable Pug-ins « Update Manager
& VMware vSpherelpdate Ma... VMware, Inc. 5.5.0.... Downloadandl.. VMwarevSphereUpdate N

T 6@\0&@@‘@4

Download 3, » L

S a1y 0f 5 SIS

Help Close |
i
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[ ve.crcis-teh.ocal - vSphere Client
File Edit View Inventory Administration Plug-ins Help U pdate Manager u"",’.‘jﬂ (5“)'?-‘ (5“)'3
ﬁ ‘ £y Home o
pm— « VCenter ,,,. Home gimis ;3
QA M & @ e - -
Search Hosts and Clusters WMs and Datastores and Metworking So u I at I 0 n S a n d a p p I I Cat I o n S .
Templates Datastore Clusters
Aiicitation Update Manageris, . 5 4x>l,
8 a 2 CU
: 5 .
Roles Sessions Licensing System Logs vCenter Server wCenter Salutions  Storage Providers vCenter Sel : JL;.«S ‘-i:l‘g
Settings Manager Status
Managemenl
B @B =& & & &
Scheduled Tasks Events Maps Host Profiles VM Storage Customization
Profiles Specifications
Manager

Solutions and Applications

&

Update Manager

Recent Tasks

Update Manager Administration for vc.crcis-teh.ocal

[oniliEo sy, Baselines and Groups | Configuration | Events | Notifications | Patch Repository | ESXi Images | WA Upgrades

close tab [X] @)J)}ﬁj) éw BE
0 Download Patches and Upgrades. e Create/Attach Baselines 9 Scan Inventory o Review Compliance e Remediate Hosts )
or Vis
_ N sl Getting started
What is VMware vSphere Update Manager? i .

VMware vSphere Update Manager enables you to T
easily apply patches or upgrades to virtual o W
machines, virtual appliances, or ESX/ESXi hosts. S B .o @

A baseline is a set of patches and upgrades against
which the compliance of a host or virtual machine is
assessed. A baseline group consists of a set of
baselines. Baselines and baseline groups are

Download Paches and
L s KIS Upgrades

attached from the Update Manager tab in the ; -

inventory view. Inventory objects with Update

Manager tabs include virtual machines, templates, ‘ - T Lﬁ “ . . T
virtual appliances, hosts, folders, clusters, and - 2D 9"‘.’.')‘?. SWBLw (p 2~
datacenters.

In Admin View (this view) you can: Basic Tasks / o ;}L}‘; VMwa re C".’.L""

+ download patches and upgrades

(Configuration tab) @ Download patches and upgrades J ‘

+ create baselines and baseline groups D $ W \ N oy
4% Go to Compliance View 22 S
In Compliance View (Inventory -» Update Manager

taki A can-  Praata a naw hacalina
Recent Tasks

OV gs il aiils ax g

Proxy 51 b of 055 593 (6l p lad 45 58 3 50bems ol 0 1 01l (la o ysl o zes VMWare ool

S 35k 1 gl = Tl 5 50 colu 1 il s B S eslizad of Jlel s VPN L
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Update rlanager AGMINISLration TOr VC.Crels-Len.iocal
[T Rtk Baselines and Groups | Configuration | Events | Notifications | Patch Repository | ESXi Images | VA Uparades
asflessed. A baseline group consists of a set of ) f P? {
biselines. Baselines and baseline groups are | O/J ’

ached from the Update Manager tab in the e
inventory view. Inventory objects with Update
Manager tabs include virtual machines, templates,
virtual appliances, hosts, folders, clusters, and

datacenters. / IR LSUQ" L' c.l.:.'SL;a &,“.15

Download ¢, » <5 b

Patches and Upgrades

In Admin View (this view) you can: Basic Tasks

+ download patches and upgrades

(Configuration tab) 1L Download patches and upgrades )‘ dbjg’ oslazu] Q)}" B

+ create baselines and baseline groups
4&] Go to Compliance View

In Compliance View (Inventory -> Update Manager _,L:a\}} 4;-\‘}5 wasjﬁ L.'. VPN

tab) you can: E’ Create a new baseline

« scan hosts, virtual machines, templates, and {# create a new baseline group
virtual appliances to determine if the latest

Z . .
patches and upgrades have been applied L}.MJMD V-JS 45 JJJQQLAA 8

« view compliance of virtual machines and hosts

Recent Tasks Name, Targ

Name Target Status Details wCenter Server Requested Start Ti... — | Start Time fg:,.w‘ ijw'-“ d‘ 44 L“L;"J—j'\
¥y Download patch definit. [ ve.orcis-tehlocl @ Web sites: (@ veerds-tehloc. 2/7/2015 1:37:43 AM  2/7/2015 11:
https:/fhostupdate.vmwarecomy
software/VUM/PRODUCTION/m- S .
inyy -depot-ind < S jﬁ; ‘)}) (.s‘ﬂ ..‘ (.5“};.
/hostupdate vmware.comysoftw-
are/VUM/PRODUCTION/csc-ma- L’ .
infcsco-depot-indexaml; hosting A C) o) _L’ ) O S Qy o
the patch definitions and patches j-"“) ‘)‘j . .. d s

& Tasks @ Alarms

Getting Started ' Baselines and Groups [ eLuRMel I, Events  Notifications Patch Repository ' ESXi Images VA Upgrades

Settings Download Seftings w“ -
Netwrk Connectivity e 3 Lf"sﬁﬂ V'.ZJG"" Ls‘ﬂ

Donrlad Sources
Download Setti
ownload Settings ——Jg @ Direct connection to Internet - download new patches and VA upgrades either at intervals specified in Download  Add Download Source...

Dowriond Schedule Schedule or immediately by clicking the Download Now button below oS 3)‘) ‘U p d ate M ana ge r

MNotification Check Schedule

Enabled |UpdateType |Component | Download Source | Description
Virtual Machine Settings v Unknown Unknown https:#/hostupdate vmware comisoftwareNVUMPRODUCTION/mainvmw-. Download vSphere
ESX Host/Cluster Settings W Unknown Unknown https:#hostupdate.vmware.com/softwareVUM/PRODUCTION/csco-main... Download vEphere

¥ Unknown Unknown hitp:/ivapp-updates.vmware.comivai-catalogindexml Download virtual ap ‘).‘ ) JU”‘j—«:f CO nflgu ratlon

vApp Settings

RSP s —= [N

< \ 2

" Use a shared repository What's this? &ls Down I Oad Setti ngS
‘ Dorioad Now "

Mote: you can also Import Patches manually from a local .zip file

Proxy Settings BEE L)QJS UL@‘ LS‘J” 9 J\.:-S

¥ Use proxy ™ Proxy requires authentication

Proxy:  [127.0.0.1 [

‘ Part: e === Use4_.’ 'bﬁf&':-j‘wﬂs}ﬁ;
Test Connection

F Tasks @ Alarms _
DlreCtCA.AM..;)J JC.JLJ 4.:..::\.34})5 QJ\.:.\S&.:LSApply LS))J”)J.)‘) b ‘:Jjji 60)wvﬁport CA.A.M..;JJ
Gl 0 yaseie VMware cole o 5l Sledbl s 5kls gl e,s! 4w Connection To internet
s S okl | c,g“,\.JL;LM;M{ Jdr Sy 0 STaSol by LS Wl cud «o | Lo u,u)JT source

3 Sl s g a s B S 6l 5, 41, gl 5 SUS dmport Patches (o5, Ll 5
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239 3w SONT 519 Siuslo y Slons!

2l Gl S 2l GOl y SO s el )5 Q)M‘qq.&ji&;&\ Sl Bl oS3 (o

Update Manager Administration for vc.crcis-teh.ocal

Getting Started ' Baselines and Groups [Reshiglfiellsln, Events ' Notifications | Patch Repository  ESXi Images | VA Upgrades

Settings Download 5&1&

Metwork Connectivity Edit Download Sch
it Download Scl

Download Settings

Name VMware vSphere Update Manager Update Download
+  Download Schedule —
Description A predefined scheduled task to download software updates.
Notification Check Schedule
Frequency Daily
Virtual Machine Settings Last run 2(7/2015 2:08:00 AM
ESX HostjCluster Settings MNext run 2/8/2015 2:08:00 AM
wApp Settings Emails

Enable scheduled download [

‘

Recent Tasks

Update s Oles 53 8
VCenter ,> Manager
Configuration s 5\,
S4a S 3 R
|, Downlaod Schedule
wils ar g (@S e Sl
4 e oS AL

oy 5 PAowm Dose

s Edit Download Schedule 5, (S sl Sleas s 1

@ St leil sk bl - o

Schedule Task
Select the time and freguency of the task.

Schedule Task Task Name Update vCenter 2015
Email Motification

Ready to Complete

Task Description |Update

Frequency: |WEEHY j.‘—

Interval

Run every 1 week(s).

Start Time

lm W Monday [ saturday
W Tuesday [ Sunday
v Wednesday
¥ Thursday
¥ Friday

Help | < Back | Mext = I Cancel |
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SESXi Jols pinws (38 55 3 59T

oS Jlasl 55 ESXi 5 e <3 » Update Manager ., &b

Ol & bse ESXI bele 0 il Lozm (sl HP 50 81500 (a8 5 560 Vmware <yl 51

S ks

Release Date 2014-11-

Type

T e
Driver Versions in HP supplied VMware ESX/ESXi images

Custom ISOs C/J“Lvﬂ JJ‘.’ « 5 gﬁ.‘ )_}

Version History h dj)} df-T 45 ri.).,\:: Vmware

Product/Details

VMware Srimsa.s U2 Installable HP Customized 1SO Image Download J)L‘J LS‘J" ‘) ESXi JALC‘W

File size:
File type: iso

/ Download Manager . -
Conds ¢l el 9 ol 02l> 1 3
‘VMware ESXi 5.6 U2 Installable HP Customized ISO Image
File size: 339 MB annload ‘ [5 m ‘ T
File type: zip - . o . . .

v (Ao
[ < ol Qos

Read More

Dpenso;;::BModules o —— vl_?:j‘ ‘) r)y LSW J§)§ ‘)J

File size:
File type: docx

Download Manager

ROV %)

:))‘JJﬁjHP_}jﬁCﬁiv\defYéﬁj&éJ)

https://my.vmware.com/web/vmware/details?productld=353&downloadGroup=
HP-ESXI-5.5.0U2-GA

ZJ_)‘JJ\J.;DEII )‘)ﬁq%]wf]cﬁ)&;)bw

https://www.dell.com/support/home/us/en/19/Drivers/DriversDetails?driverid=2
OVNP

sshlsVmware ol s b s s o disle lacale 511 a5, 50 0505 @ 5L Gk b el

LY
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File Edit | View | Inventory Administration Plug-ins Help
E Back Alt+Left

Forward Alt+Right
CE Heme Alt+Home

Navigation Bar

q@ S

Datastores and
Datastore Clusters

Toolbar

Sear Status Bar

[x]

Show VMs in Inventery

e

Metworking

>

vC

Administr Show Templates in Inventory
5 Inventory »
%% Administration »
!_'i] Management »
Role 2 P - Server
@ Solutions and Applications » | @ Update Manager < I .
Filtering

sy View g 5k 3l K8 wslbe o
s L& Soulations and Applications

A4S ol | Update Manager g« S

v Inventory Administration Plug-ins Help

Samio 4 33,5 Ol A

é} Home [ g Solutions and Applications b @ Update Manager b @ wve.crds-teh.local

(58] =| Search Inventory

EY

Baselines and Groups | Configuration | Events

ler Administration for v.crais-tehJocal

Notifications | Patch Repository JS34BLELELR VA Upgrades

<3 >,l; Update Manager

slp s Lss ESXi images

Import ESXi Image... Delete Compliance View
Product Version Vendor Build 'TAcceptance Level Creation Date Baseline | . . .
).clso kﬂbESXl J‘.’.b 3959
import ESXi image .,
hges @WJJ‘}‘)&UJ&AS
Version WVendor Acceptance Level Creation Date Size |
— Sazio LS o sdalie &S Hbols
ESXi Lo(...w* STl s NE
Select ESXi Image Upload Progress ‘-}A - ‘)—Li J J )‘}"
Upload ESXi Image
Baseline Name File name:  VMware-VMvisor-Installer-5.5.0-1331820. x86_64-Dell_Customized_A01.iso Next ls L&S‘ .‘ H\M o \
= = = — .
(1] - S 2B e J B
28 MB/ 327 MB at 5.61 MB/s - 00:00:53 remaining
AeS SIS
I Help | < Back | Mext = I Cancel |
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saseline Hame u.:pu B ESXi JALGW U'-’~‘ 4_<..._>.‘ 6“).3 cw U'-’~‘ B

Enter 3 unique name for the baseiine that contains the uploaded ESX image.

P Ol lp et S s ol a5 K50, 3 el

Baseline Name Bascline Name

Name: [si-2015-0ell -—

S SIS Finish &5 5 5 2,8 i s

\

o 2o =

o B s, e Image <ol 3l aw

Eile Edit View Inventory Administration Plug-ins Help

ﬁ |g Home b gf Inventory b [FJ] Hostsand Clusters —<——

# &R 80 G

5 [ veads-teh.local 172.16.1.246 VMware ESXi, 5.5.0, 1331820
= Tehran-DataCenter

= [ (72161295 Configuration | Tasks & Events | Alarms | Permissions | Maps | Storage Views | Hardware S date Manager 45 Jj" ESXI )}j"" 5‘)“5 J—lL} C-LLJJS

s,15 Update Manager .;,.

Admin View B
z
Test 5 - -
& Te Attached Baseline Groups | [AtiachedBaselines - |Type«] [HostCompliance [#Hosts| J"j"‘" o JJS 4.9[..,0‘ Vcenter e )L.ﬁ
+ All Groups and Base.. P [ Ar > [ A1l 4pplicable Hoss 1 | - - N N
« Critical Host Patches (Pred... Patch & Non-Compliant
+ Non-Critical HostPatches (.. Patch ¥ | & Incompatibie

Lo oo

g.,ﬁ J)b ol JL’ (54’”""’ BEE

@ Unknown

All Groups and Independent Baselines > All -> & Non-Compliant and & Incompatible and @ Unknown anc
Host Name ‘Patchas |Upgrads ‘Exlens\ons ‘Last Patch Sc.. ‘
[ 172.16.1.286 20772015 10:3... |

Hide Hosts | [Jlstage... | C@Remedate...
Recent Tasks Mame, Target or Status contains: Clear x

Name | Target | Status | Details | vCenter Server | Requested Start
¥ ImportESKimage £ veoristehlocl @ Comple=d [ vordistehloc. 2/7/2015 10:59:1

o) s s Update Manager

LU ESXi a0 5 wlsl gl » s

<

|79 Tasks @ Mlarms | [WSPHERE LOCAL\Administrator
-

>

Select the Baseline or Baseline Group that you want to attach to 172.16.1.246. (_5“'.' O‘ 6‘\}_1 J'.j T4 ; ‘)J 45 5‘99'_ JE 5)‘9" ESXi ‘W L.)'.'.‘ ).>

Individual Baselines by Type Create Baseline. ., _
R Type | J:.S &.:.JS Attach RS, g_)l}d\';‘ b .,\.:.‘.'.9; J.la_r BE

Extension Baselines
=l Upgrade Baselines

[v [ ESXi-2015-Deell Host Upgrade
Baseline Groups Create Baseline Group...
Mame Type

Help Attach Cancel |
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File Edit View Inventory Administration Plug-ins Help

ﬁ |é} Home P g Inventory b [F] Hostsand Clusters

| @;I Search Inventory

EY

# e ¥ 8L G

[=] @ ve.ordis-teh.local
= Tehran-DataCenter
= [ [172.16.1.246
th 2012
(G Server-2012

Gh Test

172.16.1.246 VMware ESXi, 5.5.0, 1331820

Started ' Summary ' Virtual Machines

Resource Allocation

Performance ' Configuration ' Tasks &Events ' Alarms
Mame contains: I SCan... Attach... Help  Admin view
Attached Baseline Groups - | Attached Baselines - |Type « | |HostCompliance |# Hosis‘
+ All Groups and Base.. B| | Al [T AnApplicableHoss 1 |
+ Critical Host Patches (Pred... Pat... &9 Non-Compliant V]
+ ESXi-2015-Dell #——— U. | ~| | & Incompatitie 0
@ Unknown [/}
All Groups and Independent Baselines -> ESXi-2015-Dell > & Non-C and & and @1
Host Mame |Patcnes ‘Upgrads |Ex'lensions |Last Patch Sc...
B 172161248 + 1 - Details 2/7/2015 10:37..

Hide Hosts |

[k)]Sthem |ERamed\ahe..‘ |

<

Recent Tasks Name, Target or Status contains: ~ I Clear X
Name | Target | Status ‘ Details | wvCenter Server | Requested Start
@ Check new notifications @ ve.crois-teh. ol © Completed @ ve.crcis-teh.loc.  2/7/2015 11:04:0
¥ ImportESXiimage B veords-tehlogl @ Complesd B veerds-tehloc.. 2/7/2015 10:59:1

>

|77 Tasks ' Marms |

|VSPHERE LOCAL\Administrator

Host Upgrade for 172.16.1.246

Baseline Name:
Baseline Type:

ESXi-2015-Dell
Host Upgrade

Compliance State: Compliant =——

ESXi image: Dell E5XI-5. 5-1331820(401)
Product: VMivare ESXT 5.5.0

Wersion: 550

Vendor: Dell Inc.

Acceptance level:  Parfrmer

109

Close |

& s, Attach I uw
Update s &0
2L sty pl &S hsd
S e edalin s, SO
" O Sl Al gl
s Details 5, 5 aslss

LY

‘J‘?Su" odalis oS )jbd\.o.h
EEE)) Jg-w 0 L8 ol

s ol u..a.>u."..n



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

99,9 8! Active Directory jl odlaiw! g VCenter yo 9,5 &y

vmware: vSphere Web Client #® &

Sl Gl ploslml gady b wal > o i pl 02

History E| D X | (2} Home
‘ot s | o 305 gt Sl oS e b VCeNter & 55,
| vCenter >
LB Rules and Profiles > © Clickthe Home tab to access solutions, inventory] 6}) j" g:/?: Coaen )‘ ‘5 J:’j-‘:“ Vce nter
G vCenter Orchestrator ?>! Welcome to the VMware vSphere Web Client
&% Administration €————— > The vSphere Web Clientintroduces a unique approach { .,\.:S Lg.a.ls Ad mi nIStratlon

objects, the vSphere Web Client consistently displays s

[z] Tasks
LL?j Log Browser
[T Events 1 navigator
Aggregated view of all objects
7 Tags in the inventory.
@, New Search N 2 ContentArea

Information about currently
E Saved Searches > selected objects.

3 Search

Find specific objects.

4 Global Information

4 Home Lo (& vCenter Users and Groups
Administration JUsers | Application Users  Groups USGFS and GrOUpS J)‘) ] Caon )\ 399 )‘ .,\Ju
« Access Control . — 7
Domain: |\-'sphere.loca| |v| U
Roles e % - PN . .
! . +“______ LS\JJJ.LL)M sersg..adb‘)‘jw.lﬂw‘)l{éw‘).}j»lijm
~ Single Sign-On
: and Groups Username First Mame Last . + ls ‘
S SIS+ sy p L 208 sl
s krbtgtVSPHERE.... n x
+ Licensing Administrator Administrator vEp
Licenses it
Reports
~ Solutions
Client Plug-ins
vCenter Server Extensions
New User (7)

f)j)_)\jusername Q.A-w.;)b b bjﬁ- LSJ"J\SfL ‘WL}'&‘-}J

Enter values for this user, including the password.

User name: test +— bl 5 uiS 5 1y Password cud js 1, )8 pla by e jse
Password: i} _
Contrm password: [7e LS SIS OK (655 2 5 oSS a1 0 s
First name: test

Lastname: test

Email address:

Description:
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4 Home '@  § % vCenter Users and Groups

Administration Users  Application Users | Groups |

J»}MJJJ.:){SJ{?%‘)‘M

~ Access Control

4 | & X | {GhActions ~

Group Name Domain

Raoles

~ Single Sign-On
Users vsphere.local

Users and Groups s————

SolutionUsers vsphere.local

Configuration
e DCAdmins vsphere.local
Licensin
M 4 VCOAdministrators vspherelocal
Licenses ExternallDPUsers vsphere.local
Reports

Administrators vsphere.local

+ Solutions
Client Plug-Ins x

vCenter Server Extensions

H
Group Members

&
L.l'ss'.-'E':up Desoiption/Full name

Administrator Administrator vsphere.local

&..A: J)‘} cw ULQJB JJ

mo5 8 Cand 5l 5 A 52 BTOUP
LAl e S 1 oS e s

‘)Jj"i' QTW}JJJ}AJJ)[S
LS Ol

M J.) 9
<3, » Group Members

S SIS 5550 05801

Domain

vsphere.lo

VMware vSphere Web Client

Initializing...
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tActive Directory b bld,| ! » VCenter palaid

vmware" vSphere Web Client #® &

%w;\j,\i}.:VCenter 3l @J..:L;\ﬁ

History E| ™ X | (i} Home
EEED | o streo | Home A4S s Administration s,
] vCenter >
|_E Rules and Profiles > © Clickthe Home tab to access solutions, inventory
G vCenter Orchesrator ’ Welcome to the VMware vSphere Web Client
Administration —————— > The vSphere Web Client introduces a unique approach {

objects, the vSphere Web Client consistently displays s(

[z] Tasks
|5 Log Browser
I Events 1 havigator
Aggregatedview of all objects
3 Tan in the inventory.

vmware® vSphere Web Client # &

CEB ] = oo )‘ PO ) U'i‘ 3

4 Home ) § S50 Configuration for vc.creis-teh.local
STTTRTECET Policies | Identity Sources | Certificates 5L Gamio 5 LS &:ls Conflguratlon
~ Access Control + k
Roles .\ » 5 452 Indentity Sources s 515 o0
~ Single Sign-On
Users and Groups - B A SUS + RES
-
~ Licensing
Licenses
Reports
#] Add identity source (?) _6‘J" c.)w.s*' 49-} Uj?- PO I U'i| Ly
Identity source type: (s) Active Directory (Integrated Windows Authentication) S .0 IR (APt
/_,- Active Directory as a LDAP Server 6"') € di)b -/ S "

() Open LDAP

O Local 08 Active directory ;s cis i

|dentity source settings

Jsl e S kL o sa VCenter sl

Domain name: crois-teh.local g— | o Use machine account 64":’.; 9
_(:',‘- Use machine account
" 4,0 UsesPN o8 (aL‘.J Ol LS ol |
Senvice Principal Mame (SPN): i ]
User Principal Name (UPN): i ] "-)‘) dbb A"’ "\""‘.9;;5‘ &"""2 },..a&
Fasswerd =Uls Plu= « @i VCenter
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-] Add identity source

Identity source type: _» ) Active Directory (Integrated Windows Authentication)
Active Directory as a LDAP Server
Open LDAP
Local O3

|dentity source settings

Domain name: creis-teh.local

=) Use machine account

Use 3PN
e
Semvice Principal Mame (SPN) -
User Principal Name (UPN): —»
Passwaord: -

Lis 1, VCenter wledbl [ilad
Al eSS S8l il
Oeed P 4 il el
35| pae 8 S ki WL
ol Sl S Sl (5555 s
GaaS (JKE Oles 3 kb LK
-4 S 5 S ol |, Use SPN
Ll 53 S eSS 1) 05 50 Sl
Service oka L SPN &

&S . ,ls 3L Principle Name

S sl 35 IS (6l n 1 O L

Enter 55,15 01 ;1) 25 5w 5 S | >11, CMD 5 . 2 Active Directory ;s . 5,15 ) ool sl

setspn -s sts/Domain-Name Username

LY

Aoy g8 bt UserName (b= « =1 55 5 1S 505 1) 5555 puaso ol Domain-Name l> «

A3ls o VCenter s Active Directory siludle saslsl a4 olas| 5l das 35 o

e Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.96801
(c> 2013 Microsoft Corporation. All rights reserved.

h,.DC=local
stz /crcis—teh.local
pdated obhject

sUseprswadministrator . CRCIS-TEH»
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[=3 Edit identity source (7)

|dentity source settings

Domain name: |crcis—teh.|oca| +— | @

(_) Use machine account

() Use SPN
Senvice Principal Name (SPN): |STS!crcis—teh.IocaI +— | @
User Principal Name (UPN): |f.babjani@crcis-teh.local -— | @
Passwaord: qu*uuuﬂ - I

4 Home ) § ﬁ vCenter Users and Groups
Administration Users  Application Users | Groups |
~ Access Control
+ |/ ¥ | GhActions~
Roles
Group Mame Domain
~ Single Sign-On
Users vsphere.local
Users and Groups .
SolutionUsers vsphere local
Configuration
< DCAdmins vsphere local
Licensin
M g VCOAdministrators vsphere.local
Licenses ExternallDPUsers vaphere.local
Reports Administrators vsphere.local
~ Solutions *
Client Plug-Ins
vCenter Server Extensions
i

Group Members

&

I'USE'."G'GUF Desoription/Full name
Administrator Administrator vsphere.local
test testtest
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I, Use SPN (sau S camis ol 52
4 LLSPN cwd s 5 s sl
STS/Domain Name &,
Domain b= o 4 st g
ls a5 Geess el AL NAMe
58 oL UPN s 5 5 oS
23S S sl 1 Gl s Olea
B R I
s,ls Password e s s ) of

AeS SIS OK 55 5 5

Users s, » oo S Sl aalsl s
5 S KIS and Groups
Groups s s,ly ol 3L (Gamin
L Group name <o 5l 5 5
5 S bl s B s, 05,8
» Group Members c..3
A B SIS 50 00T 65
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Add Principals (3)

Select users from the list or type names in the Users text box. Click Check names to
validate your entries against the directory.

Domain: | ereis-ten local ‘ - —

Users and Groups

| show Users First ‘ M arch

[a se

Usen/Group

& ELYASIPCS

S EMAMI-PCS

& ESMAILIPCS

& fbabjani ——
54 fsoltani

& FAAL-PCS

L. FAHMANI-PCS &

2 4 Desaiption/Full name

SAsdalh s

Users: ‘Ercis—leh local\f.babjani |

Groups: ‘ |

Separate multiple names with semicolons | Check names

oK Cancel .

(LT BT T CR.CIS-TEHY. babjani

B Use windo ssion authe

cation

Login

vmware" vSphere Web Client

n @

Getting Started  Summary  Monitor ‘ Manage ‘ Related Objects

5 oIl ) 595 g ¢L’a Domain cuud l a=mis opl s
S35 23S SIS s y50 38 S5 p k5550 ed 2
OK szjﬁJgjsﬁglﬁgu\ﬁ)lSUJ%S&:lSraAdd

eS8 A

Sas X SOl S8 s VCenter i . w3555
s <zl I, Use Windows session authentication
3l B s 8 Ol L as SIS Login g,
Aal g 15 OF (slirl pled 4 JalS o 2> 5 353 VCenter

.w‘.}

Sl L Lot

K

[ setings [ aiam Defiitions | Tags [ Pefmissions | sessions | storage Providers | Scheduled Tasks

@ Hosts + A
() virtual Machines e
VM Templates
56 vapps

& Datastores

femr/Group cle
& VSPHERE.LOCAL\AGministrator Administrator

9 Datastore Clusters

@ standard Networks

& Distributed Switches
& Distributed Port Groups

administrator@vsphere.local

et e B 4! Sl o Lsls ¢\>u\ Slendas S
rU Lol ol andls oz ol 4 SR
s

5,ls administrator@vsphere.local

S SIS+ 655 25 el stk 55 PErMISSIONS Lo 515 o g g0 (slacs 5l 5 558 55 Ll 55 40
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[ ve.creis-tehdocal - Add Permission ) w

Select the users or groups on the left and the role to assign to them on the right

The users or groups listed below are The users or groups obtain the permissions on the selected
assigned the role selected onthe right on | objects as defined by their assigned rale
e.crcis-teh local’.

—— | | Administrator |v|
User/Group Role Fropa...
~  All Privileges =
v Alarms

»  Datacenter

» v Datastore

» v Datastore cluster

»  Distributed switch

v+ ESX Agent Manager

» v Extension

» v Folder

» v Global

» v Host

v+ Host profile =

Description: All Privileges
Z [+ Propagate to children

[ Add. ][ Remove View Children

OK Cancel

Select UsersiGroups

Select users from the list or type names in the Users text box. Click Check names to
validate your entries againstthe directory.

Domain: | CRCIS-TEH |+ | —

| show Users First |v| [ @ Search

User/Group 2 4 Desoiption/Full name

& Ex2015% .
& fbabjani FAsd L

& feliasi Jandaliz s

& fkarami e

& fmoradi S

& fsedghi G aalil o

S fsoltani el g \ T

Add

Users: |CRCIS-TEH\f.babjani |

Groups: | |

Separate multiple names with semicolons | check names

oK || cancel ]
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S e o)l 1

SL rl.} Domain .3 3 B Ao BL
3550 2 Lo g g Cad 5o 5 Ol 5
S0 2t s Add 55, s oS Ol | s

A5 S5 OK
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tVCenter Operations Manager (g jlwilol y g wuad

Sl ez 5l g i w0 S il 5 olme lappile 51 S 5580 Lo 5 452 (sl 1531 e 5 ]

S 55l 5 S 1, VCenter Operations Manager |5l o s Ll g sl

https://my.vmware.com/web/vmware/info/slug/datacenter cloud infrastructure

/vmware vsphere with operations

management/5 5

b Oper.. \Nchah x|+

ps://myvmware.com/web/vmware/info/slug/datacenter_cloud_infrastructure/vmuare_vsphere_with_operations_management/5_s

ng)ﬂ%}@.ubqwd\)s

e M- vano

TR @ T T T e TS T T v T
Menagement 5.5 are entitled to vRealize Operations 6.0. This latest version of vRealize
Operations is compatible with all editions of vSphere with Operations Management 5.5
Important information regarding the upgrade sequence and intercperability can be found
in the following KB 2100434. VMware highly recommends that this information be reviewed
prior to installing or upgrading muttiple components

et T

55 | v

Customers who have purchased VMware vSphere with Operations Management 5.5 can
download their relevant instaliation package from the product download tab below.

Read More

Product Downloads Drivers & Tools

Open Source Custom |SOs

B e e b sl S
VCenter Operations Manager

Support Resources

¥ cetrree Tl

Vv Standard

VMware ESXI 5.5.0 Update 2 2014-09-09

VMware vCenter Server 5.5 Update 2d 2015-01-27
WMware vSphere Replication 5.8.01 2014-10-01
VMware vSphere Data Protection 5.8.1 2015-01-27
VMware vCenter Orchestrator Appliance 5.5.21 2014-10-02
WMware vCloud Networking and Security 5.5.31 2014-10-03
VMware vCenter Operations Manager Standard 5.8.4 2014-10-28

Product Release Date

cala el LSk

el 03 L 3 vmadmin.co.uk

5l o)

ownloads

ownloads

ownloads
Go to Downloads
——» G0 to Downloads

Download VMware vCenter Operations Manager
Standard 5.8.4

Select Version 584 | v

Description VMware vCenter Operations Manager Standard 5.8.4

Documentation Release Notes

Releasze Date 2014-10-28

Product Binaries

Type

Product Downloads Drivers & Tools

Open Source Custom I1SOs

S0 g ¢ kol o
@ by sl 0]
VMware g4 ;S

Product Resources
View My Download History
Product Information
vSphere Documentation

wCenter Operations Documentation

VCenter
Manager
Virtual

Operations
584 in
Appliance

Community
Support Resources

3

Get Free Trial

L

Product/Details

VMware vCenter Operations Manager 5.8.4 in Virtual Appliance
File size: 1 GB
File type: ova

Read More

[ Download Now

Download Manager
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vmware* vSphere Web Client

ft @

i"‘i vCenter

) ClusterA | Actions

>0 x

|9 | @

8 @

Summary Monitor [ Manage | Related

v [z London
~ < 'fil ClusterA

v [ VCENTER1.vmadmin.co.uk

| (51 LYNC20138
{5 replica-e0e91e56-3¢ [Z5 Attach Host Profile...

[S’eiﬁﬁb'si‘ Alarm Definitions ‘ Tags l Perm

@ Actions - Cluster A

@ esxi-01.vmadmin.col vSpherg
[g esxi-02.vmadmin.co 9 AddHost.. .
Gh ASA1000V f} Move Hosts into Cluster... » DRS
; (&1 BACKUP1 0 New Virtual Machine... » Pow
& DC1 8 New vApp... , Adve
[ G EX2013B # New Resource Pool...
l G LYNC2013A 3 New Datastore...

{ Deploy OVF Template... !

Deploy OVF Template

1 Source

1a Select source

1b Review details

2 Destination
2a Selectname and folder
2b Select storage

3 Ready to complete

Select source
Selectthe source location

Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible
such as a local hard drive, a network share, or a CD/DVD drive

() URL

[

(+) Local file

o J’Em\;s:w CAUsers\Andy\Desktop\VMware-vcops-5.8.1.0-1637685-vapp.ova

Next

Deploy OVF Template

1 Source

v 1a Select source

B 1D Review details

1c Accept EULAs
2 Destination
2a Select name and folder
2b Select configuration
2c Select storage
2d Setup networks
2e Customize template

3 Ready to complete

Review details
Verify the OVF template details

Product VMware vCenter Operations Manager
Version 58.1.0

Vendor VMware, Inc.

Publisher @ VMware, Inc. (Trusted certificate)

13GB

3.8 GB (thin provisioned)
344.0 GB (thick provisioned)

Download size

Size on disk

Description vCenter Operations Manager 5.8.1 vApp (2 Vs)

118

VCenter e a3 355 15l 5o 5Ll 5l
s Cluster L , DataCenter s, , 5 &,
Deploy OVF gau ¥ 5 s e, SIS

LS olssl |, Template

Cand 53 &S 1y LB 5 08 SIS Browse 5 5

S e O & 15 dys S 54k L3

s SUs Next 5,

Operation Manager ., =iz .l 3

A5S SIS NeXt (555 b Lo 8 555 0 4T

ﬂ.\;{j&:lSAcceptLg‘j)ﬁrAJa{LgW)}

S SIS Next (¢,
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Deploy OVF Template
1 Source Select name and folder
Specify a name and location for the deployed template
v 1a Select source
v 1b Review details
v 1c Accept EULAs

2 Destination

¥4 2a Selectname and folder

2Db Select configuration

2c Select storage
2d Setup networks
2e Customize template

3 Ready to complete

Select a folder or datacenter

Q
v (5 VCENTER1.vmadmin.co.uk

The folder you select
will be used to apply g

The name of the entity
Server VM folder.

il 2D Select configuration

2c Select storage
2d Setup networks
2e Customize template

3 Ready to complete

Deploy OVF Template
1 Source Select configuration
Select a deployment configuration
v 1a Select source
v 1b Review details Configuration: | Small |~ |
o ac AccentEULRS Use this configuration for deployments of less than 1500 VMs. This deployment wil
2 Destination
v/ 22 Selectname and folder

2e Customize template

3 Ready to complete

Deploy OVF Tempiate
1 Source Select storage
Select location to store the files for the deployed template
v 1a Selectsource
v 1b Review details Selectvirtual disk format: | Thin Provision K3
e pCEceplEbESs VM Storage Policy: None ~ | @
2 Destination
; The following datastores are accessible from the destination resource that you seleci
«  2a Selectname and folder virtual machine configuration files and all of the virtual disks.
V. 2b Select configuration Name Capacity Provisioned Free
Bd  2c Select storage B3 local-esxi-01 264.75 GB 973.00 MB 263.
2d Setup networks ] datastore1 537.00 GB 965.73 GB 213.

119

05 g el @ V.,«\ S Cond ol o
DataCenter ; .S 5,1y Name <.

S SIS Next g5, 5 5 Sl | s

.\.:.S&QSNEXt LS)JJ‘."WQ'.’JJQ

b 5,4 Datastore .l cws opl s
gB;ﬁ\‘MQM|>v.AL;élSL5Lé_éAS|)JJ>'

AS SIS Next s,
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Deploy OVF Template

1 Source
+  1a Selectsource
v 1b Review details
v 1c Accept EULAs
2 Destination
'  2a Selectname and folder
v 2b Select configuration
v 2c Select storage
v
2e Customize template

3 Ready to complete

Setup networks
Configure the networks the deployed template should use

Destination

Source

[ Home Lab

IP protocol: IPv4

IP allocation: | Static - Manual

[-]®

Source: Network - Description
VApp Network

Destination: Home Lab - Protocol settings

DNS servers: 192.168.1.200 - Gateway:

| 255.255.255.0f t}—

192.168.1.254 <

Netmask:

Deploy OVF Template

1 Source

v 1a Select source

<

1b Review details

v 1c Accept EULAs
2 Destination

+  2a Selectname and folder

+/  2b Select configuration

'  2c Select storage

~  2d Setup networks

+ 3 Ready to complete

¥4 2¢ Customize template

Customize template
Customize the deployment properties of this software solution

@ Al properties have valid values Sho

~ Application 1 setting

Timezone setting Sets the selected timezone settings for all the Linux VMs which are part of
|

| EuropelLol |
2 seftings

The static IP address for this interface

v Networking Properties
UIVM IP Address

Important: You must have created an IP pool and associated it with the ch
vSphere Client for the parent datacenter. If you have not previously created|
Operations Manager, click Cancel now and create an IP pool in vSphere. §
Operations Manager Deployment and Configuration Guide for instructions

[192.168.1.206 4——

Analytics VM IP Address The static IP address for this interface.

[1921681.207  4——

Deploy OVF Template
Deploy OVF Template
1 Source Ready to complete
Review your settings selections before finishing the wizard.
v 1a Selectsource
v 1b Review details OVF file C:\Users\AndyiDesktop\Vh
v 1c Accept EULAs Download size 1.3GB
2 Destination Size on disk 38GB
Name VCOPS
+  2a Selectname and folder )
Deployment configuration Small
v 2b Select configuration Target Cluster A
v 2c Select storage Datastore datastore1
v 2d Setup networks Folder London
Disk storage Thin Provision
v 2e Customize template . e
Network mapping Network to Home Lab
B 3 Ready to complete IP allocation Static - Manual, IPv4
Properties Timezone setting = Europe/|

UI' VM IP Address = 192.168
Analytics VM IP Address =1

N

[ Power on after deployment

120

IP allocation cu.d ;s asmino opl s
53 5 ol | Static-Manual g« S
DNS 5~ _~,5I DNS Server ...
o 1 ol Gateway 5 .S 5405 1,
Next s, » 5 %S 3l Sy ool

S e Sl gaikie amin onl s
Cand 53 5 Sl Timezone cws
55 [P 5T & ULVM IP Address
ool Gl S S sl s seS =
2 S sl 5 el Ul by
5 S 3,05 Analytics VML cws

S SIS Next 55

bl by e sl jasiie S8 Slisr S 2T gamino 3
Finish s, , Power on after deployment .S

Jus 5 sbmlVCenter s, » ki sy s sl m b S SIS

L
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vmware* vSphere Web Client

48 gozms 5 (Silre cppdle 55 (AS e sdaline 5 g, K5 )5 oS sboles

"¢ vCenter ) X [7 esxi0
. ‘ : slial Solie sl 55 5l Wl (695 ,a 45 (Lledd sl VCOPS
,; i ] Q‘] B Q szt Sslite wonl 9o Sl gl g e o ~ S
v [l VCENTER1vmadmin.co.uk |+ S
v [I3 London -

v [ ClusterA
[ esxi-01.vmadmin.co.L
R esxi-02.vmadmin.cd
v 3B VCOPS
Gp Analytics VM
G Ul VM
AOATO00
51 BACKUP1

o

Send Ctrl-Alt-Del

Hint: Press Ctrl-Alt to release the ¢

Lﬁ\‘vgﬁwiuwdrmfbjb_}f\

sdalin il L 3l d |, asio

Welcome to UMuware vCenter Operations Manager - 5.8.1.0 Build 1637685

Browse to https:-,192.168.1.206 to use the application.

Log in as the administrative user (default “admin™) .. . .
to configure UMware uCenter Operations Manager. R 39, Segme 45 5 S sl

To get a shell prompt, log in to this console as "root”. Oparation Manager e
Rbsos Gl o el el ol
uj S &I 5 S L;")-’T 3

J\:,S oslaial (ol ol u.ﬁpul.ﬂ

Login Use Arrow Keys to navigate
Set Timezone (Current:BST) and <ENTER> to select your chc
& https//192.168.1.206/admin ¢ ||B- Google o U,UJT shsiag S5 el (J3 J1 rl:.u'\ S

B vcenter Operations Manager Administration $lr 4wl S | o) 1, Hitps://192.168.1.206

Version 5.8.1, Build 1637685

Log]n .J:-.S .))‘_5 ‘) J}}’ PR JUJJI\QV,\-\/\,\,Y"\ Ju).)i

b)_,.:_cjnjjadmin Lgﬁ)lSCUm.Li)'Lj&mJJ

S s s vmware

User name: admin

Password: ensodl
Login ) —
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- vCenter Operations Manager Administration

Version 5.8.1, Build 1637685

Initial Setup Wizard

VatisslApplance Detads Provide the details of the vCenter O

Manager virtual

Change Passwords
2 = Use hosting vCenter Server details

Specify vCenter Server
iy Deselectthis check box if the virtual appliance cannot reach the hosting vCenter Server due to network or other con
mport Da
Linked VC Registration Hosting vCenter Server address: veenterl.vmadmin.co.uk I e
Hosting vCenter Server user: vmadmin\andy.barnes T—
Hosting vCenter Server password: escosscses
Analytics VM address: 192.168.1.207 : —

vCenter Operations Manager Administration

Version 5.8.1, Build 1637685

Initial Setup Wizard
el Aopiae s el Provide the details of the vCenter O Managervitual
| Change Passwords Security Alert 2
Spedify vCenter Server z 52 3 = 5
': Unable to verify the authenticity of the specified server (https:/ivcenter1.vmadmin.co.uk/sdk). T other constr
tData
| Irpor The following are the particulars of the server certificate:
Linked VC Registration
Thumbprint: bd329502971d43cbf7166849c1a709cbfaaefc12
Issuer: EMAILADD com, CN=VCENTER1 in.co.uk,
OU=vCenterServer_2014.01.09_202701, O="VMware, Inc.”
Subject: EMAILADDI com, Cl default
OU=vCenterServer_2014.01.09_202701, O="VMware, Inc."
Valid From: Jan 8,2014 10:03:32 PM
Valid To:

Jan 7,2024 10:03:43 PM

Do you want to proceed with connecting anyway?

Click "Yes" if you trust this server. The above information will be remembered.

Click "No™ to abort connecting to this server.

vCenter Operations Manager Administration

Version 5.8.1, Build 1637685

Initial Setup Wizard

Virtual Appliance Details Admin account

Cisiige Passwords Change the default password for the admin account. The admin account is used to access the vCenter Operations Manag,
Spedify vCenter Server Administration Portal. The password needs to be atleast 8 characters with at least 1 digit, 1 upper case letter, 1 lower cas|
letter and 1 special character.
Import Data
Linked VC Registration Current password:
New password:

Re-enter password:

Root account
Change the default password for the root account. The root account is used to access the vCenter Operations Manager virl
appliance console. The password needs to be at least 8 characters with atleast 1 digit, 1 upper case letter, 1 lower case
and 1 special character.
Current password:

New password:

Re-enter password:

Hosting VCenter s ;s 5 amio ol 5o
>, VCenter _.,s1 wL Server address
LU ea USer o e s Cuand 5o 5 A8 5505 1,
5 Ly e VCenter syl 0T L &S )8 ol
Ol 558 305 5 43S 3505 15 S o g e |5 O
Cooed 53 ol L2l andls a5 S 5505 oa |
) o ol 3 3 sl Oles Analytics

A8 SIS Next g5, 1 5 S 5l

Next s, » SIS 5 L3 Sledlbl ST 5l

s 4 by, Certificate gaio

Yes 5, » b oS 553 . sl VCenter

AS SIS

Sl b St a3y Ll amio nl 5o
Current o3 ;5> .08 5,5 Acoount s
WCamd 35 4 a4 by, Password
New i ;s 5 S 505 |, vmware
S35 230l 155 L= 5e, password

S SIS Next
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w)ssfe\ﬂsqfu&‘mw\)s

EE] vCenter Operations Manager Administration

Version 5.8.1, Build 1637685

Cad 53 5 LS 3,15 Display name

Initil Setup Wizard o3 &L VCenter Server Address

Vel fpplance Detals Specify a vCenter Server to monitor.

Change Passwords =
Displ 2 | .

e T o P Coand 53 oS 55151, VCenter ;5 ,w Jols

Import Data vCenter Server address (FQDNAP).  vcenterl.vmadmin.co.uk ry

Linked VC Registration Registration user: andy.barnes@vmadmin.co.uk

Lol bl Registeration user
Collector user (opti andy.b in.co.uk

Collector i Uy VCenter 5,0 ;5 &S S 5l

& gx AS syl Uuser@domain.com

03 .S syl 1y s e ss r\.’» (eesd sl

L 5,8 Oles oL s> Collector user e
L aes SIS Next S0 s o2 A Olmis o (S S Next (55 55l |y sl adls m e Olg &S Kos )8

vCenter Operations Manager Administration - g J"‘Lb IR0 Jg"'“

Version 5.8.1, Build 1637685

Registration - - - .

z — 2 ij.:qg; ul&w‘ A=l U'l‘ BE]

Registration
Z . L . .

Registration status BEl ;‘ sl o R RegIStratlon

Service Status: Running

SSL Certificate Status: Issued to VMware, Inc., Expires Sep 3 12:59:44 2041 GMT . .

License SKU: vCenter Operations Manager Foundation 5.6 )J LJ\MS& 0.>l.0.'\'...«:‘ EXCha nge )‘ .)_9}- )jﬂ

License Mode: Foundation "

License Status: Licensed

SMTP /SNMP 5 5,15 cami  pmen

vCenter Server Metrics Profile

Metrics Profile: | Balanced profile | | Apply

A

vCenter Server Registration

| New Registration |

vCenter: VCENTER1 Update | | Unregister | | Find|
vCenter Server Address: https:/vcenter1.vmadmin.co.uk/sdk

Connection Status: Connected

Registration Status: Registered

Registration User: andy.barnes@vmadmin.co.uk

Collection User: andy.barnes@vmadmin.co.uk

Cont.

vCenter Operations Manager Administration

Version 5.8.1, Build 1637685

Enable report s« S & o5 ol s

L EEE ) SMTP / SNMP

SMTP / SNMP o3l s okl 1, email  service

= —— 43S 50y 1, 5= L=l Exchange S

— [¥] Enable report email service - PRSI APES s JL} > EXC ange erver
Setthe SMTP server settings. These are the settings for the SMTP server used for email reports. . . .
j&b)‘)b}}o‘ﬂsqrb&VbWJJ

Server address: 192.168.1.220 Port: | 25

Default sender name VMware vCOPS

Default sender email | vmware-vcops@vmadmin.co.uk JJ‘} b ""JJJS )‘ Lﬁgﬂ (_}':""i‘ ‘{"A L}:'mi‘ S 2

[] Server requires an encrypted connection.
J:,S;QSNeXt RIS

["] Outgoing SMTP server requires authentication.
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vmware: vSphere Web Client # @ U | toabjani@er
History D X | G} Home
—— ;
& voarar > vntors Operation s = 5l a4
[ Rules and Profiles > . ~ . .
() vCenter Orchestrator > _JJ H_ﬂ g‘ % ;.:‘. @__Il 'Q 95 s BUR: VCenter )th Manager
Administration > VCenter Hosts and VMs and Starage Networking  vCloud Hybrid vCenter "
Clusters Templates ISE{V\HCE Orchestrator
] Tasks nstaller .
B LogBrmer VCenter (5, , Home (a=ino

[T4 Events
_ | e =il [
& Tags 2 S \gﬁ\ = L

Task Console Event Console Host Profiles Customization

Specification
WManager

@, New Search >
|H saved Searches >

VM Storage
Policies

Administration

& &

Roles Licensing vCenter
Solutions
WManager

W

vCenter
Operations
Hanager

LS Js Oparation Manager

ft @

vmware* vSphere Web Client

Lo § vCenter Operations Manager

vCenter Operations Getting Started | Related Objects

vCenter Operations Ho... o

Ceter Opesations Manager vApps

vCenter Operations Manager {192.168.1.206}

1

& ;5 Related Objects s 5,5 31 amio o0l 53
ol 2 « |, VCenter Operation Manager s
6));{)‘)3‘(}@‘4%-’JJJ&‘J-."%-?S@°MU“|P u,u)JT

S SIS o jasiie 0,1

Wl@vSphereWeb Client {7} Login Page x|+

€ ) @ https://192.168.1.206/vcops-vsphere/loginPage.action

vCenter Operations Manager
vSphere Ul

PR iy barnes@vmadmin.co.uk
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vmware vCenter Operations Manager

© | Configuration | Notifications

LogOut | Help | About

Alerts

STATUS FILTER

L

SORTBY
2 | [z B

|| Environment | Operations.
4 [l London Relationships |
4§ custera -
4 [ w0t vmaomn couk -
& vaveest ass
4 [B esx-02vmadmin.co.uk
| t— Health Wonlosd Faults
ASAT000V
§ Anaiytcs VIt -
i B worwo (1or1)
B oct
B ©x20138
Lnc2013A
LYNC20138
scom
B uvi CUSTOM GROUPS (4 of 4
§ VCENTER1 & o
veot
VEW-WINT-001
i () vCENTER SERVER SYSTEMS (10f1)
VEW-WING-001
VEWCS1
VEWSS1 (B oamacenters (1of1)
VEWWNT
VEWWNG -
reptca-c0s0tssacte| (B CLUSTERS (1of1)
replica-£9a16806-7855-
replica-d085300-058e-|
() wosTs @or2)
@ vms 21or21)
(B oatasTores 2or2)

[T T x D IR < [x D D DX DX [ ] x]

vmware vCenter Operations Manager

@ work | octons 7

9]

Configuration

Notifications

LogOut | Help | About f|

4 [ VCENTER1

Environment [ Operations | Alerts

4 [l London
4§ custera
4 [ esxi01.vmadmin.co.uk
B3 localesxi-01
4 [§ esxi02.vmadmin.co.uk
B3 datastoret
& Asat000v
@ Analytics VI
(3 BACKUP1
oct
@ Bxeoie
3 LyNC2013A
& Lync20138
& scomt
@ uwvm
@ VCENTER1
@ veot
& VEW-WINT-001

_Detais |

© Health (World)

(3 replica-e0e91e56-3¢1d-
@ replca-e9a16306-7855-
(8 replica-fd085300-056e-|

@ ¥

NORMAL: Not calculated yet

Population Distribution Over Time

100%

0%
& Hours Ago
Now

W% | 8

Top Offenders
Object Name
e
(@ Anaiytics Vit
& ASA1000V
B BACKUP1
Boct

& Bxeorzs

& LYnNC2013A
& LYNC2013B
& replica-e0e9...
<

14 I pagel  1jotal b M|

2
B

ii

sssssss8s3

Time

% % | &

o3
8
-4

I

*s2
Pso
P7s
®100
®100
Pe7
b7
®100
®100
*100

& Oooecooeee

Rule Name:
Email Addresses:
Conditions
Alert Types
V1@ system
[VIE Heatth
VI Fauts

Object Name:
Children:

| Emai Admins

| andy.barnes@vmadmin.co.uk

M@ Administrative Alert
[ @ Environment

[¥) 48 Workioad

| World

~Criticality Levels.

O critical
€ immediate
@ Warning

Include Chidren:

vCenter Server[v] Datacenter[¥] Cluster[v] Host[¥] VM[¥] Datastore[¥] Custom Group[¥]

[ ok [ cancel |

W4 | page] lort| b k| R

Displaying 1-10f 1

| ok

125
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oy e 5 aeile IS slaas Environment

il 03 S asie 3SOT L

&5 ekl s Operations s s

.C,\M‘e..\..iob‘.)uiiul.ﬁv’vl)u)jﬁ)"

5L Gamiw s 5 S S Notification
New Notification 0,71 ss, » ot
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SESXi 39w 99 ILO2 0)2 &gvb‘

Ol a3 sl a by o Dlos 5 oS Jeate a0 &y

(et rle;;\r.hk{b

S35 55S Doso 4 Ol sl s 3 Sty (5455 S S o ol S ESX 50 0 Yol
(S U b ol O S35 2 oS 3503
oS ol 0l azi ¢ Of g5, DNS ol s o5 3o
5,50 ILO2 iz 4 55,5 sl Dbl -l

s

bl st gl |y Sledbl IV s
RIS

o Gk 3 B Lo 4 oy ‘V-:MUML;»UJ”LOZ Cogoa bl A i e 0o
S ol s S 4 aSSL (6l ) e boays 4 Dbl bl eS| e sl s 1y oSl DHCP
R Soxe a kb s bl |
23 B ESXi DI @f; 6\ﬂ
SLes 1, F8 S ol 0lej s 5 S
s OF Dledas 5505 b aas

o.«\AL\iﬁ 555 J.i,;d )J b t}@}»

(HP el las 8 o) LS

126



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

Integrated Lights-0Out

File WAAAEIS TTser Settings About J (".’."\":“ J'la" SR QL"?A’"‘S 3)\) J'.’.j"‘: u—.’.‘ 0°

NIC and TCP/IP AL JHILO02 &)y U'“J"T e S
NS DHCP

g5 Network g b

do IS5 G oass ol |, DNS/DHCP

Under Network, Select . .
DNS/DHCP option 2y bl

Integrated Lights-0Out
File WEASEEYS Tser Settings About

S SIS FL0 55 dmy 5 ol |, OFF

MNetwork lutoconficuration

255 Save ol b

DHCPF Enable
LNS Name ILO

[FlO]=Save [%"]=Cancel [F1l]=Advanced _)\?S &?JS ESC RIS A

Disable DHCP here

Integrated Lights-0ut
File NE=AEFdY U=er Setbtings  About

IC and TCP/IP LSQ); 9 Jgﬁ Network S5 JJU ULUJ
DN /DHCP

Directory J.,;,S ubﬁ;\ b NIC and TCP/'P

Under Network, select
NIC and TCP/IP option

Network configuration.

127



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

..... e e e [P Address e s 5 i ol o
l'>"‘f.| BE) LY J}>. J]a; -’)j" IP L)A)JT
—MNetwork Configuration
HAC Address 00-0b-cd-0£-00-94 9 &S oyl 1yl WVYATNYE
MNetwork Interface Adapter -

Tranzceiver Speed hurcoselect axy

IF Address b)‘j YOO,YOO’YOO,' V‘A ‘_) SUbnet
Subnet Maszk

Cateway IP Address : : gateway IP - 5 33 B J\?‘S
[FlD]=Save [ESC)=Cance

.3)‘) b J‘)?.- J:ﬁ) J»JJT V.h addl"eSS
Mow assign iLO IP
address here U ows KIS F10 655 5 5 AS

.b}..i o];'-s Sledb|

Hit [ZPACE] to change this setting.

Integrated Lights-0ut
IFBN  Network User Settbings About

Set Defaults

9 J".’.j":‘ F||e S J)‘) (Coraond L)'i‘ BE

215 0 55 S gaelsl 4 5

Exit this utility.

oy 8 ol &l ) sy
L Y- sls <.l>,u'\ e

Proliant Onboard Administrator
Powered by Integrated Lights-Out 2

S mﬁT 3,05 ﬁ)ﬁ;‘ S b

Login name: Administrator <=

Password: [seesssse "L.’.j‘ngp

https://172.16.1.245/

< ight 2008, 2009 I kard L.P. ping .
R Jbbjylpélq-ww)b\d‘).}
Contains security software licensed from RSA Data Security Inc.
Portions Copyright 1989, 1991, 1992 by Carnegie Mellon University
Derivative Work - 1996, 1998-2000 Copyright 1996, 1998-2000 The
Regents of the University of California

.J.éSb)‘}bJjPLIP JUJJTJ%L’
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System status L S e odalive 4S5 5bolen
Status Summary a )
Summary Server Name: L.’. I LOZ U""u J) “5 g_,.;.ﬂ.%jﬁ
System Serial Number / Product ID:
Information
uuID: d - h .
iLO 2 Log System ROM: P62 10/01/2009; backup system ROM: 10/01/2009 Integ rate ng ts Qw
mL System Health: @ ok
Diagnostics Server Power: ©on . G
i02User | U Light: BT @ o amio 4 gt S ‘v_i\o.u
Tips Last Used Remote Console: Remote Console
Insight Agent Latest IML Entry: POST Error: 301-Keyboard Error I P - =
iLO 2 Name: 4 DI Lfo‘)b‘ (J.:S olga
License Type: iLO 2 Advanced
iLO 2 Firmware Version: 1.81 01/15/2010 - -
IP address: 172.16.1.245 d‘ O S >% LJ"J)J‘ Q\J,Q_A
Active Sessions: iLO 2 user: Administrator ) "
Latest iLO 2 Event Log Entry: Browser login: Administrator - 172.16.1.51({DNS name not found).
iLO 2 Date/Time: 02/01/2015 07:03:26 - \ ol PY ) ol - ‘ o)
Sl 53, 01 05,5 0l 0

35 okl 0l g e andl S 5 S sualin iILO 2 Firmware Version a.

User administration s, » — Cww 5l 5 453 Administration s 5505 Yo cwd 51 5 5,

S ysbiles S (SIS

iy Integrated Lights-Out 2
[a HP Proliant - .
dminisration L ols S S s odalis

Local Accounts 9 | Administrator L
Lo 2 Local Accounts
Firmware Select a user

Licensing QT J:.'?’J (.S‘J‘f ‘\S ))‘J Jj?‘j

-

Adm\n\stratiuﬂ\ _

Settings L . o
Access J—’ 9 %.Jt?b\-l‘ ‘) d‘ V\f‘y&

Security
m View/Modify <5,
Management
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. 2 s P

Modify User a Use B A S A
JJ“) b J‘)}.-JJGJJ))A ?b cName

User Name: babajan $——

Login Name: babajani . - .

Password: seeseesseee — VA Password et )J J J':S

Confirm Password: ssssssssssesl

Administer User Accounts: ' Allowed Prohibited (5}) B ) JJ‘) “) J).}’ J\i.)\} J'ﬁ)

Remote Console Access: ® pllowed ) Prohibited

Virtual Power and Reset: ® Allowed O Prohibited .

Virtual Media: ® allowed O Prohibitad ‘-g':ls Save User Informatlon

Configure iLO 2 Settings: @® allowed O Prohibited j

Restore User Information Save User Information . .)\,.S
User Certificate Information

LD 2 Mame: ILOZUX00306R]

Current User: Administrataer P 6‘“4 9 C,.«.»‘) e )\ Jla_» S0 st )\ C)JP- LS‘)'.’

L e e 5 S8 pL L s s SIS Log Out (g,

s 3l

S s 1y Dbl 5 Ll adls et O 4 Wl 5 e ok cpl 5l s S

7 Integrated Lights-Out 2

HP Proliant - System Information w3 31 S

System Sfatus Remote Console Virtual Media Power Management

System Health

st e L ESXi
Summary PSS Fons | remperstures | Power | bt

System .
Information Fans: @ ok; Fully Redundant D3 (S8 ‘_) ESXi JALOM L""i‘ “ G Y
iLO 2 Log Temperatures: & Ok

™ML VRMs: © ok @Svﬂb:r&bﬂozg&)ﬁjﬁsﬁw
Diagnostics Power Supplies: @ Ok; Fully Redundant
iLO 2 User Drives: D ok v.ib‘)s
Tips

Insight Agent
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o3 DHCP s e b 5l il 55 OolS 5 w38 Sy a0ls 1) Sl (ke 55 Sl 51

S o 3l OIS 05 S s s sl QUEUES s o 3l Emy opl 5 il axils
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& Quick et m
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1 Wireless d = | A T |o
5, bridge # Name
=E PFP 244 &1
= 24 @R
fdic 23 B6
s P [ || 240 a8
- S . =31
=8 22 @17
77 MPLS P2z ms
5 231 13
> )
#2 Routing 2 530 a0
&5 System I 228 =R
e Queves g—v 225 &25
225 226
|__| Files 224 &27
223 =28
Lo
L] ~oa 21 @
;gl Radius 222 &3
B ot 220 @32
A Took 29 @3
|| New Terminal 218 [EE
|, Make Supout rf 217 &35
= 216 @23
New WinBox 203 &®37
N 14 =20

New Simple Queve

General | Advanced = Statistics

Traffic

Total Total Statistics

S SIS Queues i, o S Sl s S S S 2l

w5 3l 172.16.1.79 01 sl es,l8 310 ooy ol 3
O ol & s S S S S i a5 Rule S o sl
5 sl cs stT 535kl ce e gl &Sl bl 128kb

LS SIS+ L;wﬁjJQ”J..:SimpIeQueues;.A:w\j.rmiwzg

Simple Queves | |rterface Queuss  Queue Tree  Qu

o ||=| & #® |2 | |00 ResstCourt:
MName Target

2 {E 1 172.16.1.1

2417 @84 172 161 4

<=l4 cName CA-A-AM-; DL v\ib Jg..; L)'i‘ P

II
=

Targetw))j_lfs.))“} bﬁ)lS

Name: |User-75 <— Cancel
Target: 17216179 4— ¥ - Epply .. -
Dst - - éJtLSJ)‘)‘JJJ‘-’-’)jﬂ){)LSIPLﬁJJ‘
:
Target Upload Target Download _)‘_.,'L, Ao o & | VY AT,V l""t’.‘ 33
Max Lim'r:ﬂ128k ¥ | [256k ¥ |bits/s
A Bust A Slu- Target Upload s s
Burst Limit: |unlimited ¥ | |unlimited + | bits/s JS g p N
Burst Threshald: |unlimited ¥ | |unlimited * | bits/'s . S lS ‘ \ J)JuT -
- R || 55 o2 IS S 2okl e
urst Time: |0 0 s
S Target Download c..3 ;5
e VLY RS B bj.UJ e J.ZS\J:—

3 gd sl 3y g0 Rule b ues SUS 0k (g5, o ledbl 05 S 5415 51
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Ad Quick Set Rule .S o cdalie a5 5boles
¥ Interfaces Simple Queuss | Interface Queues  Gueue Tree  Queue Types

1 Wireless g =| ¢ % |3 |T | 00 BesetCourters || 00 Reset Al Courters 1 5

. ol b el B s

o, Bridge # Name Target Upload Max Limit | Download M;

== PPP 247 & User-79 172.16.1.75 128k 256k .

= S ol ot sl 172.16.1.79
o

b b S Sl eslizad Jl= s sy ge 84S ol sl 0 SOl el el 50 3 0T 00T K

S o8 geslaal (geas OLAS S das o Sl L5 50 3 555 e gﬁ)mpo}(]j gl el s

Simple Queue <User-79: el S J:"f. |
General Advanced Statistics Traffic |Total Total Statistics
- - H - P
Target Upload ‘» 4 Target Download )‘ \ “L.'. B Trafflc oS J)‘j JS‘
Rate: |2.3 kbps 4 120.7 kbps Aoply
Packst Rate: |4p/s 11p/s - odalu ‘) (. r’*'-’“...‘ J\ )‘.,)Lg <
= -
S il
DS Jda ¢
[l Upload: 2.3 kbps
[ Download: 120.7 kbps “ ” “J . - &
NN IRAT 2SS S ey L 46,50 V-
Reset All Courters a;J.S &_éj@o b C"f"i‘ )\ )\JJ.A 4
Il Upload Packets: 4p/ Toreh
ploa: ac 5. pss - . Jgﬁ: ls . | | - \
4 L Cw
B Dowrioad Pckets: 11/ b 0l H TR e
(]
enabled S
Simple WUEUEs | Interface Queues  Queue Tree  Queue Types
+ | Upload Max Limit 5 M . RS
& || =|v|%| @ |7 |ooResetCounters |00 Res ¢ - Gpan JlAie 055 jesie
+ | Download Max Limit |
H MName Target - Uploaded B...
Burst/Burst Limit 3 : .
7 B3 172161113 8asMB| 4| T oy o= s
5 {2 Visstyar2 17216170 Burst/Burst Threshold 171 MiB - kfii D2 RHTIOL E e
2 BEmmami 172.16.1.97 . 15.8 MiB
547 User 79 55856 EUELERERIES OB - | S s L s s
6 B Resmeit3 Show Categories Time/Time o] Sl SAS o s s 208 )
17 B, DetalMode Trsles Heme
58 £ Sohrabi ire rmrr s Packet Marks 40.7 MiB cShOW CO|UmnS Coaond )‘ 9 J\?\S
4‘? g'??“i!‘ st [Show Col — Upload Limit At ;’; ﬂlg
ghadrdo ow Columns - o 5 Mi P .
4 Bzsedghgo | : Download Limit At wroxs| Total Uploaded sau 8 55 &G
21 B srozheh Find Ctrl+F Upload Priority 5.7 MiB
185 & Amir Rezaei Find Next Ctrl+G o 5.9 MiB
31 @Mahdavitd Download Prierity 12sus| Total Download Bytes , Bytes
5 Doafan Select All Ctrl+A Upload Queue Type 30695 KB
34 {& PoorMortezs o load Q 5 15.2 MiB
185 & m.ahmadi2 Add A ownloa Ueue lype 10.7 MiE - 5 . . at
32 & gharban Parent Im20Ke| (SR A Jg"‘ 03 S %’l""’\ B
134 & Dadwes 1969.8 KiB
42 Bmfai Remove i Upload Avg. Rate 6.0 MiB .
193 3 Sohtani Enable E Download Avg. Rate 6.4 MiB J-:-SL;6 odalin |, )8
4 2 m mashayek Disable D 4078.2 KB
5 B afiatialab Upload Avg. Packet Rate 1937 1 KB
1 Bbakhtian Euminent < Download Avg. Packet Rate 1821.9 KiB
51 Ebeyi 28732 KB
198 s jahangit Torch Uplead Queued Bytes 5125 KB
112 & Taghavi-Mobile 172161123 l Download Queued Bytes 42796 KB
45 fkerami 17216192 1795.7 KiE
190 2129 172.16.1.128 j  Upload Queued Packets 1054.2 KiB
57 875 17216175 Download Queued Packets 1267.2 KiB
236 Boueush 172.16.1.16 ¥ Total Uploaded Bytes 254.8 Ki
1 B1% 17216.1.136 3965 KB
242 &5 1721615 ¥ | Total Downloaded Bytes 109.5 KiB
212 =41 172161 41 Tied el e d Bl B811KR
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# | | Target |Upload Maxx Limit | Download Maxe Limit [Total Uploaded B... | Total Dowrload... © |Jotal Max Limit fi... | . .
b1 172161113 128 266k 5MB 1522 MB ™ 93 """'Sgﬁ" sdalie oS )}bdl&-"
54 17216170 54k 54k 17.1 MiB 1347 MB ™ -
2 172.16.1.97 128 256k 15.9 B 132.2 MiB ™
i 17216174 128 o8k 122118 L T .| |
3 172.16.1.152 128 268k 97.0 MB ™ : -’_}'L-’ ;}L B -
215 [ Exchange 172.16.1.39 128 256k 1747.9 KiB 955 Mg ™ J 2D Sl Oy
117 Em.ahmadkhani2 17216177 128 266k 116 MB 92.3 M8 ™
58 5 Sohabi 17216195 128 266k 408 MB 7.8 MB ™ L . ie <5 ‘ .
3 Btaghavi 172.16.1.98 128 256k 7.9 M 69.6 MiB ™ Bo - L
N Bohaddost 17216157 128 sk _ T 25 Mg 67.6 MiB ™ Slrlh DLy sl e
43 Bzsedcha 17216182 128 266k 40775 KB 57.8 Mg ™
185 {2 Amir Rezaei 172161213 128 256 60 Mg 57.1 Mg ™
21 Rsrozbeh 172161128 128 266k 5.8 M8 56.9 MiB ™ - s
31 @ Mahdavit 172161118 125 256k 126 MB 9.9 4B i1t Dt ‘M"‘_;‘ ol J'Uls >
24 EPoorlloreza 17216196 128 256 15.3 M 497 M ™
5 Rsafai 172.16.1.50 128 266k 3063.5 KiB 433 M8 ™
189 Emzhmad2 172161124 128 266k 116 M 479 MB ™ .o - s <
124 @ Dadms 172.16.1.180 128 256k 4233.9 KB 40.1 MiB ™ JL.’.) ‘J‘J‘.’)ls sldas )"u’: aS ""‘.:“1’
2 Bgharbar 172.16.1.141 128 266k 3343.8 KB 32.8MB ™
2 B 17216178 128 266k 183 MiB 325 M8 ™
1193 @ Sokani 172161133 128 256 caup i m

Simple Queue <Use

;)J&Qkﬁf@|‘w‘°“

.(..:...VALMZ@Q:l;uijyfdl;-ﬁ(ﬂé})j\AS,LZL.,L;«J:SJJ&):

General Advanced Statistics |T|E|fﬁc Total Total Statistics
al’ga Upload Target Download
Avg. Rate: [3.3kbps | [191.7 kbps | ey
Avg. Packet Rate: |6 | 18 |
Queued Bytes: | | | | [ Comment |
Queued Packets: | | | |
Bytes: [37314 KB €— | [126.0 miB - | Remove
Packets: |42 645 | [102579 |
Dropped: |57 | 4404 |
PCQ Gueues: | | | | Torch
enabled

New Simple Queue

General | Advanced  Statistics Traffic  Total Total Statistics
Name: |User-79 Cancel
Target: [172.16.1.79 |=]% Apply
= -
Target Upload Target Download [ Comment |
M Limt: [128k |+ 256k |+ | bitss
e
2‘:': Limit: |unlim'rted || L | ||.|n|in1'rted || * |b'rtsfs Iﬂ‘
Burst Threshald: |unlimited [#] |unlimited | # ] bitssa
Burst Time: [0 | [o |s | Reset Al Courters |
—w—Time Torch
N
enabled
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New NAT Rule
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L) Remote Desktop Connection - &
| Remote Desktop
“»*) Connection
Computer: |51.51.51.55:2D2D s — v

Username:  None specified

*You will be asked for credentials when you connect
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Ll s« S Action > ;5 5 Action 5 s
General Advanced Bdra  Action | Statistics
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|
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. Explore =

File Wew Help

o= Start Page
SPOINTZ013 (CRCIS-TEHIsharepoint)

Fiter: - Ban - Ghshowall | Group by: Edit Permissions...

[
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=
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Add Site Binding

55 S SIS A ) ool 5L samio o

Type: IP address: Part: Add...
fhktp | Jerunassiored =] JFesl — i ;l "y 1"‘5 -’J‘ﬁ 3}5_ °|j>.d_> FRCIR &, Port 5

Haost name: |
! —— | Lol cd 4 S e U AeS SIS ok

49 - 4 3 - W 0}
Example: www, contoso,com of marketing. contoso,com Erowse - . ‘)-}A ‘)ﬁ: - - LS)J

@ﬁﬁ@ﬁmw;)\j,\ibsijoﬁ

oK I Cancel | Close

g
> C Lopde Cand 4 D 3 A
Application Management R P 0 T
Central Administration Cond 2 ‘ ‘C"':‘:’, A rtd A
- L:-Ow Web Applications o oL
Application Manage web applications  Configure alternate access mappings . .
Managemen === _ _ f Application Management
System Settings IE'_S?-J Site Collections
"~ Create site collections | Delete a site collection | Confirm site use and deletion L. . B
Monitoring Specify quota templates | Configure quotas and locks | Change site collection administrators (.5)) o ok Jb. LSW BENS) "\T’.}M

Backup and Restore wiew all site collections | Configure self-service site creation

Configure alternate access

Security [“3‘4: Service Applications

Upgrade and Migration Manage service applications  Canfigure service application associations

Manage Services an server .qu.:.:.g ‘_i:.LS ma ppi ngs

General Application
Settings

Databases
Apps : Manage caontent databases | Specify the default database server
£ tho dabe cot "

Alternate Access Mapping Collection:  Show All -

Change Alternate Access Mapping ¢

Change Alternate Access Mapping

Collection s o 3l S Ol 1, Collection

Public URL for Zone

http://spoint2013:7070

hitp: int2013:5050 . .e H H
PHIEPOINTEDTE=03 S Olssl | s L s, 5 Web Application

http://spoint2013 '

hitp://spoint2013

http://spoint2013

Select An Alternate Access Mapping Collection - Mozilla Firefox
L http://spoint2013:2020/_admin/SelectAlternateUrlCollection.aspx?Collectionld=8a736f22-a819-4660-b772-f1
Name URL Web Application s .5, ;s b o
Central Administration http://spoint2013:2020
SharePoint - 5050 http://spoint2013:5050 . ‘ot . p}
— = J:.SULDQJ“)J)}JEJJJ}A
SharePoint - 7070 http://spoint2013:7070
SharePoint - 80 http:/ /spoint2013

\ Cancel
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Add internal URLs Cand ol 53
E2 Edit Public URLs | = Add Internal URLs | = Map to External Resource S0 o oY

Internal URL Zone v\gﬂs &:-J\S
http://samin Default
http://172.16.1.22:555 Default
http://spoint2013 Default

Alternate Access Mapping Collection:  SharePoint - 80 -

URL protocol, host and port .,\.:..s J)“} ‘) CA-:J:-%’" LS‘L‘iJ;‘ Zone Cotond DL,
http://91.91.91.95:555/ % ~
Zone 4 b JJD'- PUblIC u.»).)‘ URL Coonnd 0209
Internet |v | 4——
J:.Sb)‘jbv\iﬁjsr.:knjt}ﬂ.;)‘Asg)ﬁo‘ﬁA
/'I_ Save Cancel ‘.)‘c;-s :.. Save LS‘)J ﬁ j

> Sl 1) S S Sy LV 5 e pladl 4 iy g e e b L Ol el 5l i

S el S e Sl

A& Quick Set Ll 4 5 S Ol | Firewall gas STIP e )
| Interfaces Fiter Fules MAT | Mangle Service Port

T Wireless I%—HEI Izl @ ‘_) + L54"'ij§ J “\‘l}":” NAT s -’)‘} IR0 Jg":‘
d

T, . .
@ Brdge \Action |Chain Src. Addre S ol
=3 PPP \: Local
- 0 =l mas... srcnat
(s Mesh . ParsOnline
25 |P [ 1 2l mas... srcnat
MAT Rule <5553 - .- o - .- .
Genem||i\d\ranced Extra  Action Statistics e .)b ) J‘i,}"# General b."" J.)L} ‘j'.’._}"a" g_)'.’.‘ ‘)J
Chain — [ Cancel _ .
S Addess | = = Comd 3 5 AiS Olxsl |y dstnat s« S Chain
N - )
Protocol: [1[6 ficp) e [¢]a Commert J\:.S ul;-;:.:\ ‘) TCP 64...3")5 V-b PrOtOCOI

Src. Port | |v Copy
Dt. Port: [ 1[555 4—— |« Remove

Any. Port: | |+ iEsitinks LY J\.;.S .))\_9 b g}j‘)ﬁ (.5°JL°"':‘" .LLL DSt. Port Coaond BE)

In. Interface | |v Reset All Courters
o e | > )lS U'~’~‘ )‘Juucv\.ib‘)s J)“j C;"".’.ﬁjz‘.“;’ CJL@.JQ.Q".'* Cand ..)J
Packet Mark: [ |+

Connection Mark: | |+ 5 1 -

A 55 Action s s

Routing Mark. | |- ..)"'d b'ﬁ, >0
Routing Table | |'

Connection Type | |v
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NAT Rule <5555 . : . - . .
General Advanced Edra J“<3ti0|'1|5ta|tistics 64&’,‘; ACtlon )D 2 ACtlon u )J
on: [ o . "
peer: [ L e ] To s s 5 4SOl |, dst —nat
(1 tog '
| - s s g T L Add
BIEE S R e e R u.u)b‘ .a\.lL’ ress
To Addresses: [172.16.1.22 | o
To Ports: |555 |A Copy < . Lm.% J\.)L: - - - m |
PR A S e 93 9 o D)1
~
Rule b 15 SUS 0K (g5, 5 A8 5,051, 000

g sl lal s se

o G 555 o g b ol s 0 Public wﬁT&i;l’)" Lilgn B el wufﬁw‘)ls(,w,-u,{

LY

oS o3linal 53 sl 31l s (5

http://91.91.91.98:555/

€ 91919198555/ my/Personaspx g @ [Q pearch | B ¥+ & =

FAE C BERDPVCANIRWENC (5 -, SkDrive Ll g.o.
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Ayl saalled pad sulell dadpd

siti 1 pad Gulos

S
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Sy
@ asliy
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3}"5? &0 & Queue 3° ,:,IS élﬂ“‘

Ls‘j" .L:.tb‘jw }5‘ Lol eﬁ.b; LS"’UJ"["QL") Queue M)Jf)g JL’>U“‘ 6@}% cuwﬁw)é

) Sl S e a1y L g 3 g a6, s IS Lo (oS iy QUEUE LIS (o5l sl

&7 [Pvb I
2 MPLS Y Consale
#2 Routing [+ Drivers
Health
§85 System = [* =3
History
Q Queues
Identity
|| Files
LED:
| Leg )
Li
L Radius cense
Loggi
}é Tools IZ S
) NTP Client
| New Teminal
=5 KvM NTP Server
Pack
| < Make Supout rif _—
P rd
MNew WinBox asswo
Port
& Manual ors
Bt Reboot
Reset Corfiguration
Resources
Routerboard
Scheduler
Scripts  4——
Shutdown
Cnacial | anin
Mew Script

Owner:
Policy
v| reboot
v write
| test
v| sniff

Last Time Started:

Run Count: |0

Source:

MName: |scriptl

v| read
v| policy
| password

v sensitive

total-queue=default
i

for e from=3 to=254 do={

/queue simple add name="User $&"
target="172.16.1 52" max-
limit=128000,12800 queue=default ‘default

N

S o RS

Al IS Tdly Osm 08 el IS sl ool ol s SCRIPE egs U
3S Cupde el s 0l b 3l Ols e s el

obsl | Seript gau S System cwns 5l 5w pi WinBox sl E 3,5 Sl

LY

S SIS+ s, K asle o

Scripts | Jobs  Environment
L T | | Fun Script
ka_me Chvrier

=E
oK J.:‘).Sc)gw‘LS‘f‘.lfsws‘))?Jb.))jﬁ.kg.&laww\).)
Cancel
Apply
S :for e from=3 t0=254 do={

Remove

S S Source s s S Sy w |

Run Serpt /queue simple add name="User Se"
target="172.16.1.5e" max-limit=128000/12800

queue=default/default total-queue=default

{

= 2 User el L Olls Run Script 5, » SIS 5l ux

K gl oo bl QUEUE a3 55 YO Slues 4 VYY)
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Simple Queues | Interface Queuss  Queue Tree | Queus Types Q)W 4—3 O‘ﬁ)ls ‘-X:;S‘jﬁ OML«-:;.A jﬁ}) L}g"; )J 45 )jbbw
= |« |¥® O |T |00 ResetCourters | 00 Reset All Courters
g s e B B ) 1) IS ol a8 Ll sleml S (ol ol 5l ey 1835
1 BUserd 1721614 128k 12800
2 BUses 1721615 128 12800
3 Blsers 1721616 128k 12800
8 User 7 721617 . "
5 Gums 121613 o 1200 ealts
6 BUserd 1721618 128k 12800
7 BUserid 172.16.1.10 128 12800
s Bumr e % 12500 :for e from=3 t0=254 do={
0 Blseria 17216113 128k 12800
1 Blserid 17216114 128 12800 ) N N N N
12 @BUserls 17216115 128k 12800 - -
LIE 17 1218115 125 12200 /queue simple add name="User Se" target="172.16.1.5e
s B mEi o3¢ f2a00 max-limit=128000/12800  queue=default/default  total-
16 Blser1d 17216118 128 12800
17 BUser2) 172.16.1.20 128k 12800 queue:default
18 BUser2l 17216121 128k 12800
15 Blser22 17216122 128 12800
20 BUser2 17216123 128k 12800
21 BUser24 17216124 128k 12800 }
2 SUsx25 17216125 128 12800
23 BUser26 17216126 128k 12800
24 BUser27 17216127 128k 12800 . X . .
T T R R S OSSOk s oS A bl FOP (gedl 5108 cnl s
27 BUser30 17216130 128k 12800
28 BUserdl 17216131 128 12800 ) 7 _ o . .
T R e S 523 Sl Sl 813 0,8 e sl e S ol
31 BUser3 17216134 128 12800
2 Bl 172.16.1.35 128k 12800 _ )
W Bumw e o 1200 53 haas i3 ) Y sde WS e S0 3 Cad 5o e
3B BUser3s 17216138 128k 12800
3% Blserdd 172.16.1.39 128 12800
L S5/ 6 Sl il ol azi g S sbul (go g clny Jax
w\béwf ‘)/Queue LSA""ijf Ol )‘ M}Jﬁfdnj‘fg L J)‘_}J QLGJ.Q .]a.>').> &‘\ d‘*i‘)ﬁfgf
5 A4S o SIS+ Oles o Add (55, - e s SIMple Co syl 0 3l e 5 555 0 Queue syl S
Target o Of 5l dw (S o oid HI ST L a5 one > 45 Aas el 3 User Se ol 1, Name i
J.ULSL.sQLc)'V.A ‘(..AJ}\E Wdaas w5y el s Jl e Cod 4 Ll e e 4S 550 0 il
| eg
£ Rote ol 5ay Je 5 3l eslial o S |l |y o Sl ol Ol Ll g
% Tools P ‘\Swj.a))dl.«,:nf)eslﬁ.u»c.};}e- )%ﬁd{dﬁ&é&ua)‘)ésé
|| New Teminal .
= KV ‘\ ..L:LS&.:.LSNeWTerm|naI LS)JJ"“:"’:W)‘JSQ'.’.‘LS‘J"
| < Make Supout rif
Teminal [=1E3
MM MMM KKK TITTTTITTIT KKK =

oM oM KEE IITTITITIIT KHE

e 1 e S 1S Past 1S &y po 0 1, S IS L Ole s Jax s

MM MM MMM III 4
TTT IITI KKK KKK

MMM MMM IIT
i) MMM III ] 11T III EKK KEK _
MikroTik Router03 6.17 (c) 1989-2014 http://www.mikrotik.com/ L)'i‘ J‘ J‘*—’ ‘JJS M\_}} Bt JJL‘U O 4 d‘ J_i,,, LY
[2] Gives the list of available commands
command [?] Gives help on the command and list of arguments .. - P
Jl}hi‘;k—l .))jﬁ ).,)15 La J.;A.) ‘)L.Mﬁ Enter 6})]3)15
[Tab] Completes the command/word. If the input is ambiguous,
a second [Tab] gives possible options
/ Move up to base level 'bj""'
.. Move up one lewel
/command Use command at the base level
[admin@ ik] > :for e from=3 to=254 do= —

... simple add name="User target="172.16.1.5e" max-1imit=128000/128
00 queue=default/default total-gqueue=default

foen

144



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

23030505 O glsT g 3glils Cu oo

et 54 S 5 oS o i i SO S a6l el e e el il LT il G

)lSQ_«;Wl;.L}\6\ﬁEsfida}l.«;;u.':.ALSQJHiA{QT&J:.:.:\wﬂ‘sﬁjﬁﬁsjyjfjﬂ)lsjﬂAS

SIS ol Sl oS sl 1 0SS, 5 53 SCHIPE 3,15 4L g5, )

=S o ol | Seript Sas S e System sl o

+ G 2 S0 5L Sl s

S o S

& TPvE T
 MPLS N Caonsole
_ Dri
42 Fouting [ Ve
@ Sysem — Health
Q Queues History
lderti
|| Files ty
Lo LED=
|| beg
Li
L Radius cense
& Tools ¥ Logging
NTP Client
|| New Teminal ! S i
= NTP Server cripts | Jobs  Environment
= Packages
Make Supout fif -
‘_;é VWinBax Password + T Run Sﬂl'll:lt
e Wilin
& Manual Pt me Chwner
E- Bt Reboot
Reset Configuration
Resources
Routerboard
Scheduler
Scripts  g—
Shutdown
Cnanial | anin

Mew Script =&
MName: |Queue Controller
Oure:
Polcy
| reboot v read
Coy
v write v| policy
| test | password
| sniff v sensitive
Last Time Started:
Run Court: |0
Source
Jocal traf;

/queue simple
forifrom=1 to= 254 do={
i {[/queue simple find target={"172.16.1." . & . "/32")] I= "} do={
set Straf [oet find target=("172161." . & . "/32")] total-bytes]
i (Straf > 135997900) do={
i { [/ip firewall addressist find address="172.16.1." _ &i] = ") do={
set ffind target={"172.16.1." . & . "/32")] burstimit=0/0 burst-

threshold=0,/0 burst4ime=0,/0 limit-at=64k./64k maimit=64k/64k

} else={
set find target={"172.16.1." . & . "/32")] burstimit=1M.3M
burst-threshold=512/1M burst time=10/10 limit-at=128k/256k max-
Iim'rt;‘IZka"ZSBk total-macdimit=3M

H
H
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‘local vt
/loeesinple
fori froel =24 do={
it ([/orewe Sngle fird trgt=("12161" . § . V3R] 1=

)
| wﬁjﬂﬁﬁ[ga[ﬁrdtaga:("lﬁlﬁl" 4. 132 ek
| —if (e Mmz{_
] | .
$] @
ﬂ 12161". "/C-Q budHimt=00
o ﬂ&&m oK max
}
yesH{

@t [aird %7216] 'VSZﬂe_mst
limt= urs-hesh M bursine=1010
lImt-a=128050K maxdimit=128E2 5k idaHadimt=3v

¥
}
¥

D3 SREsy o YO8 B 50 | s sitoms S oS S o sl FOP (gail G ctan 51 Jyl VL oS s
LT IP sl & Sl i Giob 51 6 oS o 5 pemssn IF Dt SISl 51 ey s
SNaS a8 oo ol o 3o G Lo LSO 235 b 5 oS Iy ) 500 g8 WYY,
St AS g ol SOl WY Ll S ol jasie i 10T 50T 5 sl Slade i sy ee oS
Lol S o Cali kS N8 s Ll 5T 555l e e 4Kl iy g ol s SO iatne s oS

Oler 5 353 0 .80 Else L 5l I8 gaalsl 3,8 5508 Slms d 31 1 5550 508 5 558 ozl S
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s |l 0T () Sldes @l3s O mae i 51058 e Soygo 53 45 L sl o R R e S
(S eslizad 5 S 51035 S
local traf;
/queue simple
. forifrom=1 to= 254 do}=
if ([/queue simple find target=("172.16.1." . Si."/32")] |="") do}=
set Straf [get [find target=("172.16.1." . Si . "/32")] total-bytes]
if (Straf > 135997900) do}=
if ( [/ip firewall address-list find address="172.16.1." . Si]="") do}=

set [find target=("172.16.1." . Si. "/32")] burst-limit=0/0 burst-
threshold=0/0 burst-time=0/0 limit-at=64k/64k max-limit=64k/64k

{

{ else}=
set [find target=("172.16.1." . Si. "/32")] burst-limit=1M/3M burst-

threshold=512k/1M burst-time=10/10 limit-at=128k/256k max-limit=128k/256k
total-max-limit=3M

{
{
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b QT)‘.LZ.A M‘j@ﬁ‘j“bw C,.Ll.vlia Y4 J.’lj.mSCM«\ ol M}Jg}fl35997900 dde S u—i‘ﬁ
Ol 5 aal 14444V w5xjf\%‘%5\~£onw >J9ﬁm~£\)>)}#>)jﬂ>¢o LUy o

33 e oS VA 0T Jlie (S VAV, B

e OlS sl pl G B S syls 1y 55 g4l wynl 172.16.1. sl gl w0 il e L

L

(ed S el | Ol 4,8 Jzs Script o5 Sl

Script List =B
Scripts | Jobs Environment @".9;@ LJ Q(,.:S b}\ b QT J\ib Mji}: N~
L T | | Run Script X .
Name Crwner Last Time Started Run Court - S Bt &'3']5 L’ J S U'i‘ 4 ("3‘1['3” et J'A
Queue Controller admir 0
\ = &S oy Ladad €811 1, o Run Script
Je b J sl ccnl ool Oley Lo

S oS bl s el 3 Rule < b oo S oslinal K35 S o Scheduler .. 5l LL

LS 1, Seript asise Ol s

R = "
& System ——ti | Health
Hist
Q Queues o
I Files Identity 4o S 5 45 System sl Scheduler s v w555 <l
LEDs
L= Leg . S olssl |, Scheduler ¢
% Radius License :
;;{,' Tools 3 Logging
MTP Client
Bl Mew Temminal "
= KUM MTP Server
= Pack
| 2 Make Supout rif B
P rd
Mew WinBox asswe
Port
9 Manual ons
Eit Reboot
- Reset Corfiguration
Resources
Routerboard
Scheduler #——
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New Schedule =8
Mame: |Band Cortroller  #=—
Start Date: [DeciZ72018 53252 Schedule ¢l U G Name cus s s opf 3
Start Time: |12:359:02 * Bpply V-“’S . oe ‘) OT )‘ﬁ .,\..”L: |nterva| - - 55 ("’ﬁfgf JJ@
Interval: |00:02:00 =—
On Evert: J?)Lg@bé@\é“ﬂﬁjb‘))@b*ww‘)bﬂ\s
Jsystem script run "Queue Controller”
\ ﬁ)'JS‘JL,\w)QLAAQEventWﬁ.mujxﬁbﬁm}\j@
S 2l b
/system script run "Queue Controller"
Crwner:
Policy CA-AM-:J J‘ cJ-tJ. 39 SCrIpt JJ‘} .lxa csystem J‘)‘j d)‘ cJS w\ o
¥| reboot v| read
V| wite v policy =S =11, Queue Controller g« S o5 5
v/ test v| password
| sniff | sensitive
S SIS OK (595 5o jasein sl 53 US 05 S 5405 5 e
Run Court: |0
Next Fun: system script run "Queue/ asb | s S Al s 4SSl gl
enabled

s «s New Terminal ;| Ll g o kS sl "Controller

J:Sobw.w\mu.i‘)b C"':‘.'.’.‘)g""’\ ¢L>)\ja.z_9.)5w| L).I..J:y 65@%‘}&.,\?50)@‘ ‘("LJ‘J @ﬂojs

Teminal 0] ]

1o 1M KKK TITITITTIIT KKK - "\':'SL;‘ s talis IR Jﬁ,,; 0° S )j‘b‘-’w
MMMM MMM 242424 TITTTITITTITIT KKK
MMM MMMM MMM @ III 4] I1T IIT EEE EEK T . .-
M MM MMM III TIT III HKKEK Olslae /system Scrlpt D b L
MMM MMM III X ITT III EKEKK EEK )
MMM MMM III { { 0000 I1T IIT KKK EEE _
Gl slaay S e Tab wls osls jLas
MikroTik Router(S €.17 (c) 1999-2014 http://www.mikrotik.com/ N - " "
[2] Gives the list of availabkle commands — ./ ‘. - S .
command [2] Gives help on the command and list of arguments 4“'.’.; ‘Jlg" b))" w"'ﬁj o° ‘b\b U'M'iLQ" L 4 b
[Tabk] Completes the command/word. If the input is ambiguous, R
a second [Tab] gives possible options V.:SL;‘ g:sil.) %J_{M‘ 6‘)2-‘ (.5‘]’ Run LS
! Move up to base level L’ T b
.- Move up one level - Y a5 s la J=u
/cormand Use command at the base level - - Lf‘ 0 6‘5) v > J
Q\)‘J}U 4.3‘).\1 oals Lf:“'il"” LAC».:&J..{.«\
- )}:‘AJJQBQ“JJJ}J&JJ}”%;‘A

5l e s dal g |1 Queue Controller o Sl JL G gd |l ST s o0l (oS o JeoSS

oS 35 aleS 4l o Sl pb el SIS Lais Schedule Js of oS 5 5 s (235 6l ol
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de||=| | 3% (3| |T| |00 ResetCourters || 00 Reset Al Courters
7 Name Target Upload Max Limit | Download Max Limit | Total Uploaded B. . | Total Download Total Max Limit fbi
52 i Virstyar 172.16.1.70 Bk Bk 317 MiB 145.1MiB M
18 Sramazi 172161248 Bk Bk 7.6 MiB 1445 MiB M . B .
74 B Ramzanzade 172161143 Bk Bk 318 MiB 1356 MiB M “’\:"Su‘ odalie a5 D) 9L Olea
B4 @B Rezaeitd 172.16.1.152 Bk Bk 18.8 MiB 1125 MiB M
191 & Nt 172161114 128k 256k 83 MB 11 2 MiB 3 _
115 S m shmadkhani? 17216177 128 256k 10,9 MiB 1035 1B i . L@—’ . .
2 & Emmam 172.16.197 128 256k 76.6 MiB 855 MiB 3 )‘ | Jj'l-’b (""‘" S L;"j")LS
41 Hzsedghgo 172.16.1.82 128 256k 313 MiB 738 MiB M
65  fijllian2 172161131 128 256k 115 MiB 622 MiB M _
23 fBkmohamad 172161101 128 256k 8.2 MiB 53.2 MiB 3 - PO “ .
5  Bsafar 17216150 128 256k 3578.7 KiB 47.0 MiB 3 — okl D e b"f.b&" Y
195 @sjshangri 172.16.1.106 128 256k 12.5 MiB 459 MB M
190 £ Softani 172161133 128 256k 50.6 MiB 446 MB M _
49 Bbeyg 172161119 128 256k 16.7 MiB 438 MB £ ce . .
4 Bmmashayekhi 172.16.1.99 128 256k 58 MiB 430 MiB K °Jj5 B oo V—il-’j-l:‘.s ¢ LS L@-"
28 @ Mshdavit3 172161118 128 256k 131 MiB 37.9 MiB 3
13 @ Adfistialabnewne 172.16.1203 128 256k 1268.8 KB 347 MB M
67  Befatdab 172.16.1.151 128 256k 8.3 MB 3315 MB M . - “ “
20 Bsmozbeh 172.16.1.128 128 256k 5.6 MiB 338 MB M O\)-,'Jts G L sl
78 BKashefi 172161137 128 256k 9.3 MB 297 MB M
103 Bezamani 17216165 128 256k 333 MiB 29.1 MB M
43 Bkamm 17216192 128 256k 5.8 MB 248 MB M [ S ol el . ‘.
29 Bghanbai 172161141 128 256k 22965 KB 22.7 MiB M Sl p 0L () el 62 S
3 Elaghavi 17216198 128 256k 7.4 MB 225 MB K
57 i Rezasipc 172161 74 128 256k 48 MiB 203 MB K
73 BMeae 172161145 128 256k 3904 6 KB 15.4 MiB 3 R . .
51 £t Virstyar 17216173 128 256k 9.4 MiB 122 MiB M )ls OL‘)LW ES{ O‘J—j)ls &-A"J{J-‘
31 fifoorMoteza 172.16.196 128 256k 2055.2 KiB 11.7 MiB M
5 &6 172.16.161 128 256k 1570.5 KB 11.6 MiB M
3% Bmisfan 17216178 128 256k 3346.4 KB 11.6 MiB M | o .
108 & Bahrami 172161121 128 256k 2259 6 KiB 10.1 MiB M -2 9 Aa S el S
186 @mahmadi2 172161124 128 256k 4272 6 KiB 10.1 MiB M
. . . 5 . - . El .
w‘@.)\ib‘.)\?‘sReset‘)JJGJJ)jﬁf)ls%ﬁ‘fuW}MLJQJ\JLA)€L¢J“U‘JJ}>V.>:>6JJJLS;\4&4
- T OO T T L . . . “
)J‘)J}?#JJ}AJ{JSSQ&FUJM
= «||® 1 |T| L00 ResstCounters || 00 Reset All Counters
e S
H MName Target Upload Max Limit | Download Maox Limit | Tot; M ‘YL, - P . -
. PO Caend 31 ds 9 S s
"5 B Viesyar? 172.16.1.70 6k bk —— Pt Sk J P 0 e = e

35 o 35 8 3T 5 54l lamosled )8 LISl b s SUS Reset Counters (¢,
S Doz aer S Gl S (N s e e LSOOI S aS adds 55 Sl s

25 el ek B A O
s ol @b led Sl S M wlgl ce a5 L5 S ealinad ozl 51018 el Y b Y-
S Olo 3l 638 ol CubhS W a4 T e 5503 45 SIS a5l sl il sl fove
Ui ol = ¢l ciS Reset | LT AcCouNt o8 il ) g aKs e 05 S o eslizul 35 00
Aas 5 5lel ) Slte olur 53 45 Aeas gt s s e 0l &3 A S0 S SChedule s o Oles 5L
drs 5y 03 0,8 ol gl s S S8 6 oS cs s 1) 55250 sla Account IS cesla Y8 0L

S 4 g Gy a3 0 S el Gl S s 0 ) 02 U 0 e e b
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s o y Do 4 oyl 9415 Counter 8 3 wuw

As Quick Set
¥ Intefaces Simple Queues | Inteface Queues  Queue Tree  Queue Types )‘J.QA 4&,.‘9.‘ LS‘JJ Lfl'd C)t};:..,aj_, “ 4_>-j_, L.,
g Bridge d =| « # O |T o0 ResstCounters |00 Resst Al Counters | #——
=3 PPP # Name Target Upload Max Limit_|Dowrload Max| 3 Jubs ‘rmsj Reset B} O‘f.)ls Sher B pan
°12 Mesh 0 BUserd 1721613 128k 256k
ffl 1T BUsers 1721614 128 256k
2= P 2 BUsrs 1721615 128k 256k j‘) S SIS Queues S y oo S
£ IPvE Pl 3 BUsers 1721616 128 256k - - B
5 WPLS L4 BUser? 1721617 128 256k
< 5 SUsers 1721618 128 256k
¥ Routing P68 BUsers 1721619 128 256k “g'»‘ls Reset All Counters CEPRS \}Ib.
& System P70 Busert 17216110 128 256k
8 BUsernl 17216111 128 256k . . . .
®Oucues «——| 9 Blseri2 172.16.1.12 128 256k el il gaan IS Q—;‘ 3 e ‘V"S
- 10 8 User13 172.16.1.13 128 256k

‘["i)jl?: BERSE k) C))j.p‘t.gb )LS Lﬁ" .,\iLv C,..ﬁjg.»‘ U D oslaul Ls\f Lol ‘b}..ig;c Reset Q‘J.:)G

=S Winbox s I, New Terminal .S .| el sl

Teminal o) L New Terminal sl >~ 5l 4w
MMMM MMMM KKK TTTTTITITITT KKK *
MMM MMMM MMM III )0 ITT III KEE EKEEK
MMM MM MMM III TTT III EHEKE (..:5 -’J‘} b ﬁ)’ BE L
MMM MMM TIII ITT III KKK KEE
MMM MMM TIII TTT III KKK KKK
MikroTik Router0S 6.17 (c) 1999-2014 http://wiw.mLErOtik. com/ /queue simple reset-counters-all
[?] Giwes the list of available commands
command [7?] Giwes help on the command and list of arguments =
[Tak] Completes the command/word. If the input is ambiguous,

a second [Tab] gives possible options

Queue cd syl Jyl (oS

' Mowve up to base lewel

.o Move up cne lewvel . -

/command Use command at the base lewvel Slmp|e —J J)‘) g_)‘ )‘ BEY cv.u\.;:
[admin@MikroTik] > /gqueus ) T
interface simple vp eXport monitor

[admin@MikroTik] > / simple reset-counters-all (u B V.;.k.::
add disakle enable find print reset-counters 38t ' -
comment edit EXport Mmove remove reset-counters-all unset

[admin@MikroTik] > /queue simple reset-coUnters-all s —a.,\j‘)l.«..j: ng U r.i.sJS ub&‘ b
[admin@MikroTik] > * '

osbe 3l eslizad b Lk oS ol ) dSle Tds ol goes o2 g oS ax g5 S| 6,5 Reset ol s

LS |~ reset all counter ¢, , SIS LI, s

Gl 3 s eusls S Sl b S e a1 O Al sl Sy 1 5550 g 4SSl ) ey

oS 1l paseie Oy s 1) L - Schedule .,
s plonil on o Sl BB O LS ) Wl e oles 4 Schedule s s 5wl

oS |1 System >> Script ¢ 5 b 5l LS asle 4 |, Script 5
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Scripts |Job5 Environment
+]
Name: |[REEEEMIy G — QK
Owrer: | |
- Palicy Apply
reboat read
. .
write policy
test password
sniff sensitive
Last Time Started: | |
Run Count: |1] |
1 ite] Source; I
| |/queue simple reset-counters-all —
=]/ E3
Scripts |Jobs Environment
=]
|Name ! |Owr1&r |Last Time Started |Hur1 Court | |v
Queue Controller admin
Reset-Counter admin Dec/27/2014 15:42:28 1

MMM MMM
MMMM MMMM
MMM MMMM MMM
MMM MM MMM
MMM MMM
MMM MMM

[2]
command [?]

[Tab]

command
[admin@MikroTik]
[admin@MikroTik]

MikroTik Router(d3

KKK TITITTITTIITIT FHE

KKK TITTITITITIIT KEE
III KKK FKEEK RERERR 000000 TIT ITI EKE KEE
III EKEEEK RER RRE 000 000 TIT III EEEEE
III KKK EFE  RERERR 000 000 TIT III KKK KKE
III KKK EKEK RER RER 000000 TIT ITI EEK KEE

6.17 (c) 1999-2014 http://www.mikrotik.com/
Givea the list of available commands
Gives help on the command and list of arguments

Completes the command/word. If the input is ambiguous,
a gecond [Tak] giwves possible options

Move up to base level

Move up cne lewvel

Use command at the base level

> faystem script run Reget-Counter e
>

1S SIS+ 0,500 g, Seript O3 s 5 s, K Al 4
355 k5,50 U 0T 5l dn 355 | | New Seript amis b
V.AQS\,»:..»;QLQA‘VASOUFCG Cond 53 5 IS 35l 1,

23S 505 1 syl G b SIS IS 05 Sy Sl

S SIS OK (o5,

sbw| Rule & Schedule . ,0 55 ) 6l
ol s ses 4 5 S |l ) Sy Sl ol B s
New Terminal s, b 51 b (oS 45 sbOles o5
\ﬂn)ﬂjﬂw‘dg.:.uu@ergﬁ.xﬁw;om
S s
/system script run Reset-Counter
oas jLis ENter (5, 0 55 035 3505 5l s
Script List w3 53 A0S 0 odalive &5 sbolen
sde plaS cules S uxs ) 4 Run Count luas

S o S 55 g0 S Sl sl L A s
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3l [ =B .. . . T .
IE“E‘ @ |: N : oK o b)‘j CJE—! JJ}A JJMAJ g_)b)}‘ w.b )‘ JJ!.’
[Nzme + [Stan ] Start Date: [Dec/28/2014 | Cancel Run Count |Next Run [+ . ~
Reset-Counter tDréc Start Time: |23:59:DD Pra— ";l IWI mD D:/?S/?DH.. Bs E) J‘.{‘}'JJ System >> SChedU|e L)A)J‘
Interval: | 1d 00:00:00 €— | _
Cj’;yst:nms:u'ipt run Reset-Counter .-L:;S &.:’.LS + Ojg;’" ‘5‘9‘)
N L -
tb cName Comd 2 ol JL} S D
C&-Q-vv} o2 9 J..;.S JJ‘) b J‘)P'- J.b.i J‘)‘}A
Owner: |admin _ .
- Poley esia |y O 6l =1 0Ly WL Start Time
reboot read
v write ol “ . z..
v test ;as:vord (.Interval Caand D 9 e VY S cJ,:'S
sniff sensttive :
Fun Caut: [0 | OF ¢l Iy cele Y8 Olea b 5a, ) lie

Next Run: |Dec/28/2014 23:59:00 |

[enabled

MOnEventwﬁ)%SW

oasein Ol 55 5 350 3wl a5, 5e Schedule b ues SUS OK (555 55 S ST, b 5550 ) gius

Schedule <Reset-Counter: ("\c"s oslatul “:":ijg““ fu Bl J-:"j-?g" Qg Q—j‘ sl “-3) ijj’ ‘JP'\ ok
Name: QK
Start Date: |Dec/28/2014 | [ cancel by s s hisye o Sl Gl Gl 4 Wl e Wi
Start Time: |23:59:00 > P
i ImE| " | ﬂl:'l:?h' MM‘)Q\)MDJ‘)SChedUIeijjw‘)bv.«.s.l«m&)y
Interval: |1d 00:00:00 - - - -
sable
On Eventi _3),._'; ‘j"‘ UL oW gb) BE G
/queue simple reset-counters-all
\
ol o b S o 13511 5y el il b 1o s
.Jj.fu b}-‘ eJ»_:ﬁJLfa rl}u‘ LY L;Laa.]a.u« 25 R "
Owner: |admin
- Policy
reboot read
write palicy
test password
sniff sensitive
Run Count: |ﬂ |
Next Run: |Dec/28/2014 23:55:00 |
enabled
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Temirial

MM MMM III EKEK KKK RRRERR 000 000 TIT III KKK KKK
MMM MMM TIIT EKEK KKK RRR RRR 000000 TTT JIT KKK KKK

MikroTik RouterO0S 6.17 (c) 1999-2014 http://www.nikrotik.com/

[21 Gives the list of awvailab

command [?] Gives help on the command

[Tab] Completes the command/wor
a second [Tzb] giwves poss

!/ Move up to base level

.. Move up cne level

/command Use command at the base 1

[admin@MikroTik] > system script run

"Queue Controller™ Resget-Counter number

[admin@MikroTik] > system script run Rese

[admin@MikroTik] > system script run "Res

[admin@MikroTik] > system scheduler add name=Reset-Counterdll

comment copy-from disabled interval on-event policy start-date start-time

[admin@MikroTik] > system scheduler add name=Reset-Counterfll on-event=

"fueue Controller™ Reset-Counter

[admin@MikroTik] > syatem scheduler add name=Reset-Counterdll on-event=Reset-Count

[2dmin@MikroTik] > system acheduler add name-Reset-Counterlll on-event=Reaet-Counter interval=24h starr—t1me=23:59:00l

Schedule <Reset-CounterAll>

EE E Start Date: |Dec/27/2014 | Cancel
[Name [ Start Dat | start Time Interval |on Ew Stat Time: 2355:00 [#] Apply
infinity Dec/27/2014 11:34:11 00:00:10 Reset4 : -00-

Reset-CounterAll Dec/27/2014 23:59:00 1d 00:00:00 Reset bierval: [1d 000000 |
Resat Counter Dec/28/2014 08:06:37 00:00:10 Reset{ On Event:
Reset-Courter
\
Owner: |admin
— Policy
‘.l reboot read
ditems (1 selected) wiite ke
test password
sniff sensitive

Run Count: |4 |
Next Run: |Dec/27/2014 23:59:00 |

enabled

Schedule & New Terminal b 5l « il -0l Script g~ gl oy o5l 5 op e

oS sl

Sl b s, S 2
sl Schedule & ol s
okd paseia Ol 53 &S S
Reset-Counter ol L =, S
Dsies Gl Sl STeasS |l
L s Schedule s o 55
Lbx & a5 55 dalys sdalis
Reset-CounterAll oG L ..
35290 R3S 538 Sl ol sl
S o edalin |y pydse o
O3k S ol b iy pl s
m.muas@au;);‘@@

il 5 ijgm:.;:,;Terminal 33 45 (5 Rwd

system scheduler add name=Reset-CounterAll on-event=Reset-Counter interval=24h start-time=23:59:00

system scheduler add name=Band-Controller on-event="Queue Controller" start-time=startup

interval=1m

355 0 3wl Queue Controller e Sl gl > gl 435V suuole LSchedule K Lx -l s

154



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

Ls‘fisre‘%ﬂ)%w‘m_;ﬁ}; w)fv.bl;‘)SChedUIe_j%;.w‘ .>L>Ll‘ L5°j>” l?u.l‘ﬂ\.’l;w
op;,:W\)L;l«;w-fjf\ou;b)agﬁ‘msw;wTerminal Gk sl cwl 2o Rule &G ors g

.J&S&;SM@JJ\;S@J\Sw\SMM\?«q—\yUa.&-l{m;Ss)U

5095 O g0 A 0wl oo Glo ) 40 Al I O il 90 5 alad

sjl.}b«.gf\.)é\ GOl L 3l aa ol zel j3 4 KL adls sy Sl daobesle 51 a5 L

S L 350 g, ol Y sle 5l &S aS (les Download Manager il e L e | 55

TS S pote | 48 ) ol 6,5

péscwﬁ)‘ﬁ)lséw&‘ﬁ‘)@fé‘@‘vu%\'j\%‘ub“:“&bj‘éw‘@‘)gwﬁe

355 0 ol Schedule s o 5l eslinal LS oyl &S

& 5 System >> Schedule 5,15 S -y el sl

= |v|% O[T

G Start Date Start
Bandwith Dec/08/2014 0710
Disable Dec/10/2014 22.04
Enable Dec/10/2014 070

Reset Counter  Dec/10/2014 00:0
daity-backup Jan/01/72014 000

Schedule <Disable:
MName:

Start Date: |Dec/10/2014

Start Time: | 22:00.00 +—

Interval: [1d 00:00:00 =—
On Event:

Jinterface ethemet disable Local

\

Crwner; | babajani

Policy

v fip | reboot
| read v write
v| policy v| test
v| password v| sniff
v sensitive
Run Count: |12

Next Run: |Dec/28/2014 22:00:00

enabled

Cancel

Disable
Comment
Coy

Remave

2 -

1

9]

5

s »Schedule s w 55,5 5l dn
ol o (5o iy L3 oS SIS + 0,8
sl Name s o 1) s b 54
Sy seloStart Time cud 55 s
b ospd ahas ol Ol s ol Sl 3
slde Interval cuid s 5 LS aseie
ON Coand 3 5 A4S aseie |y Csla VE

:J\.:.'\S)J‘j bﬁ)})ﬁ.w)v.ﬁEvent

/interface ethernet disable Local

ﬂ_i:.lSOK LS})]")}J"“’J QJ;J‘)\‘})‘J@_}
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<3 3,ly Dm s wsd e Interface sy Jsl dnterface ethernet disable Local s s
s b ) Seslodd (6108 0! Local b Lol ol 53 a8 Jtls gaSs S8 5 s Ethernet
b g oS Jlad o 15 ol (4t SolS il on e 3l andls a5 408 o Jlas . Disable
S Sos 5 A dals b Sl bt a5l &Syl Y sl s Schedule ol sl
w23 bl [ SIS ol o SCHIPE G b 51 il 5 o 4l e plosil (IS 32yl o b Sl b il s

D oo ol e
Sl a5 Jlab o)liss o Virr Sl il Ll g e alad YTin ol oSl JS 6l 23l Y
Sl ol b oS ealinal WU zis 31 o)lss 5 oS sl Schedule s W sy S LS ol

oS o oslizul Enable | y.s 5l Disable glbr « «

Schedule <Enable>

Mame: |[EEil 4—
=+ [ Jod> S Jalis 5 45 aS Hlea
Start Date: |Dec/10/2014 Sl it Joo S kS e e srss S5 osb0
Start Time: |07.00.00 #=— * Bpply D gd &S sl e JL’”..‘ @p Weee el 3 C”J:'".'.‘ QJJS Jl&ﬁ
Interval: | 1d 00:00:00
Disabl . T
On Evert: sl y o Ol
TlS BB R o
Jirterface ethemet enable Local
C .
‘\ * 1| jinterface ethernet enable Local

S o (6,8 sl Ol 8 cidas ISl L

Cwner:  babajani

Policy
v fip v| reboot
¥ read ¥ write
v| policy v test
v| password v| aniff
v| sensitive

Run Count: |12

Next Run: |Dec/29/2014 07.00:00

enabled
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L Tkia i
Auto Upgrade . 3 by . . 3
= prP o $Swig 5w §gy 99 5 Shutdown g (4o 5 Restart g0 g%
“I3 Mesh
Clock . . L. .
25 P r — ﬁ)Q)megng.:Su:uyb-tﬁRestart ‘)’}"]’J}‘L{“’l‘é‘)—.’
lv&] |Pwh [+ .
' MPLS y DI.SkS st
2 Routing ¥ En\r:rhs
ea
&0y System =i 2 .2 . . . P
QQUEUBS History Ls@qjs‘jb‘yw‘))ﬂksv\i}msysteméﬂb)‘jcjfj)dng\glﬂm
5] Files 'L“;;““ 03 S hgel gl Shutdown 5 55, 05 S Cawsy ¢l Reboot
3
|| Log : -
. Radius License 6:ﬂyﬁ&oﬁ%&4wguﬁb\b@\ASUJLAJ'&))L)J‘)?-)J;‘})
Logging
}é Tools ¥ .
Sed ol =l olles Yes SIS L
) Mew Terminal Packages BaTolb il ¢ CEPE R
| o Make Supout rif Ea:swnrd i - ) ) . _
New WinBax ons Gk 3l AL 0T 03 S sy gl elos S ShutDown 1 555 Sl S|
sl oo e LS ol5] ESKi
E Bt Reszet Configuration REW <= Ao PR
Resources
Routerboard
SNTP Client
Scheduler
Scripts
Shutdown — —
Special Login
- )
MMM MMM III KKK KKK RRR RER 000000 TTT IIT KKK KEK . L r—ﬁ Terminal dijlﬂ )‘ \ﬂ‘ LS‘J—E
MikroTik Router(S €.23 {c) 1999- http://www.mikrotik.com/ .
J)‘ﬁ‘gyﬁﬁ))ﬁ”u))"’
[2] Giwes the list of available commands
d [2] Gi hel s d d 11 i .
COMIman: ives elp on the command am ist © argumsnta ).‘ (;ii J.x-f ) J‘i‘}‘; System )J‘j
[Tak] Completes the command/word. If the input is ambiguous,

a second [Tab] gives possible options

I, ShutDown L reboot =i, s

3 Mowve up to base level

- Move up one lewvel .

/command Use command at the base lewvel d“}w (P )‘ Enter ‘)\ Jsx.: LY .)\.:,5 .5_)‘}
[babajani@Router05-CRCIS] » system shutdown +—

Shutdown, yes? [y/H]: - .

action cancelled

[babajani@Router0S-CRCIS] > 3ygtem reboot s

Reboot, yes? [v/N]: (St’.JL )‘ .,\.;.’b.';w .,\:...::L: s 4:-‘93
n
action cancelled
I, 55, Schedule , < S
[kebajani@Router0S-CRCIS] > +* )
.L:S Reboot
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(jven) g 550 5394 48 Load Balancing sbw!

L 3 o L0ad Balanc slewl by o o8 ik o Caand ) S5 S0 s la o on e 5l S
Lo L3Sy 55 4 Al tadee (S e eslinal &5l B s 51 OUS l ale a4 L ST el 5 )
(Il 5zl 0 wdas Oy 55 B 5,05 41,3 Backup Olge o s b 5358 e eslital &6 ol b 5
S pl 55 a8 5,ls 545 Load Balancing sl i) cpdir « S5, 850 5y 5 058 Jlad o3> |
oslial Olay G 3 Jaxt 53 a5l has opl 3 el o Firewall marking oo el on 5o 51 (S
izl g dol b s) 1 O a5l Bt s e s Al Sl 8 Ve ST 0l
2305 SLES, 038 M 4 0l s 0T Kos e Sl S sl cas g 13 s bt sy 2 1) el s
oo bt Olea b ol sl bt a5l DT sl b b 68 ST el w0 S oLl s 2

Sl o Sle s el 4 DS alsl 3 a5 Al kiS55 e oS aomy 1l LS 055 4S5 5
1S s o alis |, Load Balancing s s, sl s 5o

Firewall marking
ECMP

PCC

Nth

Bonding

OSPF

BGP

AN NN N YN

G sy ol Osr 0 4d e 03ls 35 el Firewall marking iy, oS ool s ngf S sbolea
Sl a3l Sose 3 S Wl 1y Olis s Lol LI (e s e i el il WS 5 el

sFirewall marking _vgy w3

53 5 Kb e IS e 5 ol (Godids s g puw S @0 s 2 5 (S35 SLESS By el o

MW&G Cjﬁj)ﬁ)ﬁ QLA)')) C,.;J&i‘).} le.hgaii - g.)'iJ:°JL""
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ParsOnline

Router
Mikrotik

—-—
1

PC2

Shatel

@@j

*

RE3

PC4

| ] ] (=)

P2 P #2255 P 22255 P 2R N

PC5

Il 4 ot 4 S35 S Gu b 31 S wsls o sl 5 LS (odins s o 53 VL JSC5

CAJJL..{‘ CA.PJM: 4 Llao c(,.ibjs 6_)@‘.,\.:& Js‘j_) XD b Fll‘ewa” mal"klng oI &i‘ J‘ J\.x.’ (LS sl

ol SokaS g 8 S1 Ve LS e 3 ket Sl el e s R slanteen el

S 0T s s Sl ol pl a8 6,8 s 513 T sl b s 08 rie il xis 3T

Al dal

wisel o oo b1y Firewall Marking o5, b IS ey gamio 3
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5 KVM Packing

A Quick Set _ Sl s st Mangle s sl weio ol o

| Interfaces Filter Fules  MAT Mangle |Sem'ce Ports  Conng

%2 Bridge I%“E' |DD Reset Cou
|

=3 PPP \Action |Chain \Src. Address | Dst.
“Ia Mesh

S SIS+ 0T 6, » ud Rule sl

8 P
gl IPv6

<77 MPLS

-

| s e

b

Mangle Rule <172.16.1.0/24> General g.,\.'s' b)‘j (Al U’-’~‘ 3
General |Mvanced Bim Action Statistics
A o [TETTE e B8 — 43S Chain cus s 5 o5
Sre. Address: | v Apply .
Dst. Address: [ 1[172.16.1.0/24 — [P 23 5 45 sl Prerouting
Protocal: | ~ Comment 31 L Dst. Address s

Src. Port: | |v Copy . . .
Dst. Port: | |+ Remove 45%53)‘)\)3}:-(_51:-\;54_{1,;

Any. Port: - Reset Count
e | =EE | 172.16.1.0/24 s o
PP | |+ | | Reset Al Courters ; -
In. Interface: | v g_,_}’ -’_)‘j UKS U‘i‘ )\ J ‘.,\,.J:L:‘_;a
Out. Interface: | |v
.4 4% action
Packet Mark: | v -
Connection Mark: | |v
| Bouting Mark: | |~
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Mangle Rule <172.16.1.0/24> ‘) Accept 64-«-1; cACtIOH g_,._'; 53

General Advanced Bxtra Action | Statistics

0K

Action: Cancel Rule b .s s Ok Sy 53 o]
[ Log ™ Apply

Log Prefix: | - - LSS L8 b sl sl ol s e

Comment

&;.w‘ J..:..’.t b)j.c chl.>-‘b LS&"";'

2

Remaove
Reset Counters
Reset All Counters

it

¢(Mark Connection) ¢pgd g4 w

S SS5 o 51 Bl 5 T sl GBS i S O Cadle eSs (g Lk dom e nl o

Fiter Bules  MAT Mangle |Sen S &:JS LS rnJ AL g Mangle - SSIERPI P

%: 7|[=H=] [v

|Ac:tinn |Ehain |S

0 « acc... prerouting

Mangle Rule <>
Gen:au |Advanced Bdra Action  Statisics
Chain: — ||3| Cancel . .E Ch i - - L . \
G4 JS aln s D2 S Syl 2
Src. Address: | |v Ppply -

Dt. Address: | |~ Cend 3 5 AoS Ol | Prerouting
Protocol: | | v Commert

S ot | [ e | el o8 b In.interface
Dst. Port: | |+ Remove T ) .
Any. Port: | |+ Reset Counters J"‘f’ BL ‘) ol 3&«.9 S J":‘S %"BJ-’\ ‘) S

P2p: | |+ | | Reset Al Counters N
In. Interface: [ ||Local €=— [#]a .,\.."JJS v.:ld.q J.\_é

Out. Interface: | | -
Packet Mark: | - s+ 5 Lonnection Mark .3 s
Connection Mark: |:||no-rnark -+ " ¥ | Fe
Fouting iatc: | v <5 s,y 5 A4S okl |, no-mark
Routing Table: | |v
i .4 i Advanced
Connection Type: | | N
Connection State: | | -
Cannection NAT State: | |+
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Mangle Rule ==

General Advanced |Edra Action  Satistics
Sre. Address List: | [ Cancel
Dst. Address List: | |+ Apply
Layer7 Protocol: | | hd Disable
.
Content: | ol oot sl |+
Connection Bytes: | \ | -
\
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/
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Mangle Rule <> [ - Rule s o 5 s aS Lo .
General Advanced |Ext|a Action | Statistics 6‘)_’ ' Jﬁ ? o
Src. Address List: | R Cancel ‘g - g:}‘.’.‘ "’“i"}s Copy \) ui.)kj uﬂ)Li
Dst. Address List: | |+ Apply
A v [ o || eV General s a5 555 o 2l
Contert: | |~ Advanced s syl e b b
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Connection Mark: |:||Par50nline-Wan1 — ||3 | -

kTa.Sb)\} c)lswl)\.kxc.,\.:Sub;:.,\

Routing Mark: |

Routing Table: |

4 35 Action

Mangle Rule <=

General Advanced Bura Action |Staﬁstics -4"’.’.j§ ‘Action - 5 )| g_,‘..:' U'l‘ 33

Action: (N | Cancel _
o hoy LS o=l |, Mark Routing ¢
Log Prefic: | |~ : . )
i Destl New Routing Mark . s 4
New Routing Mark: |Parsonline—Wan‘I—F{nuting || ¥ | Comment

Passthrough

g
2

XL

Mark g4 cos @
Remaove
Reset Counters

General _; 5 s Connection
Reset All Courters

J.;Lg LY .J.:JSJ)\_} b Lf‘l") Jw“.vL:
ook b gekas 0L &S ol ods 3405 ParsOnline-wanl-Routing byl 53 45 aib jaseis
slul S RUle a1 s a0 53 355 3ol ki 5,550 Rule b s SIS OK (65, sl o]

= s s Bl ks gl 1 O slbeay 55 5 1S 4 Copy col sl
Cancel
|| S Jas s Gamio D) g0 @
Disable
Comment

By
Remove

)

16

2



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

| Mangle Rule <=

General |M\ranced Extra Action Statistics

Chain: |=] Cancel
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Protocal: | |+ lm
Src. Pott: | |+ |T|
Dst. Port: | |~ ,m‘
Any_Pot: | |+ | [ PesetCounters |
p2P: | |w | [ Reset Al Counters |
In. Interface: [ |Local [3]«
Out. Interface: | |~
Packet Mark: | |+
Connection Mark: [||Shatel-Wan2 [3]«
Routing Mark: | X |~
Routing Table: | h |~
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Mangle Rule <>

General

Advanced Bdra Action Statistics
Chain: @ v " ;| Cancel
Src. Address: | |+ e
S :
Protocal: | v || Comment |
Src. Port: | | - ’T‘
Dst. Port: | |~ ’m‘
Any. Port: | | - ’W‘
PP | | » IM‘
In. Interface: | |~
Out. Interface: | |+
Packet Mark: | |+
Connection Mark: DlPamOnIine—Wam - || ¥ | -
Routing Mark: | |
Routing Table: | |-

Mangle R
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Comment
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Mangle Rule <=
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Acion: (IR A | + |
[] Log \
Log Prefix: | | -
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F
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1 & mark connection prerouting Local

2 & mark connection prerouting Local
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4 # mark routing prerouting Local
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[ & mark connection output
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Osgm s Jols (sals Glapssl atal = o 45 Sl a3 S oy o2 LIS Lilsl 55 1 IP Route

w)tiJv-jw\,.u,uWms&uw,ﬂmﬁyjﬁg;y sl Route S (os Jlu |

Route List

Routes |Na:dhops Rules VRF
[+][=] [Fra ] [a =]
|D5t. Address : |Gatewa'_.f |Distar1ce |F{0Lrtir1g Marl |"'
AS P 0.0.0.0/0 ParsOnline reachable 1
5 = 0.0.0.0/0 Shatel reachable 1

Load Balancing <« ol o 53 (gl dod- RUle g3 slow b e opl 55 Lol e i 5L 5 o3

s + gﬂwﬁ@,@é\ﬁ S eslizal Lot g3 a5l Al g Olejan O (Saen B oS o bl

S
Route <0 0.00/0> N - - .
o —— o Ul Dst. Address cu.us s
Dst. Address: [N~ 4— ‘ Cancel .
Gateway: |ParsOnIine ||3| |reachable S Bpply ‘) Gateway ) 'J".‘."S ‘3)“5 ‘)
Check Gateway: |ping ";l‘ Disable . “ e . i
g T | Jsl <ozl ks L ParsOnline
Disance: [ o | Loz ] Check ced 55 (s Ol
Scope: |30 ‘ ? o ’
Target Scope: |10 ‘ . Lt 1 . ,/
Routing Markc: |Parsonline-Wan1-chting -+— ||3|A J:S Ul}w‘ |‘) Plng LSA*.{; ‘Gateway
sl I~ <45 Routing Mark ca.s s
I ParsOnline-Wan1-Routing
|enabled active static

LS S OK oy s S Ol

General | Atbutes
Dst. Address: |0~ 4— | Cancel v\-:-«s JL’>U“\ ROUte gg.l V.ﬁ J:L«:J b‘ (5‘)'3
Gateway: |Shate| . — ”3| |reachable |¢ Apply
Check Gateway: |ping -—— ||3|4 Disable \) J'&"’p UJLG'?: ‘DSt' Address C"‘“""“'; )3
Type: |unicast =] Commert
- N ol shatel |, Gateway 5 S 5l
Scope: |30 | -
ragt s [ | Check Gateway w3 ;5 S
Routing Mark: |Shatell Wan2-Routing  €—— [#] . _
Pref. Source: | |+ Cooond 029 »-Lys g\;’dﬂ ‘) Plng 64...1;
Shatell- «.;$ (Routing Mark
i = satc So 2 s <=zl |, Wan2-Routing
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Routes | Nexthops = Rules VRF

+ = =] | T
Dst. Address Gateway
AS - 0.0.0.0/0 ParsOrling reachable
S 0.0.0.0/0 Shatel reachable
AS P 0.0.0.0/0 Shatel reachable
AS P 0.0.0.0/0 ParsOrling reachable

Distance

Routing Mark

1
1
1 Shatel-Wan2-Routing
1

Parsonline-Wan 1-Routing

L ¢ cJu.:.oSLfo sdalie oS J}lﬂdw

Pref. Source

J= 5 5 <l s sl=! Route

‘——
—

Firewall

ék.a Ls\f cmdn e.sul,w‘

Fiter Rules NAT Mangle Service Ports Connections | Address Lists  Layer7 Protocals
T | Tracking / ‘ . lS . ‘ ‘ . .
Src. Address Dst. Address Proto... | Connecti... |Connection Mark P2P | Timeout TCF State e L.59 CM}A S, o A
A 172.16.1.85:54206 7412523057443 & ftcp) ParsOnline-Wan1 23:59:12 established
A 172.16.1.98:3069 212.86.71 45:443 & ftcp) ParsOnline-Wan1 23:58:06 established . .
U 172.16.1.98:17500  255.255.255255:17... 17 u.. ParsOnline-Wan1 00:00.03 L g IP >> FireWall - Sls
A 172161.110:19815 173.154.116.214:443 6 fep) ParsOnline-Wan1 23:58:04 established
A 17216.1.123:44880  74.125.136.188:5228 6 fep) ParsOnline-Wan1 23:55:49 established .
A 172161.123:55732  54.225250.242:4244 6 tcp) ParsOnline-Wan1 23:57:13 established -
U 172.16.1.124:68 255.255.255 255:67 Tiu.. ParsOnline-Wan1 00:00:03 Co nn ECt I 0 n w J) |) J‘M J
172.16.1.124:50655  217.218.127.127.53 7. ParsOnline-Wan1 00:00:04
A 1726112465255 213.176.8.19:443 & ftcp) ParsOnline-Wan1 23:57:59 established .- . .
A 172161.12465066  54205248224:443 6 fop) ParsOnline-W/an1 2357.34 establshed OOy &S sbiles sl
A 1726112465264 7616421822443 & ftcp) ParsOnline-Wan1 23:57:46 established
A 17216.1.124:65450  216.58.208.37.443 & ftcp) ParsOnline-Wan1 23:58:07 established .
A 172161136:55932 5422543197424 6 fp) ParsOnline-Wan1 235121 established Connection Mark
A 17216.1.137.55946  64.233167.188:5228 6 tcp) ParsOnline-Wan1 23:57:24 established
A 17216.1.13756361  111.221.72.136:443 6 ftcp) ParsOnline-Wan1 23:45.02 established " .
A 17216.1.137:56942 422453 Tiu.. ParsOnline-Wan1 00:02:14 <’ LQJ ¢ -)\.:95&0 ol Lsmﬂ
A 1726113760811 74.125136.189:443 & ftcp) ParsOnline-Wan1 23:58:06 established
A 1726113760825 173.194.117.54:443 & ftcp) ParsOnline-Wan1 23:58:07 established L
A 172161.13761703 54.225251.223:4244 6 tcp) ParsOnline-Wan1 23:53:15 established & - .o S K
A 1721613761706 74.125.136.188:5228 6 fep) ParsOnline-Wan1 23:53:06 established s b 6‘) ‘ _ls &.M)A.G ‘LA L§
A 1721611376179 125.209.252.11:443 & ftcp) ParsOnline-Wan1 23:55:53 established
A 17216.1.137:63508  157.56.124.32:443 & ftcp) ParsOnline-Wan1 23:56:07 established . e .
A 1726115151306  157.55.236.26:443 6 ficp) ParsOnline-Wan1 23:31:37 established Gokaas QLIS Q—;‘ 9wl
A 172161.151:51732  54.225248.212:443 & ftcp) ParsOnline-Wan1 23:57.35 established
U 172.16.1.152:11281  94.232.165.203:80 6 ftcp) ParsOnline-Wan1 23:23:16 established
172.16.1.7:58090 195.27.181.5:53 Tiu.. Shatell-Wan2 00:00:02 < ‘ )ls ).> - E 9' ,}'A
A 172.16.1.50:1242 173.194.32.112:443 & ficp) Shatell-Wan2 23:57:42 established i
A 172.16.1.50:1250 173.194.33.128:443 & ftcp) Shatell-Wan2 23:58:33 established
A 172.16.1.50:1252 216.58.205.224:443 & ftcp) Shatell-Wan2 23:58:34 established
U 172.16.1.50:1261 7412523065443 6 ftcp) Shatell-Wan2 00:00:01 syn sert
U 172.16.1.50:1262 74.125.230.69:443 & ftcp) Shatell-Wan2 00:00:01 syn sent
A 172.16.1.70:16764 206.190.149.91:7095 6 tcp) Shatel-Wan2 23:58:07 established
A 172.16.1.70:16768 206.190.149.91:7095 6 ficp) Shatell-Wan2 23:57.36 established
A 172.16.1.70:16812 206.190.149.91:7095 6 ficp) Shatell-Wan2 23:54:15 established
A 172.16.1.70:16841 206.190.149.91:7095 6 ficp) Shatell-Wan2 23:57:24 established
A 172.16.1.70:16849 206.190.149.91:7095 6 ficp) Shatell-Wan2 23:59:17 established
A 172.16.1.73:6456 85.259.11.7777 6 ftcp) Shatel-Wan2 23:58:04 established

St Lo gl b SS9y 21 (918 15

ol Gl i SSI plas 5 s S (51l FireWall Marking s ¢ J3 a3 55 oSl 5l dny
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f
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=4 Action
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Chain

0 «f acc... prerouting
1 # mar... prerouting
L

00 Reset Counters || 0

Address |Dst. Address
1721610/

SIS+ 0,580 65, 2 Mangle s 5l 5 v s e [P >> FireWall

S
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Mangle Rule <172.16.1.79>

Chain «w.3 ;I 5 General 5 ,»

5 S ol |, Prerouting s S

IP .51 SRC. Address .3 s

3 kS ol 1y s s 0

A5 Action s sl O 5luw

General | Advanced | Bxira | Action  Statistics
Chain: - [E Cancel
Src. Address: [ 117216179 €—— |« Apply
Dst. Address: | |-
Protocal: | |+ Commert
Src. Port: | | - Copy
Dst. Port: | |~ Remove
Any. Port: | |~ Reset Courters
P2P: | |+ | | Resst Al Counters
In. Interface: | |+
Out. Interfacs: | |-

Mangle Rule <172.
General Advanced Bdra  Action |Staﬁ5tics
poton: T |+ Mark ceuS  Action caus
Clog N .
Log Prefoc | v Cod 5l 5 AS =l |, Routing
New Routing Mark: |Parsonline—Wan1-Houting +— "3| .- . H
P <zl k= New Routing Mark
ol yn a8 ueS Ol Ty 5 g a5 s
02 45 S DS 22 R e
[ — — r— —  r—— —— T T .,\:.'.S&ASOI(LQ‘})J{UBJJ‘
# | [Action [Chain |Src. Address |Dst. Address |Proto...|Src. Port | Dst. Port | In. Inter...|Out. Int... | Bytes |Packets | ’
i 172.16.1.79 =% 1718KBE 1391
1 f acc... prerouting 1721610/ 6.2 MiB 62 552
2 #mar.. premuting Local 9026KE 14526 S sdalie oS )jLQLQA
3 #mar.. prerouting Local 13259K6 20353 el
4 # mar... prerouting Local 374AMEB 233112
5 # mar... prerouting Local B42MB 325755 1
6  Fmar. ouput 604 5 B 172.16.1.79 u"’)" L.’J-.’)ls

€@ v whatismyip.com  g——one

‘uﬁ)‘}w%Tw)Qbéj)

whatismyip.com

ln!hatlsMylP Your IP:

The IP Address Experts

"l Sl Ol e L gt

DD EED D < A
S Proxy: No Proxy Detect| edaliw whatismyip.com

IP Tools [+]

©

Forum

Tweets by @whatismyip

Resources

City: Tehran ) ) | s
25 3D : LS

State/Region:Tehran 7 J 6;"’0 > oo -

Country:IR - =

ISP: Pars Online

MORE IP INFORMATION

ol s aseta Lo
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Fiter Rules NAT Mangle Service Pots Connections Address Lists ‘Layer? Protocols

*|[=| [#][] [=] [7]

- | Address

‘Timeout

DHCP Server

& Tools L

DNS

|| Log Firewall  g—
‘@ Radius Hatspot

|| New Teminal Neighbors
F5 KM Packing
| & Make Supout rif Pool

New WinBox Foutes
SMB
SNMP
Services

Settings

Psec

MNew Firewall A

ddress List

MName: | ParsOnline  #—

Address: [172.16.1.50 #—

Timeout: |

S35 21 28 fpkiar el o Vb g ool 18 ol ot SO s 1 Ll8 SO ki (S wnd o
O ol bl oS i i Mangle G sllus o 4 lS 5a Gl ol e ons Ul ol Lt S
R 02 S eslinad S5 Soe 555 0 Address List 3l wb [Sis cpl = gl o dal g (5 S35
Address List G s 6,85 13 Lol ezl b g, ol 3L &S SIS saens Address List

LS el 3 b G 2 O saes Rule el 0 L s s 5 03,8 0 )3
FireWall g« S dP 50 5 b
Address s 5,15 5 LS ol |

S SIS+ (g5, p s s List

J%.'.S;)U.:‘,;'-o\}ﬁd:@salj&Name Cond 3 (a5

b#b}}dﬁ)\g‘t{bﬁf IP J\ib.AddreSS CM;M.;‘)J.,L:{‘)

sl Sl e S SIS ApPly s, 2 2T s 5 S sl

31 6,593 1P eysl 5 s SUs Copy s, » address

2 sl Gl 1 LSl s SUS Apply (g5 s S

Firewall

Fiter Rules  MAT Mangle Service Pots  Connections  Address Lists |La}rer? Protocaols

#][=] [v][=] [=] [7]

| Name

2 |Mdress

|T|rneout

@ ParsOnline

172.16.1.50

@ ParsOnline
@ ParsOnline
@ ParsOnline
@ ParsOnline
@ ParsOnline

172.16.1.51
17216.1.52
17216.1.73
172.16.1.53
17216.1.54
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S SIS+ g, s Lss Mangle s syl Firewall o0 Oles 5 6)L 5o

MNew Mangle Rule > h . . I .
General | Advanced  Bira | Adion  Statisics -458 Chain .3 sl General 5 )
Chain: |TErn0 *=—— ¥ Cancel . H

— Bl L e ]|, 5 &S ol |, Prerouting
Src. Address: | |v Apply d ™ -
Dut. Addrss: | - & 55 Advanced s 55
Protocal: | |v Comment
Src. Port: | | - Copy
Dst. Port: | | - Remave
frar Dot [ | Beset Counters

New Mangle Rule

Src. cwud 31 Anvanced .l s

Genersl Advanced |Ema Action  Statistics
e kens Let: [ [T %] j— Address List ols 1L Address List
Dst. Address List: | |+ Apply
}t}q“g}jw)b6wu\>&‘b
Layer7 Pratocal: | | Disable :
Cortert: | |~ ACt'O”@JJ‘j c)ls L).i‘)‘y\*."v\.ij‘)s
Connection Bytes: | |v _W
:
Connection Rate: | | = s "\-;’.j-”‘
Per Connection Classifier: | |v
Sre. MAC Address: | |~
Mangle Rule <172.16.1.79> = E3
At [ = | Mark se: S Action  cad s
Action: |mE|rk routing  de—— ||3| Cancel )
[ Log G353 5 A4S olixl |, Routing
Sl - ) e
S - 0 « by e sy ¥ New Routing Mar
¥ Passthrough . T :
OK (535 3 P T sl Lot
| Rese Couries_| s S
ke

JJ;‘ ‘4-’1;55")‘)5 u.&)b? gj"’)lf.‘b"d))f""J‘)f ParSOI’ﬂlne MJJA\S&LGwJQT (Laj)ls Lﬁ-‘b

Farshid babajani@yahoo.com
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L P — [ aRp

=5l IPvE Iz Accounting
77 WPLS I Addresses
22 Routing I DHCP Client
&5 System I DHCP Relay
& Queues DHCP Server
[ Files DNS

|| Log Firewvall —
d@ Radius Hotspot

2 Tools I IPsec

| MNew Teminal Neighbors
IFS KVM Packing

| & Make Supout rf Poal

ETY -

3Swig ySwo 30 BB Wigmy (i

L sl OF 35615 4 Glasl (o3l3 018 4 1) ol LAkl sy od S 41 ol o end ) 5

Firewvall

Fiter Rules |N.‘\T Mangle Service Pots  Connections  Address Li

IE‘@ |l:ll:l Reset Counters ||l:ll:l Resst

A/

|.Pdior1

|Chair1

|Src. Address

Mew Firewall Rule

General |M\ranced Bxtra Action Statistics

Chain: |forward <=— |#] Cancl
Src. Address: [ 1[172.16.1.0/24 €— | = Aoply
P Ao | N
Protocal: | |+ Commert
Src. Port: | |+ IT‘
Dst. Port: | |+ lm‘
Any. Pot: | |+ | [ Reset Cowtens|
P2P: | |+ Reset All Counters
In. Interfacs: | |+

Firewall Rule <172.16.1.0/24>

SEC

IP e b 3 part sl
okl |, Firewall gao S
3ol el b Gamao 53 5 AS
» 3 %o Filter Rules s

LS SIS+ g5,

Cwnd 3l General s s
I, Forward <« Chain
Cond 53 dre 5 LS O]
Jos s Src. Address
oS syl 1y s s el
LS olaesnl JS o /78
A Lgd e g0 172.16.1.
S S sl 038 35l

LS5 s Advanced

Cwwd 3 Advanced s s

General Advanced | Bdra  Action Statistics

Src. Address List: | |~ Cancel

Dst. Address List: | - Apply

Layer7 Protacal: | |+ Disable
Contert: [ 1[mp3 —— | &
Connection Bytes: | |+
Connection Rate: | |+
Per Connection Classifier: | |+

| | Reset All Counters

L Snc. MAC Address: -

3550 kb L5y 1L Content

Mp3 e a oo B

- Mp3 gl @ S sl

o e L il

A3 ACTION 5 5405 gy 05,5 3505 51 A €S 550
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Firewall Rule <172.16.1.0/24> Action .. 3l Action <5 s
General | Advanced Exra Action |Statistics
-  __d Ok (535 5 sl |, Drop s S
N
VALY
S
- 1
Frewall [¥] Dst.Fort
EWal
Any. Port 23 3,5 40 RUlE 3ol 51 e
Filtter Rules |NP'.T Mangle Service Ports  Connections  Address Lists p,:: o J]m 25 Qe '
|E|||E|| |z|| |un Reset Counters ”DD Reset A 7 In. Interface "\':’S C""‘”‘J &:JS U‘ S A
H Action  |Chain Src. Address
0  Stdop forward  17216.1.0/24 il | Out. Interface | ShOW e |
Show Categories Packet Mark J 7
: Connection Mark
Detail Mode Z
_ o «Columns
Inline Comments Routing Mark ¢ "JS
Routing Table .
Show Columns » . G oS ol b Content
Connection Type " .
Find Ctrl+F Connection State
i Rule = a5 5. UL W
Find Mext Ctrl+G Src. Address List N >
Select Al Ctrl+A e .. ,ls Content sl
Layer7 Protocel -
Add A
Content =——
Remove R Connection Bytes
Enable E Connection Rate
Firewal - - - -
Cand 55 blas gl
Fitter Rules |NAT Mangle Service Pots Connections  Address Lists  Layer7 Protocals N JJ J-i 2
EIE‘ @ ‘00 Reset Counters ||l:ll:l Resst All Counters ‘ . .
# | [Acion [Chain |Sre. Address |Dst. Address [Proto... [Src. Pot [Dst. Pott |[In. Inter...[Out. Int... |Content B/~ J‘lb J"J’"‘i. «ontent
0 Sdop forward  172.16.1.0/24 mp3
T' LS‘J" ol ol u‘-"‘:‘"
b 'L:"b: <° 3> )[s s ‘)
Generl | Advanced | Bt Acton Sttstis LS i, Command
[ 2 R
Chain: |Forward " ¥ | Cancel
Src. Address: [ 1[172.16.1.0/24 | a Ponly Rule &5, » o b o

Do ks - LS Ss
Disable | . e
Comment for Firewall Rule <172.16.1.0/24> I AS K555
Protocol: o Comment _
Copy LS%".’.JS GCMA‘) oo
Remove s <l |, Command

.J.:LSDJUJ.EJJJARUIe D)}AJD L}jwﬂ

Src. Port:

Dst. Port:
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JURPPCIPIY TICH] IWRgWRTY rvamw

LS o x5 Content Sl a8 Sl pl L oS Jas 3 ile w0 LIS cpl gl fdin | el

= = 1P s sk A st ol
gl |Py6 I Accounting Fiter Rules |NAT Mangle Service Pos  Connections  Address Li
< MPLS I Addresses E‘ |l:ll:l Reset Counters ||l:ll:l Reset ul:-:b‘ ‘) Flrewa” 64-'-,’.‘)5
4 Routing " DHCP Client 1| |Adior1 |E]1E|ir| |Src.:‘\ddress
i System " DHCP Relay 35l 0l 5L gato j3 5 LS
g Queues DHCF Server
] Fies DNS » » Lo Filter Rules _s
|| Leg Firewall —
L Radius Hotspot J":S &tls LtED
A Tools " IPsec
| New Terminal Neighbors
25 KVM Packing
| o Make Supout rf Pool
e Cwnd 3l General s s
Mew Firewall Rule _ .
General |Mvanced Extra Action Statistics ‘) Forwa rd 64&’"‘)5 ‘Chaln
Chain: |Forward — ”3' | Cancel | s 43 M 3 J.;.S sl
Src. Address: [ 1[172.16.1.0/24 — | Aoply ’

Dst. Address: | |~ Js J"J"T LU Src. Address
Protacal: | |- e cJ.,:_',S J)b ‘) 3}5- Lfl;-b 64.{‘.-.»: s
Src. Pott: | |+ Copy
Dst. Port: | |+ Remove L: S u‘iuu”‘J"‘ Jg W) /YE
Any. Port: - Reset Counters
. ' WL e g2 172,16,

P2P: | |+ | | Reset All Courters -

In. Interface: | | hd

S sl 8 K dal s o

‘J?Sb)‘}coJu::umLAMJJ‘)J;)\sjbb‘))ﬁuﬂ‘)bi%b)lsu.}“é‘f45.&5@@.@&4.&)})}

.L;.S&:JSAdvanced Qé})ﬁcw}b]&bﬁb}‘j}‘@

New Firewall Rule

Lontent s ;5 Ll i pl 5o

Gene|jl‘;d\"ﬂl'153d |E:d|a Action  Statistics
Src. Address List: | |v Cancel U'»’~‘ Lv\ms; 3)‘_} ‘) J‘h" bJ}A C"".’.L"” JA)JT
Det. Address List: | |+ Poply
Layer7 Protocal: | |v Disable JJU EML} OU‘}S L'" JA\S Ju‘j:& uﬂ);‘

Connection Bytes: | | -

[ ot |
Contert: [1|3iscoir #— | - "L.’.}“;' ACtiOI’l - 3)‘) 4)l§ UT’~‘ )\
- T
| ——

Connection Rate: | | hd
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New Firewall Rule =]
General Advanced Bdra  Action | Statistics 0K

Cacel command s, » S bl
ply

I,Drop 4w (o Action s s

+

st

Action:

— 5003 Swls 5 S SIS
Comment

5 Sss 25 A4S 5405 5,45 Rule
Py

Remove _,\_:5 S..S OK

Fiter Rules | NAT Mangle Service Ports Connections Address Lists = Layer7 Protocols
d||= &R [ T |00 ResetCounters |00 Reset All Courters i l D)jﬂ - Lﬂu‘j ‘d‘j—’)ls S . ‘ )‘ \
# Action | Chain Src. Address |Dst. Address |Proto... |Src. Port  |Dst. Port  |In. Inter... | Out. Int... | Bytes Pac:k;ts
i . MP3 Drop \ ‘ .. . L, ..
|16 H drop _forward 172.16.1.0/... 224 KiB 40 e %) jh" S L ,L_»
.:+ Block 3iscoir FTom D 2 Fs s
iE 3¢ drop  forward 172.16.1.0/... 4058 B 1
:: MP4 Drop - ° s b
18 Sdop foward 1721610/ 0B 0 Rule “"‘“‘:j &f);;f r0 S

I, s FireWall ;s s s

&S _» Block slea L Drop I, gl «5 & o2 Sledas o o3lal cindls e o3l SIS o o)

S as el Jleel SIS o) 2 pabse onl dadipm 5 iiule 035 2 Sllas plowl L 1S
sbl bl 4 S sslizal 3555 0 53 VPN 516 )8 ST aSul ny oisS ad o3lizal 0T Jlel 5 VPN

il ()L.u)‘ CJLP}U&‘ LS))J'?L;”)U&:’ M}f@.ﬁ J.;USJM &23);:»]7‘5_) cm_)‘jﬁj%%&g&j

s

¢(Layer7 Protocols) o> sl bl 9gli1d os pw ylvio (40 3 jadkiw
o pde | ol Sk gy 3 5kls o s LAYErT7 Protocols . S w4 pal i o o opl 5o
S Jot 13 Spo 0 kLIS 1l sl 45 5 RAR, IS0, MP4, MP3 il (S

¢(Layer7 Protocols) ¢J ol sa> w0

&;@6Wg@pélﬁcws&a\boigLﬁfc;ugj.;:firewallPQL{QTJ,\&)@S&

S

176



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

|é§‘ P — I ARP Firewall . g . - .

551 1Py M | Accowting Fiter Fules | NAT | Mangle | Service Ports | Connections | Address Lits  Layer7 Protacols | S4 JS JP S (3 J.la )‘

& MPLS b = [ =] r )

% Routing " DHCP Client |r?ma 7 [Reger [ [~ BEEE) LS ol b FlreWa”
{5} System " DHCP Relay - '

Q Queues DHCP Server

8 Fies s Layer7 s 5,05 el 3L (gamiw
|| Log Frewal — y A e

B Radius Hotspot I

K Todls " IPsec .}L>:.: ‘ ‘ L g PrOtoco S

|| New Terminal Neighbors o LS ﬁ } *-’M

PS5 KvM Packing - R I

|} Meke Supout i Pool SIS+ ¢ | LJ>= Rhule
New WinBax Routes - dji!’ 6‘9) ﬁ - ’

& Manual SMB

Ee SHP Ditems LS

Mew Firewall L7 Protocol

Name:lMF'4 2 | )Jﬁ;isjl)bafjlé.}:)yﬂj‘Namewﬁww\)s
Regexp: Cancel
" {mpd)

‘\ Apply Jﬁﬁs})‘jbd}f@‘cRegexp CAA-AM}JJ

et 11 \.(mp4)

Py
Remove Layer7 b us SIS OK (65, » s, 038 3,05 5l A

-

2555l MPd gaudS o by s

LMPA w4 GlaalS S5 uS oo )2 1) (55 5 535,05 S5 el Layer7 Protocols s s

¢(Packet Mark) ¢p 9o 4> g0

Off=] Mangle s 5,05 d> ol 5

Fiter Rules MAT Mangle |Senrice Ports  Connections  Address Lists  Layer7 Protocols

IEHE‘ @ |l:llJ Reset Courters ||ul:l Reset All Counters | [ Find | [a [=] 3 J\#S &:ls + S0 2 8 J‘i_ﬁ":’

P | |Acon [Chain |Src. Address |Dst. Address |Proto... [Src. Port  [Dst. Port  [In. Inter...|Out. Int... [B]
'o W acc... prerouting etherl g

IS aile 4 0i 5L (gamio o

New Mangle Rule

General |Mvanced Bxtra Action Statistics

LS‘\“'.’.; ¢Chain Cotond _)\ S

Chain: -— =] Cancel 9 J\:.S uw\ ‘) Prerout'ng
Sre. Address: | |+ Apply

Det. Address: | v & s Advanced s sl
Protocol: | v [ Comment |
Src. Port: | |+ ’T‘

'I"rt|ern Dst. Port: | |~ Remove

i Rog: [ ] Beset Connters
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MNew Mangle Ruls Coaond )‘ Adva nCEd - DL
General _Advanced |E:d|a Action | Statistics )
Src. Address List: | e Cancel MP4 .S [Layer7 Protocol
Dst. Address List: | |~ Apply
Aols e aS Oler (S ol |
Layer? Prtocol: [ [ ¥ | ~ s 8 obles S S
S T | e e
Connection Bytes: | | b ‘ sl s oo |
o . Col .
Connection Rate: | |v > = o “~ 7 M 6(’-.{5; e
Per Connection Classifier: | |v J"i‘)":" Actlon
Sre. MAC Address: | |~

-4 S Action w51l s

New Mangle Rule

General Advanced Bdra Action |Stati5tics

Acton: [T N + | Cancel

New Packet Mark: [MP4  €—— [=] Apply
Passthrough

s LS ol |, Mark Packet s

II
=

New Packet Mark c..3 s
Disable

Comment jk" S0 "\"}""“‘.’. L’ A‘Ja’b DL LS‘MLS
J?S&.:JSOK 6});})))“5

Remove

e

Beset Counters

:(Queue Tree) ¢pgw s> wo

==

LL Y (S gal e 5o el Sl e

L8| |PvE
4 MPLS Simple Queues  Interface Queues  Queue Tres |Queue Types

32 Routing EIE‘ @ |DD Reset Counters ||DD Reset All County & v 9 Ju”f}& Queue Tree J‘)‘_g

oy System 'ﬂName 4 |F‘arerrt |F‘acke°t ...|Lirnit At {b...lMax Limit ...|ﬁ\rg. R.
gOueues——k ' .,\.3..5 JJJL\S b MP4 u\jﬂ;«b&ucﬁﬁ
[ Files

|m||-°g - .| £ ‘
L Radius S n xS D o Sl

A Tods 3L Gamio 3 5 S SIS Queues
|| New Teminal

B KvM 5 Lo Queue Tree s s)ls el
| o Make Supout rif )

Mew WWinBox J.:.S §-§+L5})J'.’J"-.’
& Manual
[E e

Ditems 0 B queued 0 packets quey
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Queue <MP4>

@ b J)P-Jla.' S48 rl.s Name MJJ ddp U'i‘ BE)
General | Statistics

Name: [ <— MP4 .L Packet Marks cus 5 5 oS 3505 ol p5ds
Parent: |global ¥ .. .. .
— il sde Max Limit 5 Limit At c3 55 .S ol |
Packet Marks: |[MP4  #— ¥ ¥ - .
Gueve Type: |default ¥ &ASOK&)Jﬁ})JUbW\C%L{j&SO'ﬁ‘ﬁﬂ\SSOk
s
o opy _J‘,:_,S
Limit A¢: |50k o= 4 bits/s
Max Limit: |50k  f—— 4 bits/s - Z
B — . sk s lils 4 r\.k.e\ =S S «Queue Tree ol sl b
Burst Limit: * bits/s
Burst Threshold: v biis/s Colshs Ve Ol skl co Sl (S MP4 WG4 L
Burst Time: ¥ s s . .
3l (6 50 Slmds 03 S 5L e (S5, 2 bl s e
enabled

L g @J;?L;|ﬁ¢?a\j,>'qu\ Lol LVJ"JJSC,.GJ«A Cusgdows 3wl MPA s b LB S sl byl 40 G
bl by e Ol s |3 51 e (6l ‘r':"g“-ér‘ LUy sl ol ‘m;§>l>.=i\ Iy Cudgdoe oyl
A4S S Terminal 551, o ol 315 L 5 05 5 eslel |, L Rule

Layer7 Protocols « L5 o il sius

/ip firewall layer7-protocol

add comment="" name=NRG regexp="\\.(nrg)"

add comment="" name=RM regexp="\\.(rm)"

add comment="" name=RM1 regexp="\\.(rm1)"

add comment="" name=MP4 regexp="\\.(mp4)"

add comment="" name=AVI regexp="\\.(avi)"

add comment="" name=WAV regexp="\\.(wav)”

add comment="" name=ISO regexp="\\.(iso)"

add comment="" name=MPG regexp="\\.(mpg)"

add comment="" name=MP3 regexp="\\.(mp3)"

add comment="" name=MPEG regexp="\\.(mpeg)"

add comment="" name=WMYV regexp="\\.(wmv)"
add comment="" name=3GP regexp="\\.(3gp)"

add comment="" name=FLV regexp="\\.(flv)"
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add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

add comment=

name=MOV regexp="\\.(mov)"
name=IMG regexp="\\.(img)"
name=DOC regexp="\\.(doc)"
name=PPT regexp="\\.(ppt)"
name=PDF regexp="\\.(pdf)"
name=EXE regexp="\\.(exe)"
name=MSI regexp="\\.(msi)"
name=7Z regexp="\\.(7z)"
name=BIN regexp="\\.(bin)"
name=GZ regexp="\\.(gz)"
name=GZIP regexp="\\.(gzip)"
name=TAR regexp="\\.(tar)"
name=RAR regexp="\\.(rar)"
name=ZIP regexp="\\.(zip)”
name=MKV regexp="\\.(mkv)"

name=WMA regexp="\\.(wma)"

Fiter Rules MAT Mangle Service Ports

Connections | Address Lists  Layer7 Protocals |

«

[admin@MikraTik] > /i
[admin@MikraTik] fip
[admin@MikroTik] fip
[admin@MikroTik] fip
[adminBMikroTik] /fip
[admin@MikraTik] fip
[admin@MikroTik] fip
[admin@MikroTik] fip
[adminBMikroTik] /fip
[admin@MikraTik] fip
[admin@MikroTik] fip
[admin@MikroTik] fip
[adminBMikroTik] /fip
[admin@MikraTik] fip
[admin@MikroTik] fip
[admin@MikroTik] fip
[adminBMikroTik] /fip
[admin@MikraTik] fip

otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
otocol> add
rotocol> add
rotocol> add

[admin@MikroTik] / otocoly> add
[admin@MikroTik] / otocoly add
@ TAR “\ftar) [admin@MikroTik] /i otocol> add
@ WAV \fwav) [admin@MikroTik] /i otocol> add
@ WMA “fwma) [admin@MikroTik] /i rotocol> add
@ WMV “\ fwmv) [admin@MikroTik] / rotocoly> add
@ ZIP .z}
23items

SUAY

name=NRG regexp="\\.{nrg)"
name=RM regexp-
name=RM1 regex]
name=MP4 regex
name=AVI regexp="\\.{avi)"
nam==WAV regexp="\\.{wav)"
name=I50 regexp="\\.(iso)"
name=MP& regexp="\\. {mpg)"
name=MP3 regexp="\\. (mp3)"
nam==MPEG regexp="\\. (mpeq)"
name=WMV regexp="\\. (wmv)"
name=3GP regexp="\\.{3gp)"
name=FLV regexp="\\.{flv)"
name=MOV regexp="\\. (mov)"
name=IMG regexp="\\.(img)"
name=DOC regexp="\\.{doc)"
name=PPT regexp="\\.{ppt)"
name=PDF regexp="\\.(pdf)"
name=EXE regexp="\\.(exe)"
name=MSI regexp-
name=7Z regexp="\\.(7z)"
name=BIN regex
name=GZ regexp-

e 4 YL Ol s
A kS S S
5 &S | >I1, Terminal
L s 1y o smes ples
-Olea s Past (ol 3
o2 e JSE a4k
gl S edalia
P s Dl g2es

ROW PR

A4S | Terminal s 1) ool szs rus,u{j@;ﬁ;;\,ob
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/ip firewall mangle

add action=mark-packet chain=forward comment=" NRG " disabled=no layer7-protocol=NRG new-
packet-mark=NRG passthrough=no

add action=mark-packet chain=forward comment=" RM " disabled=no layer7-protocol=RM new-packet-
mark=RM passthrough=no

add action=mark-packet chain=forward comment=" RM1 " disabled=no layer7-protocol=RM1 new-
packet-mark=RM1 passthrough=no

add action=mark-packet chain=forward comment=" MP4 " disabled=no layer7-protocol=MP4 new-
packet-mark=MP4 passthrough=no

add action=mark-packet chain=forward comment=" AVI " disabled=no layer7-protocol=AVI new-packet-
mark=AVI passthrough=no

add action=mark-packet chain=forward comment=" WAV " disabled=no layer7-protocol=WAV new-
packet-mark=WAYV passthrough=no

add action=mark-packet chain=forward comment=" MPG " disabled=no layer7-protocol=MPG new-
packet-mark=MPG passthrough=no

add action=mark-packet chain=forward comment=" MP3 " disabled=no layer7-protocol=MP3 new-
packet-mark=MP3 passthrough=no

add action=mark-packet chain=forward comment=" MPEG " disabled=no layer7-protocol=MPEG new-
packet-mark=MPEG passthrough=no

add action=mark-packet chain=forward comment=" WMV " disabled=no layer7-protocol=WMV new-
packet-mark=WMV passthrough=no

add action=mark-packet chain=forward comment="3GP " disabled=no layer7-protocol=3GP new-packet-
mark=3GP passthrough=no

add action=mark-packet chain=forward comment=" FLV " disabled=no layer7-protocol=FLV new-packet-
mark=FLV passthrough=no

add action=mark-packet chain=forward comment=" MOV " disabled=no layer7-protocol=MOV new-
packet-mark=MOV passthrough=no

add action=mark-packet chain=forward comment="IMG " disabled=no layer7-protocol=IMG new-
packet-mark=IMG passthrough=no

add action=mark-packet chain=forward comment=" DOC " disabled=no layer7-protocol=DOC new-
packet-mark=DOC passthrough=no

add action=mark-packet chain=forward comment=" PPT " disabled=no layer7-protocol=PPT new-packet-
mark=PPT passthrough=no

add action=mark-packet chain=forward comment=" PDF " disabled=no layer7-protocol=PDF new-
packet-mark=PDF passthrough=no

add action=mark-packet chain=forward comment=" EXE " disabled=no layer7-protocol=EXE new-packet-
mark=EXE passthrough=no

add action=mark-packet chain=forward comment=" MSI " disabled=no layer7-protocol=MSI new-packet-
mark=MSI passthrough=no

add action=mark-packet chain=forward comment="7Z " disabled=no layer7-protocol=7Z new-packet-
mark=7Z passthrough=no
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add action=mark-packet chain=forward comment=" BIN " disabled=no layer7-protocol=BIN new-packet-
mark=BIN passthrough=no

add action=mark-packet chain=forward comment=" GZ " disabled=no layer7-protocol=GZ new-packet-
mark=GZ passthrough=no

add action=mark-packet chain=forward comment=" GZIP " disabled=no layer7-protocol=GZIP new-
packet-mark=GZIP passthrough=no

add action=mark-packet chain=forward comment="TAR " disabled=no layer7-protocol=TAR new-
packet-mark=TAR passthrough=no

add action=mark-packet chain=forward comment=" RAR " disabled=no layer7-protocol=RAR new-
packet-mark=RAR passthrough=no

add action=mark-packet chain=forward comment=" ZIP " disabled=no layer7-protocol=ZIP new-packet-
mark=ZIP passthrough=no

add action=mark-packet chain=forward comment=" WMA " disabled=no layer7-protocol=WMA new-
packet-mark=WMA passthrough=no

add action=mark-packet chain=forward comment=" MKV " disabled=no layer7-protocol=MKV new-
packet-mark=MKV passthrough=no

(O]

Fiter Rules  NAT Mangle |Sem'ceF‘orts Connections  Address Lists  Layer7 Protocols

E“El lz‘ |l:ll:l Reset Counters Hl:ll:l Reset All Counters | E

# [ [Action |Chain [Src. Address [Dst. Address |Proto... [Src. Pt [Dst. [+
o Doc
14 # mark packet Forward
15 FFTlmark packet Forward [2dmin@MikroTik] /ip firewall mangle> add acticn-mark-packet chain-forward comment=" MSI " disabled-no 1 |-
- PDF ayer7-protocol=M3I new-packet-mark=M31 passthrough=no
16 # mark packet Forward [2dmin@MikroTik] /ip firewall mangle> add action=mark-packet chain=forward comment="7Z " dissbled=no lay
. er7-protocol=TZ new-packet-mark=7Z passthrough=no
17 # mark packet Forward [admin@MikroTik] sip firewall mangle> add action=mark-packet chain=forward commenc=" BIN " disabled=no 1
- MSI ayer7-protocol=BIN new-packet-mark=BIN passthrough-no
18 # mark packet forward [admin@MikroTik] fip firewall mangle> add acticn=mark-packet chain=forward comment=" GZ " disabled=no la
[ 4 yer7-protocol=GZ new-packet-mark=GZ passthrough=no
19 # mark packet forward [admin@MikroTik] /fip firewall mangle> add action-mark-packet chain-forward comment=" GZIP " disabled=no
= BIN layerT7-protocol=GZIP new-packet-mark=GZIP passthrough=no
20 # mark packet Forward [2dmin@MikroTik] /ip firewall mangle> add action=mark-packet chain=forward comment=" TAR " disabled=no 1
G2 ayer7-protocol=TAR new-packet-mark=TAR passthrough=no
Pl # mark packet Forward [2dmin@MikroTik] fip firewall mangle> add action=mark-packet chain=forward comment=" RAR " disabled-no 1
- GZIP ayer7-protocol=RAR new-packet-mark=RAR passthrough=no
72 # mark packet Forward [admin@MikroTik] fip firewall mangle> add action=mark-packet chain=forward commenc=" ZIF " disabled=no 1
- TAR ayer7-protocol=ZIP new-packet-mark=ZIP passthrough=no
23 # mark packet forward [admin@MikroTik] /fip firewall mangle> add acticn=mark-packet chain=forward comment=" WMA " disabled=no 1
P R ayer7-protocol=WMA new-packet-mark=WMA passthrough-=no
24 # mark packet forward [admin@MikroTik] /ip firewall mangle> add action=mark-packet chain=forward comment=" MEV " disabled=no 1
- 7IP ayer7-protocol=MKV new-packet-mark=MKV passthrough=no
25 # mark packet Forward [admin@MikroTik] /ip firewall mangle>
- WMA [admin@MikroTik] fip firewall mangle> L
2% # mark packst forward [admin@MikroTik] /fip firewall mangle> ||
- MKV [admin@MikroTik] /ip firewall mangle> I i
27 # mark packet Farward -
o [ [+]
28 items (1 selected)

S Llod >l Terminal ;s e &) s 40 Sl s plad AiS o odalie Vo g 53 4S5 sb0les

o sl Mangle w55 ks 5,5 sla Rule rL«S
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/queue tree

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=I1SO
packet-mark=ISO parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=NRG
packet-mark=NRG parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=RM
packet-mark=RM parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=RM1
packet-mark=RM1 parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=MP4
packet-mark=MP4 parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=AVI
packet-mark=AVI parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=WAV
packet-mark=WAYV parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=MPG
packet-mark=MPG parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=MP3
packet-mark=MP3 parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=MPEG
packet-mark=MPEG parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=WMV
packet-mark=WMV parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=3GP
packet-mark=3GP parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=FLV
packet-mark=FLV parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=MQOV
packet-mark=MOV parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=IMG
packet-mark=IMG parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=DOC
packet-mark=DOC parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=PPT
packet-mark=PPT parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=PDF
packet-mark=PDF parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=EXE
packet-mark=EXE parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=MSI
packet-mark=MSI parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=72
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packet-mark=7Z parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=BIN
packet-mark=BIN parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=GZ
packet-mark=GZ parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=GZIP
packet-mark=GZIP parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=TAR
packet-mark=TAR parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=RAR
packet-mark=RAR parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=ZIP
packet-mark=ZIP parent=global priority=8 queue=default

add burst-limit=0 burst-threshold=0 burst-time=0s disabled=no limit-at=50k max-limit=50k name=MKV
packet-mark=MKYV parent=global priority=8 queue=default

Simple Queues  Interface Queues Queue Tree | Queue Types
+ =T Reset Courters || 0o Reset All Courters
Mame Parent Packet ...| Limit At {b.. imi
&7, global 7z o N
BAvI global AVI add burst-limit=0 burst-thresheold=0 burst-time=03 disabled=no limit-a
EL] global BIN 150 parent=glcbal pric efault
gggg g:oEa: ESE > add burst-limit=0 burst- 0 burst-time=03 disabled=no limit-a
globa efault
gar global FLV 0 burst-time=03 disabled=no limit-a
86z global GZ :=RM parent=global pr efault
aaczr global Gzip 2dd burat-limit=0 0 burst-time=0s disabled=no limit-a
BIMG global IMG EM1 parent=global efault
g1s0 global 150 > add burst-limit=0 burst-th: d=0 burst-time=0s disabled=nc limit-a
& MKV global MKV MP4 parent priori efault
& mov global MoV f qu > gdd burst-limit=0 burst-th 0 burst-time=03 disabled=no limit-a
BMr3 global MP3 AVI packet-m AVI parent=global pric a efault
B up4 global MP4 f qu > gdd burst-limit=0 burst-th 0 burst-time=03 disabled=no limit-a
BMPEG global MPEG WAV packet-m WAV parent=global pric efault
8 MPG global MPG > add burst-limit=0 burst-th: 0 burst-time=03 disabled=no limit-a
B ms| global Msl MPG parent=global i efault
&NRG glabal NRG > add burst-limit=0 0 burst-time=0s disabled=no limit-a
EFPDF global FDF MP3 parent=global efault
g;:}; g:oEa: ;;L > add burst-limit=0 0 burst-time=03 disabled=no limit-a
globa queue=default
§2m1 g:oEa: 2m1 a 1AM /queu r 2 r 1imi E 0 burst-time=03 disabled=no limit-a
globa imi © na | & v =default
g:}:\iﬁv E:EE:: :LAJEV bf:s;—timeﬂs disabled=no limit-a
efault
gwnv global wmy > add burst-limit=0 burst-th burst-time=03 disabled=no limit-a
azF global ZIF FLV packet-m FLV parent=global pri efault
> add burst-limit=0 burst-th: burst-time=03 disabled=no limit-a
MOV parent=global i efault
> add burst-limit=0 burst-th: burst-time=03 disabled=no limit-a
IMG packet-mark=IMG varent=global pricritv=8 gueue=default

by o sl Rule plas le b Lot 3 0T 03 S Past 5 ol s plas 038 S L S a5 VU IS0
Lt s Sl ses Gl 0o 5 e pab s onl 45 Lo sl OS5 <y se 4 Queue Tree s «
S i L e SO sy ) 51 g Al e L sl axiils a5 clile e 1) Ol
Lis oS 3503 355 on (5,505 oy 4l ok S a3 CulishS 50 e T (sean ol S oS S

S a3 OF 5 s QUEUR (s 5 b i | e Queue s
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530 dsl Ol Gl S BLB1 S5 S S ) Ll (gilme S 2l G AL g ) LS

<ol 15 ShutDown (ga 8 System o 51 5 d5s WINDOX 505 caes sl 1) S5 S

I3 Dcs LY
(3 Document A host is a computer tha
(fp Exchange2015 as ESX or ESX, to run v )
%1 p— R 1r§SSE;Lér ESXi 5, 2)ls (S5 S Sy 055 sl 5l am
Guest 4 P . - .
Snapshot , oS 5 S Sl ) SIS S5 500 S50 S 2 s s
@ COpen Console ual ma . .
| = g a i LS ol | Edit Settings

[  Edit Settings... g——

U i D add :
pgrade Virtual Hardware b virtu . _
Add Permission,.. Ctrl+P perati VMware Workstion LSJLMLS)L%A )\Jg‘ fr )‘ VA JS\
rtual m

Report Performance...

nit st Cely SIS gl ibe 65y 4 AL IS e esland]
Rename

Open in Mew Window...  Ctrl+Alt+M J.:,S ub“" ‘.) Settings 64‘"1)§ J J':'S

Remove from Inventory
Delete from Disk

VAM

4

Gt Create a new virtl
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@

I™" Show Al Devices

Hardnare | options | Resources |

Mikrotik - Virtual Machine Properties = =

N =

Virtual Machine Version:
Memary Configuration

Hardware.

L3
=] .
i || DeviceTyne
=
= Device Type
<= Select a Disk
=] Create a Disk
(] Advanced Options
] Ready to Complete

255 GEI‘I Memary Size: 2= [~

Add Hardware

Summan.

What sort of device do you wish to add to your virtual machine?

Choose the type of device you wish to add.

(@ serial Port Information
@ Parallel Port

L Fioppy Drive
{25co/vD Drive

@) USB Controller

USE Device (unavailable)
Al PCI Device (unavailable)
BEthernet Adapter

S

i, 5CSI Device

This device can be added to this Virtual Machine.

i

7

Cancel

< Back | Next > I

i

Select a Disk

Select a Disk
Create a Disk
Advanced Options
Ready to Complete

Device Type

Add Hardware

A virtual disk is composed of one or more files on the host fle system. Together these
files appear as a single hard disk to the guest operating system.
Select the type of disk to use.
Disk
o~ & Creste anew virtual disk
I
" Use an existing virtual disk
Reuse & previously configured virtual disk.

Give your virtual machine direct access to SAN. This option allows you to
use existing SAN commands to manage the storage and continue to
access it using a datastore,

{

Help

Cancel

< Back | Next > I

7l

@

Create a Disk

Add Hardware

Spedify the virtual disk size and provisioning policy

Select 3 Disk
Create a Disk
Advanced Options
Ready to Complete

Device Tvp

Capadi
Disk Size: 100 |8 ~

Disk Provisioning

(¥ Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
€ Thin Provision

Location
% Store with the virtual machine

(" Specify a datastore or datastore duster:

[

v

Help

< Back | Next > I

Cancel

7

)Jjw@Addéj)ﬁ‘woﬁjl{j\J@
ol |y Hard Disk gao S ccudd 5ol 5L (gamin

LS SIS Next 55 s

Create a New Virtual Disk sau S ccand ool s

(Rl D> 45 Aoy S 555 Gl S 3la w LS

CA»VU‘ o b)‘j %L}KS\" )‘v\.&ﬂ <¢,.o..~.§

S SIS Next 55
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@ Add Hardware

Advanced Options
These advanced options do not usually need to be changed.

Virtual Device s ;5 S ax 5 IS opl &

9 .X:.S ub&\ b IDE W) c<=).> 64.%)?10.27 .Node

Device Type Specify the advanced options for this virtual disk. These options do not normally need

Select a Disk to be changed.

Create a Disk

Advanced Options Virtual Device Node . Ju..S &JS N eXt sz‘) J—’

Ready to Complete (ol FoSTO) =l ) N '
[l [CE (1:0) -

S sl b uss SIS Finish g5, » Ao gamio o
ndependen
Independent disks are not affected by snapshots.

" Persistent o . . - “ .o
Changes are immediately and permanently written to the disk. D g ULP‘ &gy‘)){:-d u.m.:s “ JJG.: )90 &mi.}

" Nonpersistent

Changes to this disk are discarded when you power off or revert to the

. SIS OK 65, ~ S 5,80 Dlanals (gamins s

LY

Help < Back I Next = I Cancel

Z

B 8~ tar~)D
w b 9 @ @|E‘ Ll Ko Fas a5 dlol S aly S als a8l 51

= F 1?2.15.1.&
Pooll . .o PR
g Pool3 Getting Starl J‘t‘.“s eI IR0 Jg“" Lile

@ Cash-Server
@ bce Whatis sl e Jeate 5550 WINDOX 3 b 5l 555 0dd i 3l A
B Dcs RSt rIo R RPN P O s Ol D
{3 Document A virtual 1
({3 Exchange2015 physical ¢
(h [Mikrotik| < applicatio
(GO Test machine
Because
environm
workstatig
consolida

#4 Brde Auto Upgrade fl'?d‘ "\iLf 45 (5)[5 g’ﬂj}‘ ‘J}J} ).‘ "\"'f

I=E PR
Hrs Cetficates
e
Clock

Console ol sl &u-bl.) JJL& QJ; C_,.AJ.% haad
Disk List

& System 5| = Name [ Label [Type  |Disk [Free J‘ -)ls LJ'i\ QS‘J" S "\""L’gfd &'SJJJK‘:" “

& Gueues o ——B  uknown  VMware Vitual IDEH... 08 1000GB
e pimany slave i3 Vlwere Vintual IDE H AIME  5120MB

= Sae S (s wile o System g s
2 Radus Heense
Logaing

z::lsrmna\ P C».w.:‘ 3l 3 S ubr.“u\ I Disks

Password

2=l 1P Iy
Lsgl IPv6 [
s
s

& MPLS

1 Make Supout i

New WinBax Ports

oy sl | s la

Resst Configurston rni< ) A= &m-_{b SHd 3 g g
Resources
Routerboard

2items (1 selected) .)\:.,S &315 Format Dr've S

el System >> Storage o o 4 Sus ol S5 S Sy el S0 0 il axdls ax
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File System: |fat32 1#=] [ stop |
Label: | -
Formatted: |0 % |
[=]|E3
| Eject Drive || Format Drive |
|Mame + | Label | Type | Diske |Free | Size [+
Cash Disk NO NAME Fat32 VMware Vitual IDE H 98.4GiB 100.0GiB
primary-slave = 470.9 MiB 512.0 MiB

Name: |Cash Disk] =—

Label: |NO NAME Cancel
Type: |F3132 Apphy

Free: |98.4GiB
Size: |100.0GiE

|
|
Disk: |VMware Virtual IDE Hard Dr.. |
|
|

2items (1 selected)

x5! IPvE
<" MPLS
@2 Routing
i5¢ System
g Queues
[ Files
|2 Log
M Radius
2K Tools

|| Mew Teminal

| & Make Supout rif
Mewr WinBeoo

& Manual

E i

EEl P e [“|qu

Accounting
Addresses
DHCP Client
DHCF Relay
DHCP Server
DNS
Firewvall
Hotspot
|Psec
Meighbors
Packing
Pool

Routes
SMB

SNMP
Services
Settings
Socks
TFTP
Traffic FAlow
UPnP

Web Prosgy
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Web Proxy Settings L§¢“’.’.J§ &:’,’ Sy Y LS)L""‘JL@ 6‘)" ded o U'l‘ BE)
General | Status  Lookups  Inserts  Refreshes
v i — Sosles POrt e s s ol |, Enabled
Src. Address: |- |< . .
F‘ort:lE:DBﬂ -«— |¢ BES uﬂs 44 Lﬁ&./a.i% L5"""J""N'> LS‘}" uﬁj—ew
O] rorymons :
4J¢JM\)Q\J§‘f@M6W\aMW
e N 511, Cash On Disk suc, € S
Parent Proxy Port: | |- S Ul""’ o Las n is (5“":’}5 =
Cache
Cache Administrator: |Farshid babajani |A Direct . . . .. .
. — - J)LA Cashe Path c...3 SR (e u.:fv.@.n B
Max. Cache Size: ||_|r1||rnrted || +* | KiB Connections
Max Cache Object Size: |2048 (KB | | Cache Conterts S ol | oS Sl ea Las S
Cache On Disk
Maze. Client Connections: |500 | .Jj...f& LS)'\.U‘Q‘) D9 U':S G J.:.«S &»JS OK S 2
Mz, Server Connections: |G[H] |
Max Fresh Time: |3d 00:00:00 |
[] Serialize Connections
["] Always From Cache
Cache Hi DSCP (TOS): [4 |
Cache Path: |Cash Disk [=]
munning
T E R . < )
Tt Accourting Fiter Rules  NAT |Mangle Service Ports  Connections | Add
' MPLS [+ I HE¥
« Addresses IEEI @ |IJIJ Reset Counters ||l]l] Re J"lb ¢hor LSJU"M)
22 Routing I DHCP Client : _
7 T\ |Pd|or1 |Cha|r| |Src.ﬂddress |Dst.ﬁddress |F‘roto . . ol sl
57 System I DHCP Relay S b a1y 0y,
& Queues DHCP Server . S
[ Files DMS G -~ g.,-;U.A R
Log Firewall  —p R T
el b =S gl cledbl
ﬂ Radius Hotspot 2 Lé-’
x‘l'ools I IPsec LS‘J" .Jj.«:& Sl PR
|| New Teminal Neighbors
| 4 Make Supout rif Pool e
Mew VWinBox Routes PR FireWall J)‘j
'a' Manual SMB
old 3L PSP I
B i SNMP ‘ R ’
. Ditems
Services

LS SIS+ 55
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New NAT Rule

General |Mvanc:ed Extra Action Statistics

Chain: +——

Src. Address: [1[172.16.1.0/24 g |« Tonly

— N

Protocol: [ 1[6 tcp) g [#]a | [ Comment |

Src. Port: | |~ IT‘

Dst. Port: [1[80 = (o | [ Remoe |

Ay Port: | ‘v | | ResetCountes |

in. Intesface: | v | [ Reset Al Counters |
Out. Interface: | |~
Packst Mark: | |~
Connection Mark: | |~
Rru tinn Made: | |

Coond 3 Al Cand ol
I, dstnat 4.¥ Chain
SIC. Caand 5 5 AS Sl
il IS .osl Address
Ster U AiS 55l 1) 5
Do S Sk Ol
Cand 53 Mgl Colda
I, TCP «y;S Protocol

sl ACTION 5 55l da 5 IS 54l | Gl oy Silbis (godins OLLS 4S A sus ‘(,APort

|| New NAT Rule

General Advanced Bdra Action |5tati3tics

Action: |redirect e

[ Log

Log Prefix: |

To Ports: |RDBD -

Web Proogy Settings

General Status | Lookups  Insets Refreshes

oK

Uptime: |D1 46:08

Cancel

Reguests: |89645

| Apply

Hits: |1

Clear Cache

Cache Used: |4 781 KiE

Reset HTML

Total RAM Used: |2 295 KB

il

Access

Received From Servers: |32 428 KB

Cache

Sent To Clients: |32 502 KiE

Di

Hits Sert To Clients: |0 KiB

I

L' Connections

" | Cache Cortents

1

i

WJsl Cwnd y3 Action s s
okl |, Redirect g4
Jo Ports w3 5 5 S
S S Sl 1 Sos el
Web Proxy ks cad )
Ok (o) » A s LS 3l

st S Fed g e S A5 sl a s S G 2
S, S,y 5 IP>>Web Proxy s, 1L &S

.v\-."j-\ﬂ

s 033 Jlad Ol e L s Status o sl S|

N ESE R u,isL;o.,\..i oalaral LgL,a.% )U.E.a o‘ﬂ.h 4

DS s g0 4S5l (5 Ol ol 0l o
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Web Proxy Cache Contents

T

URI
http://a disquscdn.com/next /834bfb F Jounge load js

http://apnmedia ask com/media/toolbar/everest /partners,/F TV-RG. Y/ Ask Toolbarinstaller-P TV-..

http://apnmedia.ask .com/mediatoolbar/everest /partners/P TV-RG Y/ Setup ini
http://apnstatic ask com./static/toolbar/everest /notifier/not 029/ notifier5-config xml 7seq=0

http://avstats avira.com/prodinstall php Angprod=EMé&product _id=34build=14.0.7 4684md=068=2 .
http://avstats avira.com/prodinstall php Angprod=EM&product _id=34build=14.0.7 4684md=352c1..
http://avstats avira.com/prodinstall php Angprod=EMé&product _id=34build=14.0.7 4684md=6de74..
http://avstats avira.com/prodinstall php Angprod=EM&product_id=34build=14.0.7 4684md=73553..

hitp://az307127 vo msecnd .net webslices/ie 8 Tculture=en-usbr=asdf 5488

http://cisco4ags cisco.comAag/ntpagetag off Fs=18ts=1420096320312 62598lc=http L IAL2FL2F .
http://cisco4ags cisco.comAag/ntpagetag off Fs=18ts=1420096320312 62598lc=http L IAL2FL2F .
http://cisco4ags cisco.comAag/ntpagetag off Fs=18ts=1420096320312 62598lc=http L IAL2FL2F .
http://cisco4ags cisco.comAag/ntpagetag off Fs=18ts=1420096320312 62598lc=http L IAL2FL2F .
http://ciscotags cisco.com/Aag/ntpagetag off Fs=154s=1420096320312 62598lc=http L IAL2FL2F ..

File Size

/tag/ntpagetag

IAL2FL2F.

hitp i
hitp://cd thawte com/Thawte Premium ServerCA.od
http://downloads mailchimp .com/js./goal min js

http://ocsp verisign.com/MFEwTzENMEswSTAJBgUrDgMCGgUABBS56bKHAC LD % 2B0y %26 .
http://ocsp verisign.com/MFEwTzBENMEswSTAJBgUrDgMCGgUAEBT SqZMGSMETASrdzkbCn....
http://=n splashtop .com file_system./apt_repository/dists/GBBCU01/released /binaryi386/Packa. ..

http://spms-storage spccint.com/Detection/Detection json
http://spms-storage spccint.com/Detection/SF Detector exe

http://ssl gstatic.com/gb.images/b_8d5afcl5 png

hitp:/ssl gstatic.com/gb/js/sem_12323c346338113d94fce 117c 7263257 js

http:/42 symcb com/MFEwTzENMEswSTAJBg UrDgMCGgUABBCGwF4prw 35S TmCbCEHD %2Rv6. ..
hitp:/#i symed .com/MFEwTzBNMEswS TAJBgUrDgMCGgUABBRf 3h%2B5hEjM %.2FdnliVit0Z%2...

.
153 items (1 selected)

Ceaw 1 S o ) gy 4y 55
«s Cash Contents 5, » <ol
ol odl AS Sldon (gokas DL
Sekas olis «5 Connections
SISl O gl iSO

LY

OMLLA I P9 L}.{«;)JSJ}EQM

Cach Cooond BE c.L“.SL;a
s oS glasd  LContents

osliial Oy Olein 05 S 0,03 Che 4 3l )5 S Rl ) g e AS WIS e aS ) sboles 1T

V.,S oslizul OLS aslsl s Squid asle

tWeb Proxy 40 colw JES! g cyw

gk a0 540 aSh UL Sl U s 55 018 6l 5 ) e Al LS

Web Proxy Settings

General

Status  Lookups Inserts Refreshes
| iEnabled Cancel
Src. Address: =
¢
Part: |8030 =
Anomymous
Reset HTML
Parent Proogy: -
Parent Prooor Port: v .
|
Cache Administrator: |farshid babajani - Direct
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&AS‘FQ)&‘TLQ‘))JJW@‘)D

Src. ngly- ol 3L gats y3 5 LS

‘1 r Src. Address: |1T-"2.‘|6.‘|.Df2-| -/ |A 0K -
Dst. Address: | |v Cancel v-"‘ﬂjls L«» ﬂ)ls U""JD‘ ...Lil.s Address
Dst. Port: |:|| | Spphy

Local Port: | | ~ '

Dst.Host:DlSiscn.ir — |A szj.xcs;)\)\);f;wjb
Path: - -
| | 5 25 5,15 1y calu oysl Dst. Host
e 7 [ Aewe |
Action: |dery  4—— [#] sas S Action cals s - A s
Redirect To: | |‘F

A4S sl | deny

I;it|ems Hits: |D | a

e r A5 SAsok s 2
WAL — L oS 1l 1 Bisco.ir colucy S|
ERROR: Forbidden sa S8 s &S ey gl

g o d=] 9o (AS e s dalin
While trying to retrieve the URL http-//3isco.ir/: A O A

P AccsrDemied e s glacgbe sl Ll e 1 LS
Your cache administrator is farshid babajani.
s rl.’?u.‘ -

Generated Thu, 01 Jan 2015 09:35:49 GMT by (Mikrotik HitpProxy)

Web Proxy Rule <172.16.1.0/24> WWW.3ISCO.II & po 0 ) ol al 5
Src. Address: £[172.16.1.0/24 - | oK | oot nl G5y s Sy S L
Dst. Address: | v | Cancel | . e
Dst. Port: [ | o Aol P Sk il 5 AR 0L S
Local Part: | g | — | sl 0 iy by opl &SI L
Dst. Host: []|*3isco.ir” | a [ ot || sl dme s 5 il S ol e sl
i - | Copy | S ol L aS *3isco.ir® o ams i3 ¥
Method: | v T e | ShEe AT A 1
Action: |deny |* [ Reset Courters | A el ates Sl O A o
e |~ [ Reset Al Courters |
Hits: [4 |
enabled
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Web Prooy Rule <172.16.1.0/24> Iy cole as L;',LA)' B J__,)lS J@\jﬁq Jf\ N~
Src. Address: [ ][172.16.1.0/24 t— a | oK | e < g ‘
BV 5 > < PURS) - S
Dst. Address: | |" | Cancel | ) Jgi — - Js T
Dst. Port: [ || Aoply | b o> Redirect To cws ;s L
Local Port: | |v | Disable | g“lS OK RESES &ﬁl J\ A ‘.,\.:'S J)U b
Dat. Host: |:||‘E'-isc:c:.ir‘1_ | e . .
Path: | s | Cony |
Method: | |v | Remove | REdII"eCt CM‘}P.-‘)Q Ui‘ LJ.'«S CM‘}?L)J
Action: |dl3|'f'_l’ ";| | Rezet Counters | .;jﬁ";&a;b’w) ijfg;_ll”‘\_,j)lsja,\,;
Redirect To: |gungle.cnm = |-‘~ | Aesst Al Counters |
Hits: |'I |
enabled

2Web Proxy 5o B Ja o gu o

55Lls wilss B g 595 01,8 sl 1, W flv, avi, .mp4, .mp3, .exe Wil da LB W sy a1 (gl 5

5 L gs ACCeSsS Cud 5yl L S

[#][=] [«][x] T

?l‘u| |Sf'1$ﬂr§f_m4 Src. Address: [£1[172.1610/24  — [P oK S0 JS5 ol oS SIS H 65
Dat. Addres: | = o3l Src. Address . s

Dst. Port: [ | Apply

Local Pot: | |~ Ceand 53 5 3,05 15 008 JSL 0L
| -
Path: |:||‘,mp3ﬂ—- |A BLEE) J\.:.«S JJ‘) b ‘-}ilﬁ Juj.waa gPath
Method: | |~ ~ .
i ) , Deny sa¥ Action s
e o g ”
Redrect To: | |~ o8 Sl ) de S ol
Hits: |1] |

liem (1sclected) | L oS s5lls 1, MP3 LG aals

|

ERROR: Forbidden ol S A dal gt axlge plast (Gamin

‘While trying to retrieve the URL http-//dLpop-music.ir/music/1393/Dey/Amin%20Fayyaz?20-%20Nemitooni%20%28128%629.mp3: . JH'S (_5‘ OML;J ‘9 J_, ‘9 B) Jg;, B) ) ‘ B M

® Access Denied

S

Your cache administrator is farshid babajani.

Generated Sat, 03 Jan 2015 08:21:01 GMT by ::ffff: 172.16.1.2 (Mikrotik HttpProxy)
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Squid yg g S 53l

Go\Llely (o g 3 5 aS Sl )= Web Proxy sl estacal o5 ,m 55 6l slaol, 31 s (S

fdsel o S5 5 33 s a0 1 O

23999 Jols i (595 9 Squid e

SHOS cpl 53 S eslinal (G35 p 50 A Sl AdlS e ek oS 0 ls Sa s Jelepitann 4 5L 550 )0

ol ealase] Yo Y JJ)‘"“.})“\;‘?J&.

https://docs.google.com/uc?id=0Bw1Nv5ua4a5-

Rlp2bnpSUXk3Y28&export=download

BE |

Please read the Squid 2.7 for Windows License
Agreement

i Squid 2.7 for Windows Setup

This software product. SQUID, is developed by -
ateam of individuals, and copyrighted (C) 2001
+  |by the Regents of the University of California,
with all rights reserved. UCSD administered the
* |NLANR Cache grants, NCR 9616602 and NCR
9521745 under which most of this code was
developed.

By accepting this notice, you agree to be bound ~
by the following agreements:

This program is free software; you can

I accept the terms in the License Agreement

/ N

Back | Install ‘ ‘ Cancel
®© * 4 . » ThisPC » Local Disk (C3) » squid » etc g
-
- F . MName Date medifi
- Favorites
B Desktop || cachemgr.conf 271/

4 Downloads || mime.conf

] Recent places || squid.conf

Open with
7-Zip '\ v

Scan selected files with Avira
#  TeraCopy...

& Homegroup

1% This PC

Dclet,

‘J}-\JL.’b)jﬁ))%))bde(J,bb)}AJ‘f‘?f J).LJ‘D)‘JM

S

2 3 S ozl | [ accept the terms G5 ol 1 5l dw

S 2 B 3y s Uoass SIS Install g,

554 ez Windows

B 5 pd 5 e 351 SQUID syl s ) n

S | I Notpad 5 b 511, s sy g
LU sy s Lss C\squid\etc e 5,05
Open s« S 5 LS cwl, KIS squid.conf

NotePad 3 b 3l 1, L sy5 L 5111, with
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|
\ B s Ot +F s 5 s e L6 0s 5L 5l e

LS a1y localnet sals 5 das

Find
Findwhat: localnet g | | Eind Next
Direction Cancel
[ ] Match case OUp @ Down I
E| sguid.cont - No|
File Edit Format View Help

#

acl to localhost dst 127.09.8.8/8 8.0.8.8/32

# Example rule allowing access from your local networks.
# Adapt to list your (internal) IP networks from where browsing
# should be allowed

acl localnet src 10.0.8.8/8 #
acl localnet src 172.16.1.8/12 #
acl localnet src 192.168.8.68/16 #

RFC1918 possible internal network
RFC1918 possible internal network
RFC1918 possible internal network

¥

£ TAr

acl SSL_
acl Safe_ports port 80

acl 5afe_ports port 21

acl Safe_ports port 443

acl 5afe_ports port 78

acl Safe_ports port 218

acl Safe_ports port 1825-65535
acl Safe_ports port 280

acl Safe_ports port 488

acl 5afe_ports port 591

acl Safe_ports port 777

acl CONNECT method CONNECT

ports port 443

HoE o o o M A W

Lt

http

ftp

https

gopher

wais

unregistered ports
http-mgmt

gss-http

filemaker
multiling http

S35 ge GaalS (gt Sl Any
L osre S8 4 4l o
ekl &S 55 Al edalls
Sl e sl s Access List
S S LS S s
ol sl adls JolS g
WY N, s et ol
Sl ki a5 L 3 aS oy
AV, et WY ) e

L545:?; Lf”JbT '&§|55L5A rah LQw:

QTJE_}:)}»J::'-@\jw‘&)\xéj@ﬁzéu@qﬁjf\jM};{omwm)ﬂ);)}

Aeas LS 1 CErl + S WS s ) s S G

squid JﬁS\JQJ b By Q)st

http_port 3128 suc

Sooled AS gt |

£l

File Edit Format View Help

# the port specification (port or addr:port)

#

# If you run 5quid on a dual-homed machine with an internal

# and an external interface we recommend you to specify the

# internal address:port in http_port. This way 5quid will only be Sokad ol FIYA
# visible on the internal address.

#

# Squid normally listens to port 3128
http_port 312§ <—

# TAG: https port

# Note: This option is only available if Squid is rebuilt with the

# --enable-ss1 option

#

# Usage: [ip:]port cert=certificate.pem [key=key.pem] [options...]
#

i Cox Sl
- L« el Squid
\) g:J)Jﬁ LSOJLAa; QJ&‘“&?‘)S

a2 ol s 4
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& P Services ol eas Q.}; PRE S B P
File Action View Help b j:} J ‘
B ek Hem »"wunw»
o senvices (Local) | [0 gp i o 9 Lo b Oldn (G4
Squid Narme ’ Description  Status  Startup Type  Log On As
X ' Secondary Logon Enables star... Manual Local Syste... “ . . . . .
Start the service % Secure Socket Tunneling Pr...  Provides su... Manual Local Service (}'LJL )‘ ‘)‘5"“’1‘5 QL‘)’A L};-‘J
L Security Accounts Manager  Thestartup .. Running  Automatic Local Syste...
Description: £ Security Center The WSCSV... Running  Automatic (D... Local Service .
Squid 3.0.5TABLE23-BZR WWW Proxy 2 Sensor Monitoring Service  Monitors va... Manual (Trig... Local Service ‘J_>| b SerVICes W
Server G4 Server Supports fil..  Running  Automatic Local Syste... ) ) )
& Servicelayer Manual Local Syste...
£ Shell Hardware Detection Provides no.. Running  Automatic Local Syste... \ .S
S Smart Card Manages ac... Disabled Local Service TR
£ Smart Card Device Enumera.., Creates soft.., Manual (Trig.. Local Syste..
& Smart Card Removal Policy  Allows thes.. Manual Local Syste...
54 SNMP Trap Receives tra... Automatic (D... crcis-teh\f....
¢k Software Protection Enables the . Automatic (D... Metwork S... a Lﬁg}““ﬁj“"’ C,\..M.J J>—\b BL
£}, Spot Verifier Verifies pot... Manual (Trig... Local Syste.. ) " "
Squid 3.0.5T... Automatic Local Syste... P
(. 55DP Discovery Discoversn...  Running  Manual Local Service S M
£ 8till Image Acquisition Events Launches a... Manual Local Syste... U’"T’JJ ) HLiJ . SqUId JL:JJ
4 Storage Service Enforces gr... Manual (Trig... Local Syste...
& Superfetch Maintains a... Running  Automatic Local Syste... Z . ..
& SwitchBoard Manual Local Syste... )-’ ;‘ C-)\-t~§ Sta rt “) Jki b)jﬂ
- 1
=z =z
25 |P . I | ARP . - & pd M & s o . .
£ IPvé g Accourting
& MPLS I Addresses
HPRotng I DHCPCient RGSUVH IS WA CR1 PR PUN L PR
i System I DHCP Relay
Q Queues DHCF Server
I Files DNS 5 . . ..
] Log Firewal ‘)‘Sfﬁjgt‘:‘f))')‘il'."deﬁ%ﬁ“‘)ﬁ'@.‘féﬂ)ﬁj&g)jﬂwﬁf”&*.’.‘)"w
“_@.Radius Hotspot
A Tools I Ipsec . . T - . e -
@] New Teminal Neighbore .J.S JL«.»:)‘ ‘)}Jﬁu u‘.’.\‘b“) .3)9- &:‘ﬂf rLM 45.*.:5('.:&.@ L;’)MM
| o Make Supout rif Packing
New WinBox Pool
& Marual Routes . ot b . J,§ . v IS .
B e ap J:.S ul;:..’\ ‘)We PFOXY S cIP 6}...0)\).&:’}.‘# &,:-’}S‘f b)‘j
SNMP
Services
Settings
Socks
TFTP
Traffic Fow
UPnP
Web Proxy — d——

Web Proy Settings

General | Status | Lookups  Insets  Refreshes
+| Enabled
Src. Address: |
Port: |EIER
Anonymous
Parent Prowy: |172.16.1.7 #——
Parent Proxy Port: |3128 P —
Cache Administrator: |farshid babajani
Max. Cache Size: |unlimited
Max Cache Object Size: | 500000

Max. Client Connections:
Max. Server Connections:

Max Fresh Time:

| Cache On Disk

600
600
3d 00:00:00

Serialize Connections
Always From Cache

[= E3

s
Apply
re
b
Resst HTML

Fs
Fs
.
@

AL ol ST 505 S eslizud (sl Web Proxy samiw s
Squid 5 .S 55 1 o5, w3l Parent Proxy cas s
&L oa Parent Proxy Port s 55 5 s s Jls ol s, 1
Cype 4 S LS 55l SquUid lelas js S LS syl 1, Sos
SIS PK o, el 05 S 550 5l da sl YATA 5 5 i

2ed dlsl Ol ,uas U s

¢l L= Rule & 5 s Firewall Nat 5,05 b cplslas

g g 55 S 4 Ol Sl

196



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

MNew NAT Rule =B
General |M\ranced Extra Action Statistics e . . i
cran: [ e 5| [ cmen s 1 S Oler a5 @i S35 S
Sro. Address: [1[17216.1.0/24 g [P Ponly _ ' .
o At | : 172.16.1.0/24 sl L) 53 oS oS o

Comment

Protocol: [ |6 fiep) g [E2PS

Src. Port: | |+ |T|

Dst. Port: [1[80 €— | & ,m‘

Any. Port: | |~ ’W

In. Interface: | | v | [ Reset Al Courters |
Out. Interface: | |+
Packst Mark: | |~
Connection Mark: | |+
R tting Mark: | |

A s Action s sl e

sawS dsl w3 s Action s s

|| New NAT Rule
General | Advanced Bxtra  Action |Stati5tics

53 5 S olssl |, Redirect
=
0 Q)j:’: LSOJLA.«.: TO POFtS oo

i

Cancel

Action: |rediect  €—— [#]
[ Log

Log Prefix: | | -

To Ports: |EDE»D —_— | -

Aorly )J‘jbw‘/\'/\' L?Q"))AS‘JJS‘)J

Disable

moled S SASOK (555 5 A
Comment

PY
Remave

d)\ Q‘ﬁc@‘v\} o)LA.Ja U‘l‘l"

LS8 s 4 Sl s b

Reset Counters

Reset All Counters

Parent Proxy ol L = = Web Proxy lls S5, 55y STt 5 555 Jljl AvAr oy

-’JSM\_}"dtﬂj\f‘)b‘)‘ﬁﬂ“‘)w‘j"}-’ﬁt

2 SAUId &S 53 (555 35 Bb i 1 L35 My s 4 0158 68 placole oo oSl

c)Ew‘)\M‘w‘wgiéj)

18 This PC

LA A logs -
' C:/Squid/var/Logs . sl s,
Home Share View / q / / g o i
© - 1~| . » ThisPC » Local Disk (C:) » squid » var » logs v c,| Access LG sy s VJ};:,JG
_ . Name - Date modified T
0 Favorites ‘Ca-lLﬂ e ~ Y V-MS". T “5;15.. )b..f"
B Desktop || access <—— 1/1/20151208PM T
i Downloads cache #—— 11/20151208PM T Sl (S Lol oS aS la
. = Jbeo A3 5 b Dl 4
=1 Recent places | squid.pid 1/1/201512:08 PM P o JS 7 S
£l store 1/1/201512:08 PM T

23 g 0313

19
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El access - Notepad
File Edit Format View Help
t142919153?.1?2 @ (172.16.1.2 |TCP_DENIED/483 1933 COMNECT 115.238.189.112:881 - NOMNE/-
1428181541.847 \§1?2.16.1.2 TCP_DENIED/483 1933 CONMECT 115.238.189.112:886 - NOME/-
1428181549 .547 @ (172.16.1.2 |TCP_DENIED/483 1931 COMNECT 115.238.189.112:881 - NOMNE/-
14281081556 . 080 @ (172.16.1.2 |TCP_DENIED/483 1927 COMNECT 14.17.187.125:883 - NONE/- t¢
1428101555.888 2329 |172.16.1.2 [TCP_MISS/208 79274 GET http://3isco.ir/ - DIRECT/38.74.1,
1428181556.816 938 |172.16.1.2 |TCP_MISS/208 2897 GET http://www.blogfa.com/ad/ad.ashx? -
1428181556.985 124 |172.16.1.2 |TCP_MISS/288 25936 GET http://www.blogfa.com/ads/banners,
1428181557 . 880 641 |172.16.1.2 |TCP_MISS/384 321 GET http://www.uplooder.net/img/image/1¢
1428181557.832 922 |1172.16.1.2 |TCP_MISS/208 1851 GET http://www.webgozar.ir/c.aspx? - DI
1428181557.832 784 |172.16.1.2 |TCP_MISS/384 323 GET http://www.uplooder.net/img/image/2]
1428181557 .894 766 |172.16.1.2 |TCP_MISS/384 321 GET http://www.uplooder.net/img/image/1¢
1428181557 .894 750 |172.16.1.2 |TCP_MISS/384 323 GET http://www.uplooder.net/img/image /4
1428181557 .894 766 |172.16.1.2 |TCP_MISS/384 322 GET http://www.uplooder.net/img/image/5:
1428181557 . 266 250 |172.16.1.2 |TCP_MISS/384 321 GET http://www.uplooder.net/img/image/2:
1428181557.375 328 |172.16.1.2 |TCP_MISS/384 322 GET http://www.uplooder.net/img/image/2:
1428181557 . 469 343 |172.16.1.2 |TCP_MISS/384 322 GET http://www.uplooder.net/img/image/7%
1428181557 . 469 359 |172.16.1.2 |TCP_MISS/384 322 GET http://www.uplooder.net/img/image /9"
BN A cache
“ Home Share View
:(-:I - T| ;v ThisPC » Local Disk (C:) » squid » wvar » cache ¢ geo—u C,| Searc
‘¢ Favorites MName Date modified Type
B Desktop 00 11/1/201412:23 PM  File folder
& Downloads . DA 11/1/201412:23 PM  File folder
1] Recent places . OB 11/1/201412:23 PM  File folder
: OC 11/1/2014 12:23 PM  File folder
1M This PC . 0D 11/1/201412:23 PM  File folder
. OE 11/1/201412:23 PM  File folder
‘?ﬂ Metwork . OF 11/1/2014 12:23 PM  File folder
;M 11/1/201412:23 PM  File folder
02 11/1/201412:23 PM  File folder
;03 11/1/2014 12:23 PM  File folder
;4 11/1/201412:23 PM  File folder
. 03 11/1/201412:23 PM  File folder
, 06 11/1/2014 12:23 PM  File folder

(oS oS Access b 4 S
s S st
b
S el sls Jlyl Koy S

g

XS S el s

el 03 WY NTLNLY 0T sl

C:\squid\var\cache . I
23 fplsr (R4S L o 0 p

ol sdalie LB Jlie |3

sLinux 59 gw 39 Squid wuad

k‘ﬁ&w#@éw‘ﬁfg&bw‘)iinsquld)}ﬂﬁ)\abw‘éuo“))‘ﬁbé

.J).A:L;‘ w

UV.:AS@ 6)".1.]‘0‘) ESXi D8 Lg))f_u,j);gl )}ﬂgﬁcm )‘ d)‘ SCIL“d Lg)‘.i;‘o‘)jw)‘&a
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DS ol s S Sl eslial b il 5 e oS oS e 35605 [ UbUNtU S 5d 0355 2T lS a1 1S

A3 rl;;,\ B

http://mirror.iranserver.com/releases/14.10/ubuntu-14.10-server-amd64.iso

Ll 0T L 5 s sy Sl S (gaminw 3l 5 ol COmmand Base &) p0 4 oS 5 ol

55 el SIS 0T 6o ol @ er b i bt Ll il s iSOLSS s s 51 5

& &

=] E 172.16.1.254|

FSX 2015 creis-teh local VMY
B €5 New Virtual Machine... Ctrl+N mmary &

& MNew Resource PDUI...“M Ctrl+0

E Enter Maintenance Mode

Rescan for Datastores...

= g

Add Permission... Ctrl+P

Shut Down
Reboot

&

Report Summary...

Report Performance...

En G ChiEn

Open in Mew Window...  Ctrl+Alt+N

(3 Tikrotk Hyperthreading:

0 Test Mumber of NICs:

u.:.‘.ZLa &i 9 g"‘.’.)”h;‘ ESXl D9 b)\j c;.,wa.; )‘ e

Dare SV Sl adls a5 S e sl Lt (53ne

G0 2 AS oalinal a3l s SO 5L (5,05 (g5l

@ Create New Virtual Machine = =
Configuration
Select the configuration for the virtual machine
Configuration Configuration
MName and Location (" ~
Resource Pool Typical
Storage Create a new virtual machine with the most common devices and configuration options.
Virtual Machine Version
Guest Operating System {* Custom
IF]PUS " Create a virtual machine with additional devices or specific configuration options.
viemory
MNetwork
SCSI Controller
Select a Disk

Ready to Complete
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2]

Create New Virtual Machine

Name and Location

Specify a name and location for this virtual machine

Configuration

Name and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

SCSI Controller

Select a Disk

Ready to Complete

Mame:

Cash Server

h ===

Virtual machine (M) names may contain up to 80 characters and they must be unique within each
wCenter Server VM folder.

WM folders are not viewable when connected directly to a host. To view WM folders and specify a location
for this ¥M, connect to the vCenter Server.

(2]

Create New Virtual Machine

Resource Pool

'Within which resource pool do you want to run this virtual machine?

Configuration

Name and Location
Resource Pool
Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

5CSI Controller

Select a Disk

Ready to Complete

Select the resource pool within which you wish to run this virtual machine.

Resource pools allow hierarchical management of computing resources within a host or duster. Virtual
machines and child pocls share the resources of their parent pool.

172.16.

@ Pooll
@ Pool3

54

ElE]

(2}

Create New Virtual Machine -

Storage

Select a destination storage for the virtual machine files

Configuration
Name and Location

Select a destination storage for the virtual machine files:

Resource Podl Name | Drive Type | Capacity | Provisioned | Free | Type | Thin Pror
Storage a Data-Store-1 Non-S5D 1.60TB 193 TB 272.53 GB VMFS5 Supporte
Virtual Machine Version a Data-Store2 Non-550 838.25 GB 93039 GB 55.63 GB VMFs5 Supporte
Guest Operating System a Data-Store3 Non-55D 838.25 GB 880.26 GB 289.92 GB VMFS5 Supporte
CPUs
Memory \
Netwark <
SCSI Contraller
Select a Disk
Ready to Complete

£ >

& Create Mew Virtual Machine - B8 -

Virtual Machine Version

Configuration

Name and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

5CSI Controller

Select a Disk

Ready to Complete

— Virtual Machine Version

This host or cluster supports more than one VMware virtual machine version. Specify the virtual
machine version to use,

 Virtual Machine Version: 4

This version will run on VMware ESX 3.0 and later, and VMware Server 1.0 and later, This version
is recommended when sharing storage or virtual machines with ESX up to 3.5.

 Virtual Machine Version: 7

This version will run on VMware ESX/ESXi 4.0 and later. This version is recommended when
sharing storage or virtual machines with ESX/ESXi up to 4.1.

_ & Virtual Machine Version: 8

This version will run on VMware ESXi 5.0 and later. Choose this version if you need the latest
virtual machine features and do not need to migrate to ESX/ESXi 4.
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Create Mew Virtual Machine

Guest Operating System

Specify the guest operating system to use with this virtual machine

Virtual Machine Version: 8

Configuration

MName and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

MNetwork

SCSI Controller

Select a Disk

Ready to Complete

Guest Operating System:
 Windows
* Linux
.

 Other

Version:

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

2

- o N

Create New Virtual Machine

CPUs

Select the number of virtual CPUSs for the virtual machine.

Virtual Machine Version: 8

Confiquration

Name and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

SCSI Controller

Select a Disk

Ready to Complete

Mumber of virtual sockets: Iz - I
[ -]

Total number of cores: 16

Number of cores per virtual socket:

The number of virtual CPUs that you can add to a VM
depends on the number of CPUs on the host and the
number of CPUs supported by the guest OS.

The virtual CPU configuration spedfied on this page

-1 |

Create New Virtual Machine

Memory

Configure the virtual machine's memory size.

Virtual Machine Version: 8

Configuration

Mame and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

5CSI Controller

Select a Disk

Ready to Complete

—Memory Configuration
LTSS Memory Size: —» 475 |GB
Sl2Es Maximum recommended for this
« :
256 8 guest OS: 1011 GB.
. Maximum recommended for best performance: 98292 MB.
128 GB
f Default recommended for this
64 GBH = guest 05: 1GB.
Minimum recommended for this
32 GBH <l guest 0S: 256 MB.
16 GEH
866
4 G6

(2]

= M|

Create New Virtual Machine =

Network

Which network connections will be used by the virtual machine?

Virtual Machine Version: 8

Confiquration

Mame and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

SCSI Controller

Select a Disk

Ready to Complete

—Create Network Connections

How many NICs do you want to connect?

o

Connect at
Metwork Adapter Power On
NCL |Lan1  €— x| [vmeT 3 ~

@ If supported by this virtual machine version, more than 4 MICs can be added after the
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(2]

Create Mew Virtual Machine

_— |

SCSI Controller

Which 5C5I controller type would you like to use?

Virtual Machine Version: 8

Configuration

Name and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

SCSI Controller
Select a Disk

Ready to Complete

SCSI controller
¢~ BusLogic Parallel (not recommended for this guest 0S)
+ LSI Logic Paraliel
" LSI Logic SAS

" VMware Paravirtual

Create New Virtual Machine

-

Select a Disk

Wirtual Machine Version: 8

Confiquration

Name and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

SCSI Controller
Select a Disk

Create a Disk
Advanced Options
Ready to Complete

A virtual disk is composed of one or more files on the host file system. Together these files appear as a

single hard disk to the guest operating system.

Select the type of digk to use.
Disk

@ Create a new virtual disk

" Use an existing virtual disk
Reuse a previously configured virtual disk.

Give your virtual machine direct access to SAN. This option allows you to
use existing SAN commands to manage the storage and continue to

Create a Disk
Specify the virtual disk size and provisioning policy

Virtual Machine Version: 8

Configuration

Name and Location
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Network

SCSI Controller

Select & Disk

Create a Disk
Advanced Options
Ready to Complete

N

— Capadity u
Disk Size: 00—+ |66~

— Disk Provisioning
(% Thick Provision Lazy Zeroed
(" Thick Provision Eager Zeroed
" Thin Provision

r~Location
& Store with the virtual machine

" Specify a datastore or datastore duster:
[ -

Advanced Options
These advanced options do not usually need to be changed.

Virtual Machine Version: 8

Configuration

Mame and Location
Resource Pool

Storage

Wirtual Maching Version
Guest Operating System
CPUs

Memory

Metwork

SCS1 Controller

Select a Disk

Create a Disk
Advanced Options
Ready to Complete

Specify the advanced options for this virtual disk. These options do not normally need

to be changed.

Virtual Device Mode

¢ [ -
~ |mE@O) ~|

Mode
™ Independent
Independent disks are not affected by snapshots.
" Persistent

Changes are immediately and permanently written to the disk.
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BN &0 G602 S Sl 5l A s S ey |y O
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ool . N
{3 | Cash Server Connect to 150 image on local disk... 'b‘}-’f ISO J—.’.b J‘:’.L’ ‘J‘ibjs J""j‘)
DC4
% Des e [RERAR I MRS Connect to host device...
LIS TR Connect to 150 image on a datastore...
D it 9 . -
%E:cl\:jar:;;lzuli Copyright TLT 1595 /-Za0a  Intel Lorporation |‘) Ubuntu Lf”shj L}‘bw 4—3
B Mikrotik
B Test CLIENT MAC ADDR: 88 BC 29 3A F8 DA GUID: S64D83H

DHCE. ../

Rl sy S gl dle sl
05551 s 2 VU Slplls 5l L

gbay S 5l 5 ks SIS CD

3,8 35kl aS 15 IS0 L camin O 3L 5l A 5 S sl | Connect to Iso... a8 5 5 50

sss Restart il U s Enter 5 wuss b s) e (gilbme pndle 5l (s 5 oS Sl

bbbl 5l dn oS sl samino

Language
Amharic Francais MakeaoHCKK Tamil
Arabic Gaeilge Malayalam S e }_(...i Lol w ‘Jﬁ";@ JAUQ ISO
Asturianu Galego Marathi Thai '
Benapyckas Gujarati Burmese Tagalog . .
BEbArapckn naL Nepali Tiirkce dLv) (Cand U'i‘ BE) S ol S
Bengali Hindi Nederlands Uyghur
Tihetan Hrvatski Norsk bokmal YKpalHCcbKa . C . -
Bosanski Maguar Norsk nynorsk Tiéng Viét n2 st UL’“" b 5-5} J'lﬂ" J)j"
Catala Bahasa Indonesia | Punjabi (Gurmukhi) fh (R 44
testina Islenska Polski A (2 ) s )Li.é Enter RES
Dansk Italiano Portugués do Brasil -
Deutsch BAE Portugués
Dzongkha Jobonmo Romana
EARNVLKD, Kazak PyCcCKui
Khmer Samegillii
Esperanto ES S EA DT
Espaniol FH=20] Slovencina
Eesti Kurdi Slovenscina
Euskara Lao Shgip
s Lietuviskai Cpnckn
Suomi Latviski Svenska
L f nap F4 Modes F5S Acce

ubuntu® Install Ubuntu o oJsl a0 S oz s cud 5l Cand ol 52

\ Syd alb Uy gamin K5 U acs Ol | Server

1

Install Ubuntu Server
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Choose the language to be used for the installation process. The selected language will
also he the default language for the installed sustem.

Language:

[ - Mo localization i
Albanian - 5shogip
Arahic - s
Asturian - Asturlanu
Basgue - Euskara
Belarusian - bBenapyckaq
Bosnian - Bosanski
Bulgarian - BwArapckwn
Catalan - Catald
Chinese (Simplified) - FA3Z (a1 %)
Chinese (Traditional) - HICIEE)
Croat ian - Hrvatski
Czech - Cestina
Danish - Dansk
Dutch - MNederlands

— FFIEE ist
Esperantno - Esperantno
Estonian - Eesti
Finnish - Suami
Erench - Franrais

{ [TT] Select vour Iocation |

The selected location will be used to set your time zone and also for example to help
select the system locale. Mormally this should be the country where you live.

Listed are locations for: Asia. Use the <Go Back> option to select a different continent
ar region if your location is not listed.

Country, territory or area:

Afghanistan
Bahrain
Bangladesh

Bhutan

Brunel Darussalam
Cambodia

China

Hong Kong

India

Indonesia

Kazakhstan
Knrea. Democratic Peonle's Reouhlic of

There is no locale defined for the combination of language and country uou have selected.

You can how select your preference from the locales awvailahle for the selected language.
The locale that will be used is listed in the second column.

Country to base default locale settings on:

Antigua and Barbuda - en_AG

Australia - en_AU.UTF-8
Botswana - en_BHW.UTF-8
Canada = Gl UE=E
Hong Kong - en_HK.UTF-&
India - en_IN

Ireland = EitE FE=E
Hew Zealand - en_NZ.UTF-8
Wigeria - EBn_NG

Philippines - en_PH.UTF-8
Singapore - en_SG.UTF-8

South Africa =
United Kingd

e Winited 3
zambia = (Eezh
2 imbahbwe - en_ZW.UTF-8

<Go Backx

I ['] configure the keuboard |

You can try to have your keyboard layout detected by pressing a series of keys. If you do
not want to do this, you will be able to select Jour keyboard layout from a List.

Detect keyboard layout? {

<Go Back:> <YES
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The layout of keyboards varies per country, with some countries having multiple comman . 2 i 5 .
4 Y K Y g i s .,\.:..5 ub;u‘ \) EnghSh - U'l‘ BE

layouts. Please select the country of origin for the keyboard of this computer.

Country of origin for the keyboard:

English ¢
English
English (Nigeria)
English {

Cameroon)

South Africa)

Estonian
Faroese

[ TT] Tonfigure the kKeuhoard |

Flease select the layout matching the keyboard for this machine.

Las s Enter g,

Keuhoard lavout: Ul":-" ‘J EnglISh 64"-’); (o u—i‘ B

English (US)

English (US) - Cherokee

English (US) - English (Colemak)

English (US) - English (Dvorak alternative international no dead keus)
English (U3) - English (Dwvorak)

English (US) - English (Dworak, international with dead keys)
English {US) - English (Macintosh)

English {US) - English (US, alternative international)

English (US) - English (US, international with dead keys)
English {US) - English (US, with euro on 5}

English (U3} - English (Warkmanl

English (US) - English (Workman, international with dead keys)

[ ['1 configure the netuork |

FPlease enter the hostname for this system.

The hostname is a single word that identifies uour system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname: /

<Go Back: <Cont inues

{ 1117 set up users and passwords |

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent hy this user as well as any program which displays or uses
the user's real name. Your full name is a reasonable cholce.

Full name for the new user:

<Go Back: <Cont inue:

{ 117 Set up users and passwords |

Select a username for the new account. “Your first name is a reasonable choice. The
username should start with a lower-case letter, which can be followed by any combinatiaon
of numbers and more lower-case letters.

Username for your account:

<Go Back> __—WContinue>
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T [TTT SET U0 TEET= dri Ja=sTorT="T

A 2ood password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

Choose a password for the new user:

<Go Back> <Continuer

1 [!] Set up users and passwords |

You may configure your home directory for encruption, such that any files stored there
remain private even if your computer is stolen.

The system will seamlessly mount dour encrupted home directory each time you login and
automatically unmount when you log out of all active sessions.

Encrypt your home directory? &

<Go Back> sy <Ho>|

| [!] Configure the clock |

Based on gour present physical location, Jour time zone is AslasTehran.

If this is not correct, dJou may select from a full list of time zones instead.

Is this time zone correct? \‘

<G0 Back: <vesy <M

[ TTTT Partition disks |
The installer can guide you through partitioning a disk (using different standard
schemes) or, if wou prefer, you can do it manually. With guided partitioning uou will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, vou will next be asked which disk
should he used.

Partitioning method:

Guided - entire d anil toup LW
Guided - use entire disk and set up encrupted LVM
Manual

<Go Back:

[ [TTT Fartition disks

Mote that all data on the disk you select will be erased, but not before you have
confirmed that you really want to make the changes.

Select disk to partition:

ﬂ;{ﬂ)tf; LJ;‘i)f ‘ﬂ) ﬁ)ﬂ}T" ;7‘,) 44J>=Ji~4’ L;fi\ ﬂ)J
Ols HLEd Sl 5 S o)l a5 5
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Lj;4Ji<}Ef S ol }+ ome (Jsa)‘3:5;<7ﬂ‘g

S sl b 1, No

gTJL:;ulj‘ \a) Pq (0] Lfsdi‘i;:? Lk;;~nh~a~§ g;fﬂ‘ B

S

‘)LﬁJ%éﬁiéjg Uﬁ)}cﬁ;aﬂj ¢ﬁ‘)b

'4;1;;§ &:~auu~§ d}i|<)3 45; .&;:; gTJtﬁdﬁ‘
'><7‘:LJ?° gTJL:QJS‘ 92 S

LS Enter ol 5l us

- gs:ﬁn~i> )‘)LJB g:%wﬁ%; ‘K:/VQUM~§ ¢)ﬂ‘ DL
JB s S wlol Ms s s

J‘)‘}A Lf;;u~i3 J<}LJB 4:; k:..~u\ a.thL.iuc

<Go Back:
..;95 &TJL>ﬁU“) S 9>~ Jiz
I TTT Partitlon disks |
Before the Logical volume Manager can be configured, the current partitioning scheme has . A . F .
to be written to disk. These changes cannot be undone. J\g-as &wa‘ b Yes LS‘L‘%.JS (A=l LJ'i‘ L

After the Logical Yolume Manager ls configured, no additional changes to the partitioning
scheme of disks containing physical wolumes are allowed during the installation. Please
decide if you are satisfied with the current partitioning scheme before continuing.

The partition tahles of the following devices are changed:
SC5I3 (0,0,0) (sdal

HWrite the changes to disks and configure LWM?

<Mo>
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[ TTT Fartitlon dizks |

¥ou may use the whole wvolume group for guided partitioning, or part of it. If Jou use
only part of it, or if you add more disks later, then you will he able to grow logical
valumes later using the LWM tools, so using a smaller part of the volume 2roup at
installation time may offer more flexibility.

The minimum size of the selected partitioning recipe is 5.2 GBE (or 4%): please note that
the packages you choose to install may reguire more space than this. The maximum
avallable size is 107.1 GB.

Hint: "max" can be used as a shortcut to specifu the maximum size, or enter a percentage
(e.g. "20%") to use that percentage of the maximum size.

Amount of wolume group to use for guided partitioning:

<Go Back> /w <Continue>

1 [11] Partition disks f

If you continue, the changes listed below will be written to the disks. Otherwise, uou
will ke able to make further changes manually.

The partition tables of the following dewices are changed:
LYM VG Cash-Server-vg, LV root
L¥M VG Cash-Server-vg, LY swap_1
SC8I3 (0,0,0) (sda)

The following partitions are going to be formatted:
Ly¥M VG Cash-Server-vg, LY root as extd
L¥M VG Cash-Serwver-vg, LY swap_1 as swap
partition #1 of 5C5I3 (0,0,0) (=da) as extl

Write the changes to disks?

<No>

| [!] Configure the package manager |

If you need to use a HTTF proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http:ss [luser] [:pass]@lhost [iport] /"

HTTP proxy information (hlank for none):

<Go Back:r —® <Continuer

T [T] ConfIg0ring Tasksel |
Applying updates on a freguent basis is an important part of keeping your system secure.

By default, updates need to be applied manually using package management tools.
Alternatively, you can choose to have this sustem automatically download and install
security updates, or you can choose to manage this system over the weh as part of a group
of sustems using Canonical's Landscape service.

How do you want to manage upgrades on this system?

__. (s
Install security updates automatically
Manage system with Landscape

{ (1] Software selection [

At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

‘ﬁ) &:;:~.i.> Lﬁ§L~éZ§ ﬂ)\.liin (Cooond L;fi‘ BE
o=l [ continue 5 WS asis
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{ [!T Install the GRUE boot loader on a hard disk | ul;;’;;‘ ‘) YeS LS“-*-,’.JS (o ui‘ 02

It seems that this new installation is the only operating system on this computer. If so, | ‘ L, L,
it should be safe to install the GRUB boot loader to the master boot record of your first ) . L) . T S
hard drive. Sl Ok e =

Warning: If the installer failed to detect another operating system that is present on N .
your computer, modifying the master boot record will make that operating system -Jj-w >L>=-.{‘ J»‘L"W
temporarily unhootable, though GRUE can be manually configured later to boot it.

Install the GRUE boot loader to the master boot record?

<Go Back> Mo Continue S x M ULiLJ )‘ S

s Restart 55 0 b os SIS
Ubuntu 14.10 Cash-Server ttyl

Cash-Server login: baba jani . .

Passuord : rL’ L’ L5 ‘J}_‘ By SN‘ )‘ \ )
Login incorrect

Cash-Server login: baba jani

P
P d: -
ui?iﬁﬁi to Ubuntu 14.10 (6NU-Linux 3.16.0-Z3-generic xB6_64) ‘V—.’,-’ 4 6> JS > L".’,‘ m S LS‘LS J-f)ls

= Documentation: https:sshelp.ubuntu.con/

. Z . T
System information as of Sat Jan 3 15:38:57 IRST 2015 3790 Jg.& LY JS‘ ‘V_"'jﬁ:ﬁ;a Q‘ 5)‘_5

System load: 0.48 Processes: 242
Usage of ~: 1.27 of 94.11GB  Users logged in: .

Memory usage: 5% IP address for ethO: i72.15.1.53 L}i‘ 6\)_, 6 IP L}NJ)T ¢ \“'S 4;.‘}}'

Swap usage: o

Graph this data and manage this system at:

=
https:sslandscape .canonical .com/ e - pd
Y L0 }5 J.b_v BE) BN

32 packages can be updated.
32 updates are security updates.

o3l ol &S sl 0 172.16.1.53

The programns included with the Ubuntu system are free software:

the exact distribution terms for each program are described in the

individual files in rusrssharersdoc = copyright. ‘ DHCP -
oSU a oy .]4..«

Ubuntu comes with ABSOLUTELY ND WARRANTY, to the extent permitted by ‘)‘5 Lr’ N w‘ﬁ _3"

applicable law.

.service
[  66.006438] systemd-logind[1414]1: Failed to start user service: Unknown unit: usere1000.service
baba jani@Cash-Server: 5

[ 66.0063571 systemd-logind[14141: Failed to start unit user@1800.service: Unknoun unit: usere1000 LS‘J’ b Lol el ol oals s

3l S a5 s S (seslinl

S gd 39w 4 IP Address (y18 yawadh

oS o ot 25 oo s ol S s s e s 3l Sl s

baba jani@Cash-Server:™5 sudo su

- [ - . [ o [ o
[sudo] password for baba jani: o BCIRE U?b ol 23 202 S L;,LA)

root@Cash-Server :home-baba jani# nano ~etco-network-interfaces_

U./\TSJ)\j b %‘GMWJJ} QTL!‘\S‘) onl?- Jl?-‘}.a‘)lsja‘) SUdOSU )j:""‘J LS‘)P-‘)‘J"""\'.‘.‘JJL
S5k O gl a8 4 5L 1 el Do KBS BB wL LIS cpl Sl dey (S 035 FOOt@ 4 8

»slizl Nano /etc/network/interface | ;s 51,5 ol 6l K SaS NAN0 Sbe (2o Kol

LY
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GNU nano £.2.6 File: retcronetwork/interfaces

t This file describes the network interfaces available on your system
t and how to activate them. For more information, see interfaces(3).

t The loopback network interface
uto lo
iface lo inet loopback

it The primary network interface
uto etho
iface eth® inet dhcp

GNU nano Z2.2.6 File: retconetwork-interfaces
t This file describes the network interfaces awvailable on your system
it and how to activate them. For more information, see interfaces(5).

t The loopback network interface
uto lo
iface lo inet loopback

it The primary network interface
uto etho

iface eth0 inet static

address 17Z2.16.1.6

netmask 255.255.255.0

network 17Z2.16.1.0

yateway 172.16.1.2

broadcast 17Z2.16.1.255

interfaces LL K&lS wamio ol o
—efgdaﬁ-&ifbsé%:sdu.mwb
o e O J"’)JT <abys s

OF Lb b &S el 03 5 axis DHCP
(R et e S BB

-ads dhep saelS b w0 s ol s
S Ul a5k e

address 172.16.1.6
netmask 255.255.255.0
network 172.16.1.0
broadcast 172.16.1.255

gateway 172.16.1.2

@3t e Dbl O S sl 5l e

=S 5 S Sl gl S o3 Interfaces LB s s e Dbl S L V- YL IS b
bY.,\.iLASJ},J:L;c o3ls Jl.iLu Sledbs| QJJSoJ?wa<=l:ﬁ “’<'i QIJ\JM4§J§°JW|CtrI+X

..L“:SEnter Ldbﬂbmug}:‘g&gc‘gf-é\fwj@b)b

Lsc_)\.ﬁu,.ﬁ d‘f ol 0 r.:u &.;.:LA)." Sl A Cotonnd U'i‘ AJJ‘ ‘w‘).ﬁf"’ DNS v..lé...r«év\:u 64.L>-JA
s el Jioled @ 5 JSS 53 S eslizul Nano Jetc/resolv.conf | sius ol s Lt 55 LG -l

GNU nano 2.2.6 File: setcsresolu.conf .g:~w|
it Dynamic resolv.conf(5) file for glibc resolver(3) generated by resolvconf (8)

DO NOT EDIT THIS FILE BY HAND —— YOUR CHANGES WILL BE OVERWRITTEN
nameserver 172.16.1.7

Cd & DNS dow dio sl 4o
nameserver 172.16.1.29 - SESae ¢ S AN

nameserver 217.218.127.127

M‘j?u V-A Lo j§| ol ol a8l Sl

b s S Lol gt g
ens 315555 eyl W5 e £Y,16 sl a0 o5 S o3lizad £,Y.Y,6NAMESEIVEr | 52 5| LU L

bﬁoﬁb&lﬁw‘bMJJW‘)YMJMJJW‘)Ctr|+X &Sﬁwcjgw‘)‘.lx
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4sS Restrat « 13 samio Slodas plowil 5l dny 1) oS 5 s o

St

rootBCash-3erver: ™t apt-get install sguid

Reading package lists... Done capt-get insta” SqUid )j.?...u.) )\ oalaal L:
Building dependency tree

Reading state informatiom... Done J,,glf Sq d

squid is already the newest version. DS SHy » < o A ul - 9

0 upgraded, O newly installed, 0 to remove and 28 wot upgraded. a s s
rootRCash-Server:™#

L 51w sl 5 day a5l 0

S e AU 1 STENter 5Y 058 5,05 L lad 45 dtes oo s o i 40 blo LT S 555 o Jlm

S e 5 Sse a8 pl sl S e | O S LB b SQUId s e el 1 sy
J\U.JuSCIUId @S&bb}‘jb@b}\) |)ﬁ))‘}:~\ﬂ'-’

Nano /etc/squid3/squid.conf

T IC T A O UL SO S GO

WELCOME TO SQUID 3.3.8

This is the documentation for the 3quid configuration file. Ty DMLMA AS J}bdw
This documentation can also be found online at:
http:/uwe . squid-cache .orgDoc conf ig~ G . .
R KL gamiw
You may wish to look at the Sguid home page and wiki for the
FA} and other documentation: . .
http://uww . squid-cache .orgs L 9 Sl 0l )L’ SqU|d
http: ruwiki.squid-cache.org-SquidFag o )
http: r/uwiki.squid-cache.org/Conf igExamples _
This documentation shows what the defaults for various directives (Sl>w| d‘ sz) b L;L“?Jaﬁ’
happen to be. If you don't need to change the default, you should
leave the line out of your squid.conf in most cases.

S5 S gt Gl s

In sone cases "none” refers to no default setting at all,
while in other cases it refers to the value of the option
- the comments for that keyword indicate if this is the case. g) Lad )l W) \) Ctrl + W

HEEESEEEEEESEEESEEREER SR

# Configuration options can be included using the "include" directive. .
# Include takes a list of files to include. Quoting and wildcards are J":"s ")‘j ‘) Iocalnet 64""15

# supported.

x For example, A )LM‘ﬁ Enter S 123
i include rspathrstosincluded filessquid.acl.config

: Includes can be nested up to a hard-coded depth of 16 levels.

# This arbitrary restriction is to prevent recursive include referewnces

3 —
Get Help @y First Line Go To Line !l Beq of Par B FullJdstify @i Backwards
Cancel (Yl Last Line li Replace [l End of Par B Case Sens mi Regexp
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GNU nano 2.2.6 File: setcssquid3ssquid.conf

S j\ dr ddo Lbi‘ BE
acl macaddress arp 09:00:2b:23:45:67

acl myexample dst_as 1241 .
acl password proxy_auth RE(JUIRED S la Lo ‘Loca | N et < PNLY

acl fileupload req_mime_type —i “multipart-form-data$
#acl localnet ol ge U1, il

acl javascript rep_mime_type —i “application/x- javascript$
Ls‘j" Cnond w\ LJ\?Sw odalis ...

EEEEEER

Default:
ACLs all, manager, localhost, and to_localhost are predefined.

Recommended minimum conf iguration:

[ESE N S

Example rule allowing access from your local networks.

fidapt to list your Cinternal) IP networks from where brousing LU «S ol asls Lw 4 e
should be allowed i : Cj N
tacl localnet src 10.0.0.0-8 # RFC1918 possible internal network

ttacl localnet src 172.16.0.0-12 # RFC1918 possible internal network LS’S‘ - LS‘ b S s ol @
ttacl localnet src 192.168.0.0-16 # BFC1918 possible internal network . - N .
tacl localnet src fcOd::/7 #t RFC 4193 local private network range

#acl localnet src feB0::/10 #t RFC 4291 link-local (directly plugged) mach BRL - : :
acl localnet src 172.16.1.0,24 Sy a3 S

it
it
#

acl SSL_ports port 443

acl Safe_ports port 80 acl localnet src 172.16.1.0/24
acl 3afe_ports port Z1

S L # Cotle AuS a5 S 55l 1 2 ot g 31172.16.1.0/24 s> o a1y e Ll

J}th.o..: o.)\ibjéjsv\.h‘j%‘)lsjbb‘)jﬁbcv\?ﬁ.ﬁ rbu‘ \J)LS“‘;‘ ‘J\?AJ..:‘)‘J.; QT‘)‘
http_access allow localhost manager

http_access deny manager AceSS OLM L."ACL “—L.’.J'*J )\ A J.:.S 4}_};

# We strongly recommend the following be uncommented to protect inmoce|
# web applications running on the proxy server who think the only

# one who can access services on “"localhost” is a local user
tthttp_access deny to_localhost

a8 ol S Al e s ol & &b List

RGN W fl:»_" SqU|d D2 UP AU P
INSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENT3

deas HLas 1 Ctrl+ W 81 el Jl i Ll
Example rule allowing access from your local networks.

fidapt localnet in the ACL sectiom to list your Cinternal) IP network . .

from where browsing should be allowed_ ‘J":”S B e ‘) a“OW Iocalnet LS‘L‘JS )

http_access allow localnet

http_access allow localhost L ‘J}‘ J.iL: S : ;L;‘ sialie ‘) S8 ; .

t#t And finally deny all other access to this proxy
http_access deny all

P~ ? # . http_access allow localnet
TAG: adapted_http_access

fAllowing or Denying access based on defined access lists . . . .. .

‘)‘ J\.’u c)}w deﬁJJa.; ))jﬂ JQ?- L: .z\.i‘)‘.})f b
Essentially identical to http_access, but runs after redirecto|
and ICAP-eCAP adaptation. Allowing access control based on the

output. \JY dao g Aad )L:,.é Ctrl +X ng)f_,)lS u-"

HEEEEEE RS

If not set then only hitp_access is used. . Ce T
#hefault: D g 0 g2 ul.m:la.u G ..,\.:.S 5)‘)

# Allow, unless rules exist in squid.conf.

iE Get Help 1] Uritelut il Read File il Prev Page

W

e Sl P A Dosy S S ax g

Aeas i 5 S gt b s 53 1 0T Wl5 e OF i (gl 48 3L e YAYA Oles Squid
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root@Cash-Server:"# service squid3 restart

ha

squid3d stoprwaiting
squid3d start rumming, process 2696
root@Cash-Server:™# _

JS ook 4 1, Squid s e <SSl 1 A
service squid3 s L w35 St S

skl 6, 1y Squid s e G restart

oS o e SQUI s e b ele (15 0 sl s S5 See s a5 oS 0

Cooned 5l 5 5 S5 50 S5 2505 b layls el Sl e

JSKo 8l 3l ae (s ol | FireWall sa STIP

o3l Parent Proxy cued 53 b oS 558 . sl

LU Parent Proxy Port . 5 5 aos syls |, WS el

g_i‘;r.&b)lSJ}TJJ}.L}S)JU bquld w}ﬁ\‘\\“/\ <o
Web Proxy .. G 4 OK 5 Jle |, Enable g«

General | Status | Lookups Inserts Refreshes
Src. Address: | ]
v Apply
Port: | 8080 =
Clear Cache
Anorymous
Fleset HTML 3790
Parent Proxy: | 1721616 e -
=
Parert Proxy Port: |3128) #—— -
: S
Cache Administrator: |farshid babajani -
Max. Cache Size: |unlimited +* | KB
Max Cache Object Size: |500000 KB Cache Contents
| Cache On Disk
Max. Client Connections: |600
Max. Server Connections: |600
Mz Fresh Time: |3d 00:00:00
Serialize Connections
Always From Cache
Cache Hit DSCP (TOS): |4
Cache Path: |Cash Disk *
Aa Quick Set
| Irterfaces Fiter Rules MAT | Mangle Service Ports  Connections  Address Lists  Layer7 Protocols
I Wireless = ¢ #| |0 T | 00 ResetCounters || 00 Resst Al Counters
7y Bridge 7 Action | Chain Src. Address | Dst. Address |Proto... | Src. Pot | Dst. Port
2 PPP NAT Rule <172.16.1.79-580>
“15 Mesh General | Advanced Edra Action Statistics
=5l P ¥
= Chain: |dstnat
gl IPvE r
7 MPLS P Src. Address: 172.16.1.0/24 4——0
2 Routing I Dst. Address:
% 5 2
% System Protocol: 6 ftcp)
& Queves
Src. Port:
=5 Files
Pl Dt Port: [1[80 €—
_'2:{ Radius Any. Port:
S b

L2 [P >>FireWall 5,15 ub J3 1S plnil 5l any
Sy b asS o Nat o5 s i Rule &
S a4 1y O8Oy Slmin 4 by o A
Caomd 3 IS0 A3le 4 I ol (5l kS Il 5 e
S 53 5 AS ol | dstnat g4 5§ Chain
V.AJ,&-T)J)J)U |, s S sl Sre. Address

Action 5 s,l5 5 S 55l Al ~» |, Dst. Port

NAT Rule <172.16.1.7%-=80>
General Advanced Edra

Action:

Log

Action | Statistics

Log Prefix:

To Ports: 8080 g—0

I, Redirect a.;S Action cud 31 5 L

AtAs S5 o TOPOIES o 53 5 S sl

+

2 LS syl 1, K5 S Web Proxy « by
A8 s Ok s,
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root@Cash-Server :/var/log/squid3n

root@Cash-Server :/var-log-squid3# tail -f ~var-/log-squid3-access. log

1420354574 .212 292 172.16.1.2 TCP_MISS5,200 1696 POST http://tehran.divar.irs jsons — HIER_DIRECT,?
9.175.191.253 application/ json-rpc

1420354575.776 52769 172.16.1.2 TCP_MISS,200 315 GET http:-smotify4.dropbox.comssubscribe? - HIER_D
IRECT-108.160.167.51 textsplain

1420354575 .985 142881 172.16.1.2 TCP_MISS_ABORTED,000 O GET http:/notify4.dropbox.com/subscribe? —
HIER_NONE - -

1420354578 .204 146 172.16.1.2 TCP_MISS5,200 1574 POST http://tehran.divar.ir~ jsons — HIER_DIRECT,?
9.175.191.253 application/ json-rpc

1420354582 .566 151 172.16.1.2 TCP_MISS,200 1587 POST http:/rtehran.divar.irs jsons — HIER_DIRECT,?
9.175.191.253 application. json-rpc

1420354586 .237 153 172.16.1.2 TCP_MISS,/200 17424 GET hitp://tehran.divar.irsv/cf?_Lo3IB» — HIER D
IRECT-79.175.191.253 text-html

1420354586 .992 223 172.16.1.2 TCP_MISS-200 53681 GET http://tehran.divar.ir~templatess — HIER_DIR
ECT-79.175.191.253 text /html

1420354588 .679 285 172.16.1.2 TCP_MISS,200 1680 POST hitp://tehran.divar.ir~ json/ — HIER_DIRECT/?

9.175.191.253 application. json-rpc

1420354591 .613 205 172.16.1.2 TCP_MISS,200 1625 POST http:sstehran.divar.irs jsons — HIER_DIRECT/?
9.175.191.253 application/ json-rpc

1420354597 . 104 168 172.16.1.2 TCP_MISS,200 17654 GET http:-/stehran.divar.ir-v/Au3pEhFCP~ - HIER_D
IRECT/79.175.191.253 text/html

1420354597 .888 244 172.16.1.2 TCP_MISS,200 53687 GET http:rstehran.divar.ir-templatess — HIER_DIR
ECT-79.175.191.253 text html

1420354598.923 183 172.16.1.2 TCP_MISS,200 1681 POST http:-/stehran.divar.ir~ jsons - HIER_DIRECT/?
9.175.191.253 application/ json-rpc

1420354601 .776 132 172.16.1.2 TCP_MIS5,200 17166 GET http:-/stehran.divar.ir-/v/fQnS%-gpB- - HIER_D
IRECT/79.175.191.253 text/htnl

1420354602 .621 258 172.16.1.2 TCP_MISS,200 53687 GET http:rstehran.divar.irstemplatess — HIER_DIR
ECT~/79.175.191.253 text/html

1420354605 .554 183 172.16.1.2 TCP_MISS,200 1707 POST http:-/stehran.divar.ir~ jsons - HIER_DIRECT/?
9.175.191.253 application/ json-rpc

1420354609 .747 202 172.16.1.2 TCP_MISS-200 1594 POST http:/-tehran.divar.ir/ jsons — HIER_DIRECT/?
9.175.191.253 application. json-rpc

Caw a0 Sl quS QS ol ) e
S Gy 2 &S SqQUid s s
Slp &S s e Jl s e
2 0 S plislacs getalis
23 053 3 b s T e 2 Il
S eslal

Tail —f /var/log/squid3/access.log

e el Ly g b ge pl 5y SIS 3
LY

ol Sk ¢l p &S Lok o ool 35090 (gl aS 55l 3 Squid s - ngfi.a $a i Oladas

71y Bndge
7 PPP Auto Upgrade
o8 Mesh Certificates
Clock
=P ocl
w8 IPv6 Console
Disk:
7 MPLS e
) Drivers
#% Routing
Health
%o System — -
Histary
g Queves
|| Files iy
LED:
..... Log -
‘_'.'F;"_ Radius Lioense
Lodgi
A&, Tools =
|| Mew Terminal Packages g
Paszswond
| Make Supout.rf ssswe
Mew WinBox Ports
Package List =E
? Check For Updates Enable Disable Uninstal Unschedule Downgrade
Mame Version Build Time Scheduled e
& routeros =86 £.23 Dec/04/2014 14:46:06
S advanced+... 6.23 Dec/04/2014 14:46:06
S dhep 623 Dec/04/2014 14:46:06
& hotspot 623 Dec/04/2014 14.46:06
Sipve 623 Dec/04/2014 14:46:06
S mpls 623 Dec/04/2014 14.46:06
Sppp 623 Dec/04/2014 14:46:06
S routing 623 Dec/04/2014 14:46:06
S security 623 Dec/04/2014 14:46:06
E system £.23 Dec/04/2014 14:46:06
Sups 623 Dec./04/2014 14:46:06

B wireless £.23 Dec/04/2014 14:46:06

13 tems
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A3 e SAUI Cole 4 Al

1Sz e gy 9955 Cowl

L e Skl oy el 21531 6l 1 K S s e il e e

|, Packages S System (s 5l g5 slp S Colyl L S 235

d\:.é&e.,\.é& paie U5, oo ol )3
Sl Gl 8 el 6.23 K5 See S,
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I Check For Updates
Currert Version: |6.23 —
Latest Version: 624 <—

What's new in 6.24 (2014-Dec-23 13:38);

) ntp - fixed vulnerabilities;

*) web proxy - fix problem when dscp was not set when ipvE was enabled:

) fixed problem where some of ethemet cands do not work on x86;

) improved CCR ethemet driver (less dropped packets);

) improved queue tree parent=global performance (especially on SMP systems and
CCRs);

) eoip./eoipv6/gre/gre6/ipip/ipipv6/6tod tunnels have improved per core balancing on
CCRs;

) fixed te for Gtod tunnels with unspecified dst address;
*) fixed vip - could sometimes not work propery because of advertising bad set of ip
addresses;

What's new in 6.23.1 (2014-Dec-08 11:43):

) fixed problem where some of ethemet cands do not work on x86;

What's new in 6.23 (2014-Dec-04 14:46):

") pptp - fixed problem where tunnel stopped transmitting packets under heavy load:
;}o\c:neebmﬁmy - caching in RAM for boards with 32MB or less RAM will not cache any

) leds - removed led’ command and added support for ‘on’, ‘off” types under ‘system leds”;
}files - allow to move files between different disks in winboux;

v

0K

Download

Download&lpgrade

Check For Updates
Cument Version: |6.24
Latest Version: |6.24

\

System is already up to date

OK

Curent Versionca.sd 5 a=io opl o
Last cad 53 5 ol ol 4 56,23 055
Ol &S Cul ol a5 6.24 s0c Version
Skl plnil (5l oS ool o u T (o
s Download&Upgrade 5, - LU
Restart 5 <oyl i OIS ool L oS S

D5 st

Cakl syl eslss S Sy sl Sl e

Lo 4y a5 5,8 Aol s oallin oy 5 (S35 e

$SWig Swo 49 Restore g Backup plf

3 S0kt plasil s plail Sladas el 51 L S Se 555 00 S S op Sege 5 S
oly 55 3l S8 B S @ osls | lakes Q\ﬁd&iﬁtﬁj C’é)ﬁ)b‘\sw‘;‘})(jlsaw
rﬁ@fﬁj&'qw):4561..0:Q)).,a4_3\)&gj),i:a;j)&g\éb)b:ﬁ))\Sa\rbg\é‘ﬁ

Jeosl S w1y 55, Backup 585 = o 40 4 5 Script &u&a)ragrg\js&gwﬁiﬁackup
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“T= Wesh R .
S owd O 9@ & Backup el
5l |P I
£ IPvé I G302 gr S S5 A5l S 5,800 555 0,05 58l el (6
w” MPLS i Sy oalb e K2 6 as S Files
# Routing F
ics System ¥
e Queues
|| Files
L. Leg
. Radius
File List =l E3
=] | Backup || Restore | cnd « Backup sl sl
|F|Ie Name 4 |T1_.rpe |Size |Creaticr1 Time -
[JCash Disk web-prony dish Jan/01,2015 08:40:51 1ol o 3 s O
= atosupolt oid it \ T file 503 KB Dec/31/2014 120133 A A =
= autosupout if file 447 3KEBE  Jans/01/2015 08:45:38
= log 0.0t it file 8B  Dec/31/2014 12:28:35 Backup s, » e
[Ellog. 1t ot file 898 Decs/31/2014 12:28:35
Dprimary-slave digk Dec/11/2014 14:06:53 JJ&Uﬁ e ]§ 5L aeS KIS
[JIprimary-slavelost+found directory Sep/07/2014 20:27:27 ' - -
[ primary-slave/new15shahrvar ba... backup 2951 KB Sep/14/2014 12:38:38 .
D primary-slave/usermanager2 usermanager store Apr/18/2014 14:30:12 -Jj-:'
D primary-slave fweb-proxy2 web-proxy store Jan/01/2015 08:459:03
[skins directony Sep/21/2014 15:25:05
[ supout if if file 462 6 KiE  Dec/03/2014 15:36:15
[E| um-before-migration tar tarfile 160 KB Seps13/2014 20:55:32
Dusermanager] usermanager store Sep/137°2014 20:55:32
14 items 265 MB of 57.7 MiB used |53‘Jd,free

lackup
Mame: ew-14 Day | &
Password: | -
|| Dont Encrypt

Backup

Cancel

EE CA.AM.;_)J‘}JCSJJ‘}\)J)}BaCkUpfbcwbﬁ‘)b
o Al o5 ST S syl 55 56, S Password

I, Don’t Encrypt say ¥ o lazm oS 3505 s

S SUs Backup ¢, 5 ol
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\
babajani@172.16.1.2 (RouterOS-CRCIS

s S5 s S sbobkes

L= Backup cais e sdalis

€

Asr Quick Set
| Interfaces
1 Wireless

File List

|E| . | Backup || Restore

<wd ;3 New-14 Day ol L

LT Z . - e -
s, Bridge |File Name e | AN s s ocwl w8 S s
=3 PP [)Cash Disk web-pre
oo ~| New-14 Day backup backup 3ot o 510l dal g
o 5 =] autosupout .old i \ i file ‘5:5 > v m i '
=5 P [E autosupout f if file .. . e . .
P N Blog.0bd bfe | A2 35 S 1SS o (S
Lvs| IPvb
N Ellog.1 b ot file
) MPLS : j Wi 1y OF psle 3 b
& I—_—Ipnma.r:.r-slave d!Bk 33 5 LIS Ol w}b d—.’.Jk 3
4 Routing B D primary-slavedost+found director,
[=) primary-slave/new15shahrvar ba... backup . . ..
552 System r [ primary-slave/usermanager2 LISEr-mz )‘J—" J-{“ Lile 4 e

Q Treres [ primary-glave /web-proxy2 web-pr
[Iskins director, s
[ Files [E supout A f file -
| Log [ um-before-migration tar tarfile
a@ - [Tusermanager] User-mz
ius
A Tools " 1|15 tems (1 selected) 276 MiB of 57.7 Mi

| New Terminal

Clx]| 1, ks, 50 Backup &Ko) gl

= | Backup || Restore |

|, Backup .t .S Restore

|Fi|e Name £ |Type |Size |Creation Time || -

[ 1Cash Disk web-proy disk Jan/01/2015 08:40:51

|| New-14 Daybackup #——  backup 76B.5KE  Jan/04/2015 11:14:45 S s ol el
[5) autosupout old rif 1if file 5102 KE Dec/31/2014 12:01:33

= autosupout rif Tif file: 4473 KB Jan/01/2015 08:45:38 . T NL lold o
= log 0 i 11/2014 12:28:35 S0 o2 98 S iRy
EPPRE"] Restore Ol x%0h1/2014 122835

DFE”";?'" 1 Backup File: |New-14 Day backup #— 11/201412.06.53 L}KM G J°~3'S &_}S Restore

07/2004 20:27:27

Elpimd  Password: | €— 14/2014 12:38:38 5 5 :
CIprima ’ 18/2014 14:30:12 ‘Jiw Rl os ass Al e
[ primary save web proxy. WEDDIoNy & Jans 01/2015 08:45:03
[Dskins directory Sep/21/2014 15:25:05 syle | 2 s B .
= supout 1 i file 4626KE  Dec/D3/2014 15:36-15 e b B 250 BB ose
[2) um-before-migration tar tarfile 16.0KE Sep/13/2014 20:55:32
[Dusermanager] usermanager store Sep/13/2014 20:55:32 hg-;-ls Restore S 129 J'»:,-*S
15items (1 selected) 276 MiB of 577 MiB used 52% free S S S 08 LS
.)},J:
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sdwodt 4 (3T J yf g Slogit & yg0 4 Backup bt

LSJ;CJleSgQJAJ\):):)lSw\Sﬁsjs:bg\BaCkupJJJJQLQ.:B.'JJJ“M:.Q)}..a@d.:éij).s

2> plxl Ssbogil Cygm s |y )8 ol sladas 3l b ol 5 o0 et Sl 0 05 al g

ol s e a Backup &S Sl S ol SO S 5o S (..:E.J (i flqd\ Ll s 8 Ll

- i_;.w e 355 byl Jasl wssl 4 Backup
q

. Radus Pandudh e LS Cbsl | EMail cas 5 AP s 5 5 5 S5 S 3
Email = ey 0 a3 dP el 51 5 08 S5 S 55l

N Took == P Flood Ping

=l Mew Teminzl

| . Make Supout rif Graphing

MNew WinBox P Sean

@ Marual MALC Server

Netwatch

[ Ext

Packet Sniffer

Ping
Ping Speed
Profile
SMS
Email Settings =1 E3 ru .,\.iL: Server . 5 55 : C)'i‘ 53
Server: 17319466108 2 —— i}
el y3 aS S 55191, 5 6= | >l
Port: [587 - " =) ) - DICAY )"J’-‘“ DI O
vl Start TLS oslizl smtp.gmail.com 5 . .osl 5
From: | <gmaillD@gmail com> g Send Email Ll Sy |y sl ol S (S
User: |Usemame #—— - B CMD
- N QL ol 3l WSl g
Password: || |- o) J S LY/ = ¥ 0
X .S Ping 1, smtp.gmail.com
. Command Prompt

icrosoft Windows [Uersion 6.3.96801 |P w)JT La\ S W <=L>u‘ J«».& w‘ 31290 J&J o=

{c>» 2013 Microsoft Corporation. All rights reserved.
Userssf.babjani>ping smtp.gmail.com

Q}L&Atﬁbﬁb}‘j&%ﬁ)éswjbibOT

Pinging gmail-smtp—msa.l_google.com [64.233.166_._138] with 32 hyt

Reply from 64.233.166.188: bytes=32 time=33%msz 11L=39

Reply from 64.233.166.188: hy 32 time=331ms TTL=3% . T - . -
Reply from 64.233.166.1B88: buytes=32 time=334ms TTL=39 e sl aS cl o ooy el
Reply from 64.233.166.188: bytes=32 time=332ms TTL=3%

J%J?JJJT&J&\%)P;“JJSW)M@
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L oosl SSLsl S a0l a3 SS5,Se Sy oS oS S bl e cnl e Sl S 3l
V.:,.Sy o;L&.@\ Termlnal BL j‘.’.) ij:w:.s )‘ )Ls w‘ LS‘J" ‘.LS LS,‘LNL“;'

/tool e-mail

set address=[:resolve smtp.gmail.com] from=<<gmaillD@gmail.com>>
password=Pass port=587 start-tls=yes user=UserName

i : '&aMWjﬂj)Jgaﬂ)Jig)jbdw

+
MMM MMM EEE ITTITITTITITIIT HEEE
MMM MMM KKK ITITITITIIT KKK \ ‘ t; . .. . .
MMM MO M III ) ITT III KEK EEK JP'Jﬂ UJMQJJGJJ)}A)}MJ@JMS"
MMM MM MMM III ITT ITIT EEEEK
1M MMM III 1T IIT  HEE HEK . . . .
il MM III ITT III KKK KEK BE LY _J.,r::b ails > 4 Ly (ool el
MikroTik Router0S 6.24 ({c) 1999-2014 http://www.mikrotik.com/ _
L oes pasie 05 SO, L aS Llals
[?] Givez the list of available commandsz " r Js ‘fof 2= L;'{ )
command [?] Gives help on the command and list of arguments _
[Tabk] Completes the command/word. If the input is ambiguous, ‘) J.ﬁ;— J'»:'Q'»’-‘ )j'f'o J.'A) ) LSJ"~)lS rL' ‘JN)J‘
a second [Tab] giwes possible options
/ Move up to base level \)7" ‘) ,)j':"'"-’ u{‘ ‘\g‘:’.‘ )\ J"’ -"\-:AJ )‘)-9
. Move up one lewel /
Jcommand Use command at the base lewvel . .
[babajaniBRouterU5-CRCIS] » /tool e-mail )SJ)}L C)Jﬁ.ﬂ “ Emall CJLQ.:E.A.’ c.l.ib‘)s

[babajani@Router05-CRCIS] /
F<<gmailIDEgmail..com>> pasIwo

e-mail» set address=[:resoclve smtp.gmail.com] from
rd=Pass port=587 start-tls=yes user=UserNameme

[babajani@Router0S-CRCIS] /tool e-mail -
[hahagani@R:uEe:CS-CRC:S] _.-"E:‘:; e—r.'.ai'_i * J}.»L;o Jﬁls
Email Settings Em jﬂ))ﬁicﬁﬁTOOIS >> Emall b)b Jf\
IRl 172 154 66 108 ) ) .
- 3 kS oses Gl LS i sl
v Start TLS el 0l | I Terminal

phy

From: | <<omailD@gmad.com>> 3end Emai G Sl & oy gm0y gin ol caslsl s

User: |UserMame - - ) ) i
Password: |Pass - ‘J’-" 1,0l (Rs BUSRVISE V‘iJﬁ|d° BE

DI &:33 U.UJJT (elw .L:_‘-J.A [ msta

e s Gmail

Send LSJJJ.:.L.{LYLJ.{&)JJLS U’«" 6‘]' ‘M)Lﬁ" M‘@JMC&)J cC)LC«}Uﬂ‘ U'-’-‘ QJJS J)b)‘.);u

aS 34 cie BAsS sl | oludas o log & el 2 S ol LS bl cass SUs Email
o s B AS Dbl sl Slealald (6l 5 LOB So Sl 2 56 ol 51 L =S S

s e s Jeal dlst Oy 5o L) e
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Fules

+

T_I Topics

L=

Actions

Prefoc Action

I

AR AR AR A
i
&
=
1
of: °
BERE

I

B MNew Log Rule

Topics: emal  [EES
Prefic \ v
Action: |memary *
\
. enabled
Email Settings =l E3
Server: [173.194.66.108
Port: [587 -
v| Start TLS b
From: |samancd2005&gmail.com -Send Email
User: |ancd2009@gmail.com | &
Pasgword: &~ - ’

Address: |173.194.66.108

587 -

Port:

User: |samancd2009@&gmail.com FS

Password:

vl TLS
X

To: |farshid_babajani@yahoo com
CC:

4

From: |<samancd2009&gmail.com>

Subject: | Test-Email Miknotile

Hello Mikcrotike

Body:

f

e: \new 16day backup

=]

1 55 System >> logging .1 5

+ s p e Action sl gl el 5L gamins
Topices cad I 5 Lds Gamiv 53 5 LS SIS
-4y 38 Action s 515 S ot | Email ga S
$lp S SIS Ok g5, » 5 ozl |, Memory
23 g3 o5 Sl Gb Sl dnldlS e e LS

s el ) Slles o Terminal

system logging add action=memory
topics=e-mail

TOOIS&))TJJ‘}OJ[{))LQW w‘d‘f‘)‘m“b)}“ﬂﬁ)"

s SUsEmail Send (555 0 IS8 dsle 4 5 L 52 >> Email

A2l s A3S o 3505 45 |y SNl pled L S S x5

B L}AJJT QLQ.A addFESS Ca.q..w.;)b J\iL: EE55) LSW e

LS syl 1, 587 esles Port s s S 5l 1, Gmail
SE 5 S ol 0 by ot sl @ by Pass s Username
o3l K TO a3 s ol 5l e 6dS Sl 55 1, TLS (a8
Caad 33 35 Jlagl opdl ol Gl Jeeal ) B S 55l s
Body ; Subject cias 5 3<> Cade 3 iy |y sl Laz= From
358 Jlal LB foal cplol jon ol 2 o o ST 508 oSS a1

Send (s, » 5 S ol File e s 1, of Backup 4l

S SIS Email
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Aa Quick Set . I
| Interfaces |E| Send Emal (5}) J-: &».L‘ )\ u\}_.’
1 Wireless |:
e g 4| Jan/D6/2015 08:50:21  memory e-mail. debug 'r;f:v;.}ﬂdﬁ THB | ., i N \e5633 ||
LY p://support.google. com/accounts/bin/answer. py 7answer= - N 2w -
=3 PPP ] be2sm76325688njb.38 - gsmtp [ )‘ Ji.’; QS.:J.S ‘}9 [QPONSO] ))
oo Jan/06/2015 08:50:21 memory e-mail, debug send RSET
1 Mesh Jan/D6,2015 08:50:21  memory e-mail, debug recy: 250 2.1.5 Flushed be2sm 76325688wib.38 - gsmip
s |p I3 Jan/06/2015 08:50:21  memary e-mail, debug send QUIT - .
: 1PVE - Jan/06/2015 08:50:21  memory e-mail, debug recy: 221 2.0.0 closing connection be2sm 76325688wib.38 - gsmtp L’ v\ﬁ.«g &:.ls LOg 6}) J.J g:,‘P;
_- memory system, e-mail, emor Ermor sending e-mail = Test-Email Milrotile>: AUTH failed N
&’ MPLS [2 memory e-mall, debug recv: 220 mx google.com ESMTP wr8sm4172303 Twjc. 10 - gsmtp
Jan/06/2015 09:00:28 memory e-mail, debug send EHLO | 1 . .o
#2 Routing [ Jan/D6/2015 09:00:28 memory e-mail, debug recy: 250+mx.google.com at your service, | I 4 )j..:: W JW \ ij L‘"’J‘ g:) L@w‘
57 System 4 Jan/06/2015 09:00:28 memory  e-mail, debug recv: 250-SIZE 35882577 — o
Q Gusues Jan/06/2015 09:.00:28  memory e-mail, debug recv: 250-8BITMIME
Jan/06/2015 09:00:28 memory e-mail, debug recy: 250-STARTTLS . .
[ Fies Jon/06/2015 1.00:28 memory  emal. debug recy: 250 ENHANCEDSTATUSCODES ‘ ol Jlu B | o3> 999 ‘ s 3
Log Jan/D6,2015 09:00:28  memory e-mail, debug recv: 200-PIPELINING .o J'f
Lol > Jan/06/2015 09:00:28 memory e-mail, debug recy: 250-CHUNKING
L@ Radius Jan/D6/2015 09:00:28  memary e-mall, debug recv: 250 SMTPUTF8
& Jan/06/2015 09:00:28 memory  e-mail. debug send STARTTLS Uos - W ok
k Tooks r Jan/06/2015 09:00:29 memory e-mail, debug recy: 220 2.0.0 Ready to start TLS LS L3 LA‘ ‘w| ° u
|| New Terminal Jan/06/2015 08:00:25 memory  e-mail, debug send EHLO | 1
| 3 Make Supout i Jan/D6,2015 03:00:29 memory e-mail, debug recv: 2504 google.com at your service, [ 1 - .
Jan/06/2015 09:00:29 memory e-mail, debug recv: 250-5IZE 35882577 N e d
New WinBox Jan/06/2015 03:00:23 memory  emal. debug recv: 250-8BITMIME ol Jﬁj > 9 A4 |j“ AUTH faile
& Manual Jan/06/2015 09:00:29 memory  e-mail, debug recy: 250-AUTH LOGIN PLAIN XOAUTH XOAUTHZ PLAIN-CLIENTTOK]
- Jan/D6/2015 09:00:29 memory e-mail, debug recv: 250-ENHANCEDSTATUSCODES
Bxt Jan/06/2015 09:00:29 memory e-mail, debug recv: 250-PIPELINING RS ‘ - |
Jan/06/2015 09.0029 memory  e-mail, debug recv: 250CHUNKING “ I8 it CL‘-‘?',, ‘V-‘ﬁ
Jan/D6/2015 05:00:29 memory e-mail, debug recv: 250 SMTPUTF8
Jan/06/2015 09:00:25 memory e-mail. debug send AUTH PLAIN / . . .
Jan/D6/2015 09:00:30 memory e-mail, debug recv: 534-5.7. 9| \pplication-specific password required. Leam more at | A p p I I Ca t I o n -s p e C I fl C
Jan/06/2015 09:00:30  memory e-mail. debug recv: 534575
hitp://support.google.com/accounts/bin/answer.py 7answer=185833 - H
wrBsm4 172303 twjc 10 - gsmtp .w‘ Password requlred
Jan/D6,/2015 03:00:30  memory e-mail, debug send RSET
Jan/06/2015 09:00:30 memory e-mail, debug recv: 250 2.1.5 Fushed wrBsm4172303 1wjc.10 - gsmtp
Jan/D6/2015 09:00:30 memory e-mail, debug send QUIT
Jan/D6,/2015 03:00:30  memory e-mail, debug recv: 221 2.0.0 closing connection wrBsm4172303 1wjc.10 - gsmip
(|Jan/06/201509:00:30 memory system, e-mail, emor Emor sending e-mail <Test-Email Mikcrotiks: AUTH falled e ol

s Sl G s o s dpd 5 el Slanes g3 5 el syl Ll ISKes ! - sl
S sl | S e

https://www.google.com/accounts/IssuedAuthSubTokens?hide authsub=1

S UK aile 4 amis 45 555 51

You have no app passwords.

|, Other w5 o538 o

Mail e
Calendar 5}-‘;' J,ng ey J.{.L G .A:.S ol
Contacts ’

YouTube

Other (Custom name)

Sl 1y alsds ¢U =i pl )3

You have no app passwords. /

Mikrotik-2015) € ><| m

A4S SIS Generate (g5, 2 5 AS

sl bl o8xws Gl e 50, SO U

.Djm
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- oodalie 59, IS8 s aS ) sbokea
b S5 Sy Slpuse o0 &S
S s o o2l el sl sl
gfry bhkj lbww iuyc 235 Jeel 3oy Sl @ s S e

Email How to use it -s J)‘j &33);::-“ f’)) J:-"-l‘ QL“?IQ"S

securesally@gmail.com

Generated app password

Your app password for your device

Go to the settings for your Google Account in

: 5 the application or device you are trying to set b send ema” a)\-g‘gb g V':S
ASEWOT
up. Replace your password with the
sssssssssss 16—ch_aracter password shown abo_\.re. ) 5.5 fl’”‘
Just like your normal password, this app =

password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with anyone.

[ Freeze | @ [5]
wiEsmd 172303 Twic. 10 - gamip Y BB ol) S U'.’.‘ J‘ J‘”

Jan/06/201509:00:30 memory  email, debug send RSET
Jan/06/201509:00:30 memory e-mail, debug recv: 250 2.1.5 Flushed wrBsm41723031wjc.10 - gsmtp
Jan/06/201509:00:30 memory e-mail, debug send QUIT .
Jan/06/201509:00:30 memory  e-mail, debug recv: 221 2.0.0 closing connection wrsm4172303Twic. 10 - gsmip } o | Ql o E 3 BE \‘) >
Jan/06/2015 09:00:30 system, e-mai, emor  Emor sending e-mail < Test-Email Mikrotik=: AUTH failed CaES - i
1on/06/2015 092218 memory  emal, debug recu- 220 m soodle com ESHTP x2am 7305881045 9 - gty
Jan/06/20150922:18 memory  e-mail, debug send EHLO | 1
Jan/06/20150922:18 memory  e-mail, debug recv: 250-mx google.com at your service, [ 1 Bires Send Email LS 3; 3 ‘
Jan/06/2015092212 memory  emall, debug recy: 250-51ZE 35382577 .
Jan/06/201505:22:18 memory  e-mal, debug recv. 250-8BITMIME I Pot 7 < [Loma | I e 20
Jan/06/201503:22:18 memory  e-mail, debug recv: 250-STARTTLS User: -
Jan/06/2015092212 memory  emall, debug recv: 250-ENHANCEDSTATUSCODES .
Jan/06/20150922:12 memory  emall, debug recv: 250-PIPELINING Password - S S Se n d E mal I
Jan/06/201509:22:18  memory e-mail, debug recv: 250-CHUNKING TLS -
Jan/06/20150922:18 memory  e-mail, debug recv: 250 SMTPUTFS
Jan/06/20150922:18 memory  e-mail, debug send STARTTLS
Jan/06/2015 09:22:18 memory  e-mail, debua rscv: 220 2.0.0 Ready to start TLS Tor farshid_babajari@yahoo com | . .
Jan/06/2015 09:22:19 memory  e-mail, debug ssnd EHLO[ ™™ 77777 c:[ . 45 J..«.‘S& GMLMA 3 .DJS
Jan/06/20150922.19 memoy  email, debug recv: 250-mx google.com at your service, | 1 - VJ"
Jan/06/2015 0922113 memory  email, debug recv: 250-GIZE 35882577 From: |<samancd2009@gmail.com> J
Jan/06/2015092219 memory  emall, debug recv: 250-2BITMIME -
Jan/06/2015 092219 memory  email debug recv. 250 AUTH LOGIN PLAIN XOAUTH XOAUTH2 PLANCLIENTTOKE |  Subleet TestEmai Microtk ‘ | w [
Jan/06/201509:22:19 memory  e-mail, debug recv: 250-ENHANCEDSTATUSCODES Hello Mikrotik o )-’ 44 ™ _)-5 44 ~R
Jan/06/2015092219 memory  email, debug recv: 250-PIPELINING
Jan/06/201509:22:19  memory e-mail, debug recv: 250-CHUNKING
Jan/06/201509:22:19 memory  email, debug recv: 250 SMTPUTFS Farshid babajani@yahoo.com
Jan/06/20150922:13 memory  e-mail, debug send AUTH PLAIN Body:

AHNRbWFU Y20y MDASQGA: YWisLmNvb(QBseXhsb 2Nia2id Jdpd X .
Jan/06/2015092219 memory  e-mail, debug recv: 235 2.7.0 Accepted - - d
Jan/06/201509:22:19 memory  email, debug send MAIL FROM: <samancd2009@gmail com> RSOy N W L‘"".)‘
Jan/06/2015092220 memoy  email, debug recv: 250 210 OK x2sm 7805881 0wie 5 - gsmip
Jan/06/2015092220 memory  emall, debug send RCPT TO: Sarshid_babajani @yaheo.com> g— =
Jan/06/2015092220 memory  emall, debug recv: 250 2.1.5 OK x2sm 7805881 0. - gsmip Fie: [newlbdaybackup [
Jan/06/2015092220 memory  emall, debug send DATA
Jan/06/2015092220 memory  emall, debug recv: 354 Gio ahead x2sm 780588 10wy S - gsmip
Jan/06/201509:22:45 memory e-mail, debug send .
Jan/06/201509:22:52 memory e-mail, debug recv: 250 2.0.0 OK 1420523571 x2sm 780588 10wjx.9 - gsmtp
Jan/06/201509:2252 memory  e-mail, debug send QUIT
Jan/06/20150922:52 memory  e-mail, debug recv: 221 2.0.0 closing connection x2sm 7805881 0wjx 9 - gsmip =

3200 S8 53 &S sbolea
‘l‘x 340 Jﬁ“":’.‘ c.)\:.S‘_;e odalis
o Gmail . 51 L

ods Jleyl Yahoo o L

® samancd2009@gmail.c

el o Jl )l Jeasl ool 0 Backup LG SIS ol b edsl o s LB glls 5 ool

221



http://3isco.ir/
mailto:Farshid_babajani@yahoo.com

Network Administrator 2015 — 3isco.ir

QI

Lo sl paseta Glay Jolss 53 B oS sbm) SCHPE G il feasl ool go ol 51 day

S Jas 5 b 4 Sl gl S G el e s 1, smitp.gmail.com

“[5 Mesh
sl 1P

L5l IPvB
<7 MPLS
ﬁ Routing

Q Queuss
] Files
|2) Log

‘@ Radius

|| New Teminal
| = Make Supout rif
New WinBox

& Manual

B e

v v | v v

i System  —pl®

& Tools 12

Certificates

Clock

Console

ez Nam

Drivers Bloch

Heatth Disa
Emai

Histary Emai
Enab

Baly Resq

LEDs Scripy

License Send
scrpd

Logging scripl

Packages

Password

Ports

Reboot

Reset Configuration —

10 item|

Resources

Routerboard

SNTP Client

Scheduler

Scripts ——

Seripts ‘Jobs Environment

lEI E_NE"Eript

= E3
Name: |Gmail oK |

Owner:
- Policy Apply
ftp reboot
read write
policy test
password sniff
sensitive

lost Tme Stared: ||
RnCount: 0|

Source:

/ool e-mail

set address=[resolve smip gmail.com]
from=<<gmaillD@gmail.com>
password=Pass port=587 start-
tls=yes user=LserName

\

I, Scripts g4y ¥ System s
Sy ok 3L Gamin 55 5 LS Ol
Sl el S o (ge 2y 5o S SIS
Cannd 53 5 LS 35l 350 o Sl
oo Sl L) 5 XS e Source

S 3yl 2
/tools e-mail

set address=[:resolve smtp.gmail.com]
from=<<gmaillD@gmail.com>>
password=Pass port=587 start-tls=yes
user=UserName

J.:Sb)‘jbb}?&bwCCA.\A\QMWﬁ}&)bd&hbdbbﬁ)ﬁo)u‘%ASJjjadLo.A

)"J&c%bﬁbl’_q‘&jﬁfﬁ‘jjé\ﬂrﬁGma” D 03 S S syls 1y e, LU PAsS Caald s

=2 PPP ATS Upgraaes
°2 Mesh Certificates
P N Clock
(58l IPvE N Console IE“E
Disks
— N ]
ows 1 4] [7][x] ] [¥] (Frs
#2 Routing " |Nan1e # |Start Diate |Start Time |Intenra| |v
l—w System —) Health Bandwith Dec/08/2014 01:00:00 00:10:0
Q q History Block-ntemet...  Jan/04/2015 13:04:07 00:20:0
ueues
Identi g =
| Files y
Log LEDs Name: [Gmail €— | OK
1l )
. Radis Fezre= Start Date: [Jan/06/2015 | | cancel
Long
2 Tools 3 S Start Time: |DD:1]‘I:DD k. — " ¥ | Apply
Packages
] New Terminal Interval: |24:00:00 4=——
9 Make Supout i Password =e | | Disable
| = Make Supout. On Event:
New WinBox Ports Gmai I:Commem
Reboot
& Manual © ‘ Copy
E- Edt Reset Configuration L I:Hem
Resources é e
Routerboard
SNTP Client
Scheduler ——
Scripts Cwrier: |
Shutdown — Poliry

222

System >> JJ‘_} 4%&‘ .>L'>g‘ J‘ BEY
LS SIS+ 65, 5 Ly Scheduler
ﬁ&jf))puuu%»(gwu
a\ﬂsgrUQNamEWﬁ (3 g
Ol Start Time cus 5 aS 5l
W DL fJ\c."S W b &5)&
L e Sl gl Oy s Interval
s culou U.USV.@.A BERE) .,\2,5 dmhl.a
Cad 53 &S 15 o Sl oL ON Event



http://3isco.ir/

Network Administrator 2015 — 3isco.ir
oS SIS 0K sy 5 Ao g |y A5 S sl 3

Sl el o Yl el ol s s D g o el 5 Sl 3bel o aes bl 4 6

S Jl)l Sl g3l &y oo

el g Sl K o385 e Ll s o planil 1 LIS ol 8 il il s ool slacy S
Al Ol Lk (gl 0T 6,50k B o sloy) O3 Lo ol L
S o A L S Sl sl g sl
#HH#H#HE S cript-Backup-Mikrotik-3isco irfHH#H#
/system backup save dont-encrypt=yes name=Mikrotik-Bakup;
:delay delay-time=2

/tool e-mail send server=[:resolve smtp.gmail.com] user= EmaillD@gmail.com password=Pass
to=farshid_babajani@yahoo.com subject="Mikrotik-Backup" start-tls=yes port=587
from=<Emaill D@gmail.com> file=Mikrotik-Bakup.backup;

:delay delay-time=20
/tile remove Mikrotik-Bakup.backup
/
System 5,05 of 31 dar 35,5 o Il ot w0 S5, Caand o 51/ 35y e iyl bt s o Sl
dont- s L O 5l a5 &S e syl Mikrotik-Bakup U L Backup LU <G 5 555+ Backup
S5d w5 6,5, b opl encrypt=yes
23 eols Jla! o L 4 U r_ilsu_'e}f)&'); Sl y Ol & ¢33 L= s

b 53 S Jlsl 1 355 o jasitie Sledes Ll Backup el 0ol 3 (sl cddly o bas 1 tage oS g g Lo
file=Mikrotik-Bakup.backup  s.s oy b A S syls 1 s Sledbl L el Lasie 503 K, L aS

wﬂ‘ﬁﬁ;}[}u\dj\L})ﬁdr_ﬁ‘)dﬁbwldﬂ.’\w‘r}MM‘JL«UJ‘QL&)J}S})\;&)L\;(@QJ“MASOV\.\:JM‘}J
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S Jlasl Lol ea 4y Obey ) s J?“i\“s(":‘éjf#ﬁ sl Ye Qlﬁj&p% L s
3 S Sl | Mikrotik-Bakup.backup ol L Backup RN File 5,15 o 5,50 5 s2as b polexr b 5o

Backup w\‘,p&ig,;um,{msﬁsdbh:,,gié\ﬂé,\gouj&uﬁwngmﬁ\,gﬁ;ﬁld\xﬂwu

: Script <Gmail> [=E3 Y JLw)‘ Lo " “\ @ b
=7
]\Iame Owner: |babajani - - .‘ 5 g - - ‘
Block-Intemq ~ Palicy —ad )l 9 J‘f.j'w ) )" :".." r 2019
Disable Locg  [v| fip v| reboot
i e : . - e
erabion| (%0 s oS obsl 1 Seript g4 S system
[R_-‘.nﬁ . v/| password vl sniff
eset Court| [ it WS S S - b
Script Creat e 00 9 M - + S » }g.w Aole “
::If;ﬂp Last Time Stated: |Jan/07/2015 11:07:37
script2 Run Court: |22 9 J\_.;S JJ‘) ‘) JJQ.- o‘j}JJ €L J.’.J\ﬁ.- 64?:&-&0
Source:
HEHHH Sorpt-Backup-Mikrotik-Jisco irdHEHHE § . - s
fsystemggglt(usgasgdolm-elncryﬁz;\;sname=M|krDt|k-Bakup; ..‘ )‘ J"'.' ‘) ("’"’ )‘jﬁ LS‘JJ. 45 LSJS

‘delay delaytime=2

/ool emall send server=[resclve smtp gmail com] user= Emaill D&gmail com password=Pass _
to=farshid_babajani@yahoo com subject="Mikrotik-Backup” start4ls=yes port=587 . - . . - PR
from=<Email | D @gmail com> file=Mikrotik-Bakup backup: Caend 92 -"‘i > ‘ 2 <’ l’,” ‘ ‘) J ‘ [ L“-':E-ﬂ-’

isfes ‘delay delaytime=20

172, ile remove Mikrotik-Bakup backup 1-....______
vl LS 0k a5 s SIS Source
| Schedule <Gmail> - - .
Eame Start Date Name: EIF 4—
andwith Dec/08/20) : oS sl ¢ [ el >l ¢l Loole s
e ap| Stat Date: |Jan/06/2015 =S Sl o Sl =t sl ol
Digable Dec/10/20 Start Time: |00:01:00 — ¥ = .
Enable Dec/10/20) — SR sa S System s I LSl ¢l
o Bs
Gmail Jan/06/20 Interval: |1d 00:00:00 t— -
Reset Counter  Dec/10/°20 On Evert Disable S h d |
n Event: IS S ol
dailybackup  Jan/01/20] [gai e AS+ 555 n 5 S Sl schedule

sched_backup Jan/01/15
S k5,4 ¢L} ol 3L (gamans 3 S

AN

2

Remove

LS asialystart Time 5 aus 5050,

sl ol Ll Interval cws s

Bitems (1 selected) Owner: |babajani S ) byl e aS S jasia |y o S

S slaly aids \ ela 5o, a8 ol LS SIS OK sy 0T 5l day 5 A8 5505 1 s S sl
&L%))L;waﬁbmﬁdﬂ JL»)‘ ‘°Mu4’“:~“;}':“i“‘-’fb QW)QLCW‘JSJ‘ BaCkup
6@&%.;)345.)\?‘5))‘) béjﬁ_)dl.o.év\imeall )}n&j@)g}b;b)‘jdlﬂ)_)bmlgé)jkdw&

A3 S bl S, sl b8
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100 aduin paxd B pan 3 ey (511 )15 SO il 5045 (8 ) alad
uﬂ)msﬁb;w;,u;,;,gé\ﬂo\ﬁ,\sg;&ﬂﬁm@fu' 3003 oS LS glacad o
e S 5 Wi e eSSy a5 Ll S e ST Sl ) S asite e O e S Uy
S e OIS 2320l 4 1S (1S el it o ool 53 Lol cdas aals 550 IS @ oS o e bl 5
S e 4 Lot LB s e 230 Ol 5 550 alad lS )0 4 SliKe Yoo Sl (G peas

S el eltes
S ol s Ol 5 st Jles 50l 0

ip firewall filter add chain=forward src-address-list=block-internet action=drop
comment=Block-internet;

|, block-internet « <Gl 5 plas 45 555 » sl FireWall Filter cwis 55 Js) G o5 cnl b
A el

<35 3l 5 A s IP>> FireWall sl fots o el | L')..’"V.AWinbOX b ol e 6 Sel ¢l

Fiter Rules | NAT Mangle Service Pots Conrmections  Address Lists | Layer7 Protocols )'l_, Gdto 55 S SIS+ S » Filter
g = & | % O |T |00 ResetCounters || 00 Reset All Courters ’ ) " ’
.Fi;;.IM;;;_' e | FOrward s« S Chain cas 5l 5 ol
7| General | Advanced Edra | Action  Stafistics
N Chain: [ & s & s Advanced Csos iy 5 S Ol
3?'.'" . Src. Address: - Apply
3?2 ; Dst. Address: -
74 B e =
o B | I |
Firewall Rule <=
Advanced i isti
Genersl Extta| ficion| [ Sisics Src. Address ¢ s~ ,s Advanced s s
rc. Address List: (£ |blockqintemet  d—— ¥
o 5 S 5,051, block-internet s«.s List
Layer7 Protocaol: 'J"i}‘:" Action - J)\_g e
Content:

skl aslsl s block-internet < .

Connection Bytes:
Connection Rate: .Jja-ivﬂ

Per Connection Classfier:

Src. MAC Address:
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Firewall Rule <> C,_w_:) )'\ l) dr‘op 644-1)5 action VIR

General Advanced Bxtra Action | Statistics
Action: || . . XN
ion — * Canc: L)i‘ “ ;.,\_:S &:.LS Ok S B UL>W‘
Log P

Log Prefix: ~ Diszble o2 5 e 5 Ol s leslatal b ea s
Comment
sl SG5 el a5 oS sl Il

Sis 5l aST GlolS b asS sl o Sl G b aslsl 53 (S s s | block-internet ol b o]

Remove

2

3,5 15 block-Internet ou L Address List < s Wl uysl (s S 5l 3 jml (sold asiie

el ol Block |3 s ,5 Address List ol o5

Script <Block-Intemet>

ozl 1 Seript gan S System s

Scripts | Jobs | Environment Name -~

= | T| Run Scrpf
— Own . Owner: |babajani - .S
Block-Intemet babg ~ Policy N
Disable Local babg [vl fip v| reboat
= bp D reed v e

ail-Loaaover [=lsl- |

| poli | test . AN .

Enable Local babq ¥ Poicy 39 S KIS+ okl 3L (gamio 42
Gmal babg ¥ password v sniff =0 " " ‘5‘9‘) ﬁ o= Ls 2
Reset Courter baby  [v| sensttive

Script Creat User babg

backup babd O‘jﬁJD CL Name C,.M.; )J Script 64};;&.9

Last Time Started: |Jan/07/2015 13:34:07

script1 babg
scrpt2 babg Run Court: [129
-~ bﬂ).)sssourcewd‘)b)wb‘)‘)bﬁf
local traf;
/queue simple
for i from=0 to= 243 do={ S J)\)
if {[/queue simple find target=("172.16.1." . & . "/32")] 1= ") do={ -

:set Straf [get find target:l"‘;l 721617 & . /32" total-bytes]
if (Straf > 195997300) do={

if { [/ip firewall addressHist find address="172 16.1" 8] = "") do={ —
Ap ;w}n;}wall addressdist add address=("172.16.1." %."/32") list=blockintemet

11 items (1 selected)

:local traf;
/queue simple

:for i from=0 to=2¢y do={

;if ([/queue simple find target=("172.16.1." . §i. "/32")] I="") do={
:set Straf [get [find target=("172.16.1." . Si. "/32")] total-bytes]
:if (Straf > 195997900) do={
:if ( [/ip firewall address-list find address="172.16.1." . Si] ="") do={
/ip firewall address-list add address=("172.16.1.".5i."/32") list=block-internet

4
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/

Gl w5 S syl 1y s oty @as eynl 172.16.1 sl gl w0 b L (3 et IS o

Sl 1y s B 5,0 e sl 01,8 5 ae e okas QL oS 195997900(186 Megabits) s.s

J.E.;)JVO'V.A‘)Forékﬂ:-Jil{wcngUYO' Lo O S8 slias S1aS S a5 a5 ol w5 LS

) ss B 5) e 5de JEY gl a4 US55l s cdas S8 5 Rl S Ol Gten b K

.J.:Sb)‘j

o ol jasnie 0l 53 Led S Sl b 028 sl) Jpans 3ib sn0le3 G il SCIipt sl 51

S 3 e | OF ) S35 38 G pae em 51 5VL (68 S aS S S 1) 01,08 b e

*[=|[vlx]|[a] 7]

Schedule <Block-Intemet run:

Name: H—_— oK

sched_backup Jan/s01/1570 07:30:00

|Narne / |Start Date |Start Time Start Date: |Jan/04/2015

Bandwith Dec/02/2014 01:00:00 | | \ﬂl
Block-Intemet...  Jan/04/2015 13.04:07 Start Time: |13:04:07 =] [ appy
Disable Dec/10/2014 23.00:00

Enable Dec/10/2014 07:00:00 rtenval: 00.30.00 |
Gmail Jan/06/2015 00.01.00 On Event:

Reset Counter  Dec/10/2014 00:01:00 Block-Intemet
daily-backup Jan/01/2014 00:05:00

\

Owner: |babajar1i |

&items (1 selected)

- Palicy

Firewall

sawS  System

S 2 s S ol |, Schedule

Sye

355 ol s ol O3l s SIS +
IS0k 5 g Ol 5 S sl |,
ol 35l 423y Yo bl 3 &S 1, Of
5> Ol S asiia | o
|, &Sl b On Event c.d

S SIS 0K (555 25505

Fiter Rules NAT  Mangle Service Ports  Connections Address Lists |Layer?F' C'A"J:"""‘ )L: &'3' a3 v J’b C'A':"ng‘ L;‘J}-‘ )‘ v\&’
[+[=] [#][4] =] [¥] X i S 53 oS boles &S 35 S Ol
|Name * |Mdress |'I"|meout
@ block-ntemet 172.16.1.57 . - . 7 . o
& blockirtemet 172.16.1.70 03,58 Lol ey 8 53 sl (AiS o odalis
\ S8 5 e 5 a S 13 Address List s o>
e S JPY IRV RGN U PR 3
Al dal
Fiter Rules |NAT Mangle Service Pots  Connections  Address Lists  Layer7 Protocols Filter RUIe 5)‘_} ;‘
EE |z| |l:ll:l Reset Counters ||IJIJ Reset All Courters | /

#| |ﬂction |Chain

|Src. Address |Dst. Address |Proto... [Src. Pot  |Dst. Pot [In. Inter... [Out. Int.... | Src. Address List

[Bytes

| Packets |

;i; Block-ntemet
[i] $drop  Forward

L\\: block-intemet

1254 KiB 1826
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O 33 O G sluws 31 Wil 5 o 1y Jos cpl sl 0As AFOp Jb= 55 b 5550 o sl &S

LS sualie Packets

BlOCk'C,.w.:j)))JJSdJ\m ‘J J‘}P.- GMWWJ‘@)})&L;EJJJJ)E&&%‘)|M
3 355 o sl Block-Internet oL L «s 31 Address List ;3 b cuen gl 55005 & zol o5l ss
S Bl s, Al b

S eslanad o5 g,‘...ij.{..ul Sl L8l el

:foreach ok in=[/ip firewall address-list find] do={
[/ip firewall address-list get Sok list]
:if ([/ip firewall address-list get Sok list] ="block-internet") do={

/ip firewall address-list remove Sok

S 54l 1, 5 Address List ol p2 S yasie 5a K, « S block-internet ¢l> 4 YL &S s

Script <Delete Address List> O = JJ«L?, &-1 ol b s }«‘,g", 3l dw
Scripts | Jobs = Environment Name: |Delete Address List o— OK .
= Run Scri "J‘ﬁ ¢ 5"""“ Lk 4ol J‘)‘E Scrlpt
.I.. T E Owner: |babajani IE
r_Name Cwner Poli .. . . H
Block-Intemst babajani olley i J)b b JjP'- )b-’ S0 rL’ EREE Scrlpts
Delete Address List  babajani | fip ¥l reboot Copy
Disable Local babajani v| read | write - - .
Ema?l babajjan? ¥ palicy o test B J\Jﬁ \_) YL LY VA Source Cond 33 9 J.:.S
Email-Loadover babajani v o v snif I:
Enable Local babajani passwo Run Script
Gmail babajani ¥| zensitive J.;ﬁs gi."JS OK S0 2 )LS U'i‘ )‘ Ao (as
Reset Counter babajani
EC"Et Creat User ';a';a!a”i Last Time Started: |Jan/07/2015 18:08:26
ackup abajani - . o 1 .
script 1 babajani Fun Count: |3 LAJ Ldﬁuﬂ-j) "\"’u “ ‘Scrlps Jl’a\ )\ 'bu
script2 babajani
Source: Lol K 5 & s Schedule sl L
foreach i in=[/ip firewall addressist find] S 'd 2 e Ak
do={
[/ip firewall addressdist get i list] RS i .
i ([fip firewall address it get % list] S sl Scripts ol sl
="block-ntemet ") do={
/ip firewall addressist remove Si
}
w
12 items (1 selected)
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4 |E| @ Schedule <Delete Address List:

340 rL} - Schedule .5 ;s

Sl cele 555l 1) 5

ame MName: |Delete Address List

{ Bandwith

Block-Intemet run Start Date: |Jan/07/2015

\L‘ Start cad 55 1, o S

Delete Address List Start Time: |01:00:00 -,

| O 5SS Oles 5 S 5,15 Time

Dizable

‘jb‘)‘}intervalm‘)évﬁ‘)

Enable Interval: |1d 00:00:00 €—
Gmail
On Event:
Reset Courter -
daily-backup Delete Address List

sched_backup \

Script oL .On Event <. ;5
.%50'().))‘)‘).:)5-#))}4

s S S8 K sl

3 3

CIS) - WinBox v6.24 on x86 (i386)

- o N L s Slds &0l 6l 1S

k‘ Add Time
Add Date
Add CPU
Add Memaory
Add Uptime

Uptime:[3d 21:57:24 Time{14:2525 Date:Jan/07/2015 Memory{17623 MB CPU{0% [ Hide Passwords M (%)

o.)\.al,j,.» ‘J‘?SLSA JJ‘) J:’.)J ‘)J 45

Hide s« 5 S S

.le.JﬁLScMLiﬂbOJﬁdwOlﬁjj@)U¢OLﬂjRAMcCPU 5 S,18 4l ¢l 5 Al 0 1, Passwords

25995 Py
e MFPLS I R . . . ..
_ _ Drivers Coed 31 5y pb s Gl
(6 o o ETRNEE] ..., . sy
§ob Syst inaenti <o Qystem
;Queuezs Histany |dentity: [rDS-CRCIS QK Yoo JS y
. L s LS ol |
[ Files \dentity s IR DR D)
| Log tiz:se Apply .L:.S ok 39 J)‘_g b S 4> <=L Y8 o1
_@ Radius o
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babajani@172.16.1.2 (RouterO5-CRCIS) - WinBox v6.24 on x86 (i386ﬁ

Uptime:|3d 22:20:20 Time:14:48:20 Dat

53 01 Olge w81 5, ol i Sl da
L ex ool S o Winbox (VL

.L:Su.o odalin

Start Time Interval On Event Crwiner Fun Count | Next Run
014 01:00:00 00:10:00 Jocal traf;/qu... babajani 794 Jan/072015 ...
015 13:04:07 00:30:00 Block-Intemet  babajani 127 Jan/07/2015 ..
014 23:00:00 1d 00:00:00 finteface eth... babajani 4 Jan/07/2015 ...
F014 07-00:00 1d 00:00:00 finteface eth... babajani 4 Jan/D8/2015 .
015 00:01:00 1d 00:00:00 Gmail babajani 1 Jan/08/2015 ...
r014 D0:01:00 1d 00:00:00 /queue simpl... babajani 4 Jan/D8/2015 ...
014 DO0:05:00 1d 00:00:00 /system scrip... babajani 4 Jan/D8/2015 ...
[ Files
Log BTest Server
“é S Bandwidth Test
= Emai
 Tools == [
: New Teminal Fioed Fing
[ Make Supout rif EEring
MNew WinBox IP Sean
@ Venu MAC Server Type
= Netwatch & Telnet © SSH € MAC Telnet
- Packet Sniffer Bddress: |172.16.1.16
Ping
Ping Speed
Profile
SMS
Telnet =
Torch
Traceroute
Traffic Generator

53,53 SSH s Telnet 5 b 5l oo <K 4l

sawsS T00ls 50 b 5l Wilg 0 S5 S

S Al e IS e @ s Ol | Telnet

G5 S 3l s sl s ol 1 baas S5

.JUJJ.A:AQT

Sy w0 33 VPN 53l Jled

osliial (huy oo Lol Jlad s aS aly p Sty A a4 o s (ol @p&;ﬂmﬁlﬁy\
L;\ﬂ@ijjyjii:j:ﬁ.u\?w}»:)) dl;'—\.:du)jﬂfw OAE Jeate )L S L as <l VPN

Profile sbw! =V (gal> 5 (A3 s Cl;;,\ Iy ad> e 4 VPN (g3l dles sl

Jbaze 550 & VPN 3 b 516 Sbes 01, B 4sS slwl 555 VPN (g1, Profile o b d e ol 5o

1 Wirgless
5, Bridge Inteface  PPPoE Servers  Secrets  Profiles | Active Connections

i PPP —» = [ }
“15 Mesh ]
ha Name Local Address Remote Address |Eridage
& P 8 @ NEW-VPN hs-pool6 172.16.1.219

£ |PvE y @ PPPOE 152.168.11 unknown

Lo/lFD VPN hs-pool-6 172.16.1.200

<77 MPLS Ml defaut
% Routing P * @ defautt-encryption I:}

455 System ¥

Qe ee
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PPP Profile <NEW-WPN:

General | Protocols | Limits  Queue
Name: |MSNEUEY <— Cancel
Local Address: |hs-pool-ﬁ -+ ||3 | - I.k'.
Remote Address: |hs-poo|—ﬁ -+ || ¥ | - Comment
Remote IPv6 Prefix Pool: | |+ -
Copy
DHCPvE FD Poal: | |+
Bridge: | | hd
Bridge Port Priority: | | A
Bridge Path Cost: | |+
Incoming Fitter: | | -
Cutgoeing Fitter: | | h
Address List: | ﬁ/ =
DNS Server: [172.16.1.7 |~
[4224 |&
WINS Server: | |S
- Change TCP MSS
Cono  yes & default

PPP Profile <NEW-VPN:

General FProtocaols |IJm'rts Queue

- Use IPvE % -Cancel
@ ol C yes O required ¢ default l—l
- Use MPLS Aol

Localw_)bc.).:}.s.})b b J}?LJ.E_;J)}O {UName Caond 53

LS&"; L).A)JT

Pool oLa .L Remote address ; address

POOI (l s S sl 1, O 55, ok Lol 5 oS

o031 DNS Server cas s s o WS35 1) s s

w)biggg.).,\:;sbj‘j ‘) Mb&wwﬁjb QLAAASDNS )jj.w

anlls g s

Lk

Protocols s s 1y =i cpan 55 5,5, Sledbl LSS 31 da

 po C yes O required & default

- Use Compression
© no € yes & default

- Use VJ Compression
O ono O yes & default

- Use Encryption
 po % yes O required ¢ default

PPP Profile <NEW-WFM=

General Protocols  Limits |Queue

Session Timeout: |IEENIEN]  g—o0 | - Cancel
\dle Timeout: | - Apply
Rate Limit (o) | | - | gmmeﬂt
- Only One | Copy
 po 7 yes % default

231

.v\-.")-\.ﬂ

Use Encryption .. « Protocols s s
] P g g.,ﬁ 3)“9 39 ..1.3.5 ubﬁ.a‘ b Yes 64...3'J§

A s Limits

Session caud > Wil . Limits 5 s
-0 e s a8 aS Sl slaas Timout
geteia Cola b eyl 3 &S US jasla 55l
sMM\,;’-da}VPN Ol ol 3l a5 sl 0l
2 S ol s 1) Idle Timout cs S|

QLA))JVPN GMLOJ;LQ)‘)WG\S*&‘)|JJU
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544 sl Profile b aus Is Ok

28 W —2 gdl> o

As Quick Set
| Irtedfaces
T Wireless

7 Dridge

=E PPP ——&

%15 Mesh
i2ss] |P

ws| |Pvk
&7 MPLS
& Routing
§op System
Q Queues
| Files
£ Log
X Radus

x Tools

|| New Terminal

Interface | PPPoE Servers  Secrets | Profiles | Active Connections

+v

MName

E PPTP Server = E3

- F = F

Default Profile:
Authentication
v| mschap2
[ ] chap

=]

Type

FPP Scanner

PPTP Server || 5

Meaoe MTU:
Max MRLU:
MRRU:

Keepalive Timeout:

NEW-WVPN

F! mschapi

| pap

*|

\

é

I, PPP 4. ¥ Winbox g 3l
Ll ap o L IS s 5 S Ol
A4S SIS PPTP Server s, 5 S
Enable ey S S i o 0o
Default «us ;5 5 s ol |
S A4S ol LGy, oles Profile
G353 A3 S bl 13 il e
RIS GRS Authentication
okl 1, mschap2 5 mschapl

eSOl LS ary oS

oS SLS OK (655 1 bl 31 day il oo SR 331 s 0 3580 5 Wl o (IS <ozal PAP  Chap

+v

MName
R <&ParsOnling
R <&Shatel

Interface | PPPoE Sepyvers

Max MTU:

Max MRL:

MRRLU:

Keepalive Timeout:
Default Profile:

Authentication
v| mschap2
[] chap

IP=ec Secret:

1450
1450
-
-
NEW-VPN K‘ >

W
._’; mschap1
pap

Use |Psec

2 items out of 4

EMVEr

L2TP Server

14.1 kbps
71.7 kbps

232

L2TP o5, ,» PPP (cumiv Olos 3
3L et 5 5 AS SIS Server
s ol Enabled sao 3 oo
ola Default Profile .3 s
G o 43 a8 1S Ol 1y ks
O P O N T e P N
SKOK (g5, » 5 bl b asle w
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290 )05 R g% — pow sAl> w0

<5 51y PPP gamin 55 5 )l
Inteface  PPPoE Servers  Secrets |F‘ruﬁ|es Active Connections

IE‘ RPPPMhenticaﬁan&.ﬂccounting | 22 ¢.,X.3,'S &315 + CEPRS I J'«’-"J‘ Secret
5 EMViCE Sller [ Profile ocal Address = =

=RV

New PPP Secret
ﬂm.“ Name:ltest . | oK )J\)ﬁjgcx__’.laﬁjn)jfo}a)jbijame
0. 7 Passward: | -+— |"- Cancel
Service: |EI’T)’ ” * | Apply
Caller ID: | - I, NEW-VPN (s« S Profile s
ot -
R A5 SIS OK (g5, » 5 Sl

Local Address: | \ |‘F

Cotnnd BE b J.g)ls (aL: ol JL: LSW

O cpl sl de S 54l Password e

Remote Address: | |~ ove L;,”JLJ'\ _).,:j\jjdc\ll;- cé.b-f\‘ Q—l\ ?L’?U'U‘JN'
Remote IPv6 Prefic: | |
4items (1 Foutes: | B Ao VPN c&.;ﬁjjgfa J.?jjﬂl..’éy'-lp Valid

Al atdls e e s gaSd 4 g

5 LS cly, SIS SaelS 0SST g, - Taskbar sl
Troubleshoot problems

Open Network and Sharing Center
%:30 AMI s
1/10/2015 -

okl |, Open Network and Sharing Center 4.

[mz 92 W) ENG

View your basic network information and set up connections
Control Panel Home

) View your active networks Set Up ] S Bx P e _)l{ (_SW DL
Change adapter settings
Change advanced sharing crcis-teh.local Access ty%: Internet H
settings Dornain network Connections: [ Ethernet new ConneCtlon or Network

pai b de KL ws KIS
Change your networking settings il Jﬁ ) - h

{i- Set up a new connection or network L —=
=

~ Set up a broadband, dial-up, or VPN connection; or set up a router or access p

Treubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.
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f}*’d‘c‘:}f‘VPN eSS sl (gl amie ol s

Sl ae KO 6 s Ol |

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

", Setup a new network
<am, Setup anew router or access point.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace)

bt Il a8 VPN sl (sl amio ol 3

How do you want to connect? / N

2 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ B

< Dial directly
Connect directly to a phone number without going through the Internet,

L

eb b 5 wess U dnternet address s s

-L;a 45)}LQLQ.Q cJ.:.'S JJ‘) ‘) }yvalid uw_)JTIP
Type the Internet address to connect to

g 355 ok s 5l L I IP Valid als

Your network administrator can give you this address.

o 92 »Ju.:l) als )L.'«'.C—‘ g:aujz.g" BE) (W J.::.S

Internet address: | 91.91.91.95 -— |

Destination name: | Mikrotik-VPN| - |

A8 3505 15 55 el s b [Destination name
[[JUse a smart card

Bemember my credentials

sbwl VPN iSS b s SUs Create sy, 5 s

@ [ Allow other people to use this connection

This option allows anyene with access to this computer to use this connection.

.J}M

¥
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I, VPN iSO 5 s A sy s Network sl ol cws

Networks
S s connect gy, 5 sl

Connections

Iil::l crcis-teh.local

g0 Mikrotik-VPN \

ol a8 sl 55 53 a8 0 b3l s
da S SIS OK (655 2 5 2,05 o ) Ol )5 305 5
el tens w1y oy a0 by e Sledas ST ol )
Sl eogi o Jate Sss 4 VPN L2 il ol
(Sl sl fate gw)s 4 ASSE W s 4 ste 4SS
wmio cpl 53 2 PPP sl a5 s 55 a0l

osboles 5 S Sl 1 Active Connections s

Domain: ol J..,a;’.n S J__,)lS "‘"“"sgf" sdalie J'i) J.{..L B aS
!
PEE
i Active Connections
Cancel Interface  PPPoE Servers  Secrets  Profiles h
T
Mame Service |Caller ID Encoding |Address LUptime
L @test pptp 172.16.1.79 MPPE1.. 172.16.1.84 00:02:01

C,.w\ \VY,\—\,\ ,/\i ufu‘)bi 45 C».w‘ ol u..a.>u;w Address M DL C».w‘ Y8 Ve aJ‘J JJ)LS u{‘ 4 45 L;«.NJJT

_ Ca”er Idw BE) obJ'VPN J'?j.) 4 L}"'Jj}jja" )48 WJ‘J.:)LS éw)JT)
Intefface = PPPoE Server

= ? .&5&&5}))&‘))")#JJﬁf}S&&EM‘}}&;“w‘GMW
fName l::ﬁewice .sj,ig_é_')\:-ﬁJLSU#S&K—Qﬁiéj)ﬁngBﬁH)QTJﬁl{
L 'ﬂtest'c pptp
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2 59 g S0 9 Suig pSwo g 305 Hgmile

BRAPRECIPPtaI s Rb L 53 L S e AL 5 S35 S S, 5,50 e s Sl 4l

|, PRTG 3le S el ol 53 a8 Wgls 55 ISl sl ol Slasl Bl e 5 iS5kl 5 GA

il |y S5 S 5550 01035 Jeate (S0 5 oS oo o o L il (S50 p 5 K15 o oS

oS g3lweslel 038 gsle gl 15 S5 S 555 st sl

=P —» [ aRP
&l IPv6 I Accourting
7 MPLS I Addresses
#2 Routing I DHCP Client
i85 System I DHCP Relay
Q Queues DHCP Server
[ Files DNS
| Log Firewall
ML Radius Hotspot
& Tools I IPsec
| New Terminal Neighbors
| & Make Supout rif Packing
Mew WinBox Pool
& Manual Routes
B Ext SME
SNMP  ——
c
SMMP Settings
—_— {Enabled
Contact Info: |Farshid_babajani
Location: | Tehran
Engine D
Trap Tarnget:
Trap Community: |Public —
Trap Version: |3 —
Trap Generators:

Trap Interfaces:

#l| | ®l| A 4
I

4 4

oK
Cancel

Ppply

it

Communities

236

G SE Cwend ol
Caond 3 5 S Ol | Enabled
4 el b b S LContact info
23 1y a5 Camdge (US55l el s
3 3 dewss location s
LY sao S Trap Version s
AL ol gl B ass Ol
I, SNMP pals o a5 550 ol
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<3, Communities ise w55 L1y s Oladas Lb oS el sa axi ¢ Public Community

SNMP Community <farshid_babajani=
Name: -—
Addresses: |172.16.1.0/24 —

Securty; |authorized +—

v| Read Access
Write Access

Authentication Protocol: |MDE  ——
Encryption Protocol: |DES #—

1itd Authentication Password:
Encryption Password: |=" +

default

Read Ac... [Write Acc...|~

+ = |T
Name Addreszes Security
* &¥farshid_babajani 172.16.1.0/24 authorized yes

| 4

LR |

O]

no

v| Enabled

Contact Info: |farshid_babajani

Location: | Tehran

Engine |D:

Trap Target:

Trap Community: |farshid_babajani
Trap Version: |3

Trap Generators:

Trap Interfaces:

L 13

L L LR

Aeas ol ol

)L. 93 uPUinC 64"‘..)§ S 2 Y8 o1 )L 649;4“9 BE)
rUélg—@@ﬁﬁUé%Jq—JﬁU.@S&,lS
03 .S 3yl st el s 4 i ! S Public
cJ\.:ls J)‘j ‘) Jjﬁ- d&m;:’ LJ’A)JT cAddreSS Coaond
I, DES 5 MD5 _LLs,l Protocol s s
s Authentication ¢ ;5 5 WS Ol
LS e S 35l 1 55 5 5e 5e, ENCYption
208 ph 5 ey Bl edamn 5 (658 el s 30

35 Jlesl Slades b aes SIS OK s,
Trap cweud 55 L olux Jlel 31w

Al edd o Lk e U Lommunity
bl 4 b iy | amio 5 S SIS OK (655
JJS\J\}L“)SNMPw‘}ﬂj}"j)g}b;)};‘fu&\j
Syl ¢ S Al Vo 5 03 ok
ssle 1) Sas 5 eSS cea &S5 5 1, PRTG e

=

sPRTG i ygmilo 41391 p 93 (&3Iilel y 3 ot

jv.::}‘.l:‘ °\) "\'f.')‘} LS)L>"° wﬁlﬂ&ESXl BE B LS})&&:{LCAMJ‘ aMMESXl BE B S cPRTG

(23S S A Sk ol s
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http://p30download.com/fa/entry/35882/

Wsmu‘éj‘j.lﬁb))ﬂ%bw‘éﬁébbdﬁ Lﬂ‘cw\obb‘)‘jﬁ‘€f w‘wﬁ;é%ﬁbw‘.}‘\}j

.V.::Sdaw,ﬁﬁb\,&\ydlém‘ml{mmw}.m@ﬂ\@45

2 Setup - PRTG Network Monitor = B
Your Email Address \
The following information is required to continue with the installation
PRTG
Please enter your email address! Your PRTG server will send important and urgent
system alerts to this address.
Your Email Address:
samancd2009 @amail.com  effe—
D Setup - PRTG Network Monitor = B
Your License Key \ ’
The following information is required to continue with the installation
PRTG

Please enter your license key! Both, name and key, must be entered exactly as
provided in the email (or license document) from Paessler. Using copy&paste is
recommended!

Hame:

|prtgtriaﬂ |

Key:

Don't have a license key?

Fequest a free 30-day license key from the Paessler website [unlimited sensors).

Let me skip thiz, | want o use the Freeware Edition [limited to 10 sensors].

/
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) Setup - PRTG Network Monitor = =
Select Destination Location \IQ
Where should PRTG Network Monitor be installed?
PRTG il ol e : s
ﬁ)“u‘-’m"’J)fff%“*‘-’M‘Wwi
‘ Setup will install PRTG Network Monitor into the following folder,
To continue, dick Mext. If you would like to select a different folder, dick Browse. N ')"i?"s &?'LS N eXt (.5})
-— Browse...
ij; )‘f‘ f}" ul..v'.); &:LS Next S » 4.(9" )‘ e
Atleast 383.7 MB of free disk space is required. J

T Task Manager = B

File Options View

Processes | Performance | App history | Startup | Users | Details | Services

Crack 1, /Il o Ll Ad a5l e 5 Sl 5l Ay

2% 35% 2% [:0%
Name Status CPU | Memory Disk | Metwork
> &% PC Auto Shutdown Service (32 .. 0% 0.8 MB O0MB/s  OMbps . kl‘ 1 )
> [87] PresentationFontCache.exe 0% 7.2MB OMB/s  OMbps )\ J J‘i bt Tas anager 5)‘) J’.’.L' )LS uﬂ‘ LS‘)" R
= Print driver host for applications 0% 1.1MB OMB/s  OMbps
s PrintlsolationHost 0%  08ME  OMB/s  OMbps End TaSké‘j) R =5 b PRTG L;L“)‘jg‘ f]" - ‘
& ) PRTG Probe (32 bit) 0% 53 MB O0MB/s  OMbps
> ) PRTG Server, W 02% 1183MB  0.1MB/s 0Mbps
-~ .Jﬁhﬂs &.JS
Reader 0% 10MB 0 MB/s 0 Mbps » «
[ Runtime Broker 0% 14MB OMB/s  OMbps
@, Send to OneNote Tool 0% 06MB O0MB/s  OMbps
(& snagit (32 bit) 0% 114MB O0MB/s  OMbps
=] Snagit RPC Helper (32 bit) 0% 0.7 MB OMB/s  OMbps
> [ Solid Spool Service 0% 0.6MB OMB/s  OMbps
> = Spooler SubSystem App 0% 121MB O0MB/s  OMbps
> ) TeamViewer 9 (32 bit) 0% 24MB O0MB/s  OMbps
=] TechSmith HTML Help Helper (... 0% 0.7 MB OMB/s  OMbps
@ Fewer details —» Endtask
¥ PRTG Network Monitor Properties

Calors Compatibility Security Details j'f "\*'f ‘J\iﬁif g}:s \J Jilﬁ j" JA j J\f._ﬁ":’ 6; LSA"":‘_% J)‘j ‘)ts g:)'.’.‘ J‘ "\"'f

General Shortcut Options Fort Layout |

#)  PRTG Nefwor Monior Lsa.;ﬁ 39 J.:S C’*““) &3.15 PRTG d)gﬂ S » DeSktOp S

Target type:  Application Open File 6}_) » oL ij ]§ . _).3 3 .,\.::.S ub{:}‘ ‘) Properties

Target location: PRTG Network Monitar

Target: '\PRTG Network Monitor\PRTG GUI Starter.exe"

S8 kL 55 PRTG Ll 5w bs o (gad sy 55 1S SIS Location

Start in "C:\Program Files («86)\PRTG Network Monitor”

Shortcut key: | None J‘},JJ LSJS )‘P‘ rj'; U VL:;S gj:s gjl"'e LSLAJf.b ‘5‘5‘) j" ‘)
Run: Minimized 7

Comment:

Open File Location Change lcon... Advanced... J_..,a:& g:"'J:"'i‘ 4', PRTG )}f‘u j§\ L“ ‘J_ﬁ';’(f ‘SJS )‘J’e‘ ¢JJ ‘)\S u'.’.‘ j‘ "\'Q"

N

O350 SS Samsie 5 LS o0 S 05 Sl Ly o5 158l p 5l 3l

S el 0T SUl S 51 sl 5 ool b 35 O 5 355 00 0
Cancel Apply
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TR AR SE A TR TR ~3rch _ontrol Panel P
Ctharnat Cratur
EtH _ :
Internet Protocol Version 4 (TCP/IPv4) Properties
Networking | PRTG
General éé'; | | RN L |
Pl P
Conrect using: > S S " S ML
- ‘You can get IP settings assigned automatically if your network supports
L¥ Realtek PCle GB this capability, Ctherwise, you need to ask your network administrator
= ' - ° - . .y .
for the appropriate IP settings. DEfa u It e wls .]G.Qﬁ LV.«S
This connection uses th () Obtain an IP address automatically \S . ‘ L, | .= l;. ‘ gateway
i : 2D AN A "6:". gjx v
BQQS Packet Sc ) Use the following IF address: U" V"
[ -+ Microscft Netw IP address: 72,16 . 1 .79
M - Microscht LLDP 38l 5 g dd Al g adad 0 ol @ L
. D) ‘5 — - 9
Jr— Subnet mask: 255, 255 , 255, 0 Fler S Dan i A A
. Link-Layer Top Default gateway: E— )
[ & Intemet Protoc LA M‘F JJS J.Als Sl MPRTG
-+ Intemet Protoc Obtain DNS server address automatically
<
Use the following DNS server addresses:
Install... Preferred DNS server: 172. 16 .1 . 7
Descrinti
Tescnpt?on. p— Alternate DNS server:
ransmissinn [ artend . -
Services s,ls &1 s> 0 s
% Services = E e S 72
File Action View Help
- EFE DT e 33 3 dosd Bl s se 5 e
. Services (Local) ' Services (Local)
PRTG Probe Service Mame - Description  Status  Startup Ty * N .
5 p ] J) b PRTG _)‘J.B‘ (aj_shja}-’f
«: Peer Name Resolution Protocol Enables serv... Manus|
top the service £, Peer Networking Grouping Enables mul... Man%
Restart the service . Peer Networking Identity M P des i M | S S
iy Feer orking laentr anager rovides Ide.. anua R ] .S . -
% Performance Counter DLL Host Enables rem... Manual L’ - ta rt ‘dJﬁ top &_J) 5
Description: Zi; Performance Logs & Alerts Performanc... Manual
Performs netwerk monitoring using - o 4ol Enabl R Manual
various network protacals (including @9 @€ FlaY nables a unning anua B3 b - :.‘ e . \ .| 5
SNMP, WMI, HTTP, packet sniffing, 4 PNRP Machine Name Publication Service This service ... Manual .v\.:.\.d 9 LA ué}. Q_)i D)
MetFlow, and others) for PRTG i Power Manages p...  Running  Automatin
(Natwurk Mu‘mtur Jortg) i, Print Spooler This service .. Running  Automatic _
www.paessler.com/prig P . - . . . . .
- Printer Extensions and Motifications This service ... Manual * ‘ ‘ L’ L};_\ . \ bu‘ " \=
3
% Problem Reports and Solutions Control Panel ... This service ... Manual rf uw'a 2 : f u-’" r N 2 N
% Program Compatibility Assistant Service This servic Running  Automatis
5 PRTG Core Server Service Performs n Running  Automafis

Performs ne...
Quality Win...

Creates a co...

*4 PRTG Probe Service
% Quality Windows Audic Video Experience

7 Remote Access Auto Connection Manager

Remote Access Connection Manager Manages di...
“ Remote Desktop Configuration Remote Des...
% Remote Desktop Services Allows user..,

Running

Running
Running

Sladkis b S |1 |, PRTG 530

Manual

Manual -

Manual .M) lDL.J‘ ‘ y ‘ “ -b

Manual - r N 2 o : "-"‘JA
Manual

PRTG Network Monitor (BABAJANI2)

Your login has failed. Please try again!

Login Name

Password

Forgot password? Need Help?

PRTG J‘j\ ng “ D9,y9 J‘ SES)
s,y prtgadmin s .S el Ll
Sao 2SSl s Lsd e

A4S s Defult Login o T
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/\" Getting started with PRTG Network Monitor
£~ x v )LSﬁJlSrUO>JSJb}9<J¢A><=L>_=S\

| A 4 ma .
/ Run Perform Network Review Results LS‘J" (sl J‘J’e‘ f}" 2909 09E

Configuration Auto-Discovery
Sy Guru

035 0 ® ey o n RLOE )

MONITOR & B8] S SIS kol

Download Install Get Help and
Enterprise Smartphone Apps Support
Console v

You should set a secret The admin account is currently using the default password (prtgadmin). Change default password now

. You should change this default password to make your PRTG website secure,
password if your PRTG g P ¥

Edit User PRTG System Administrator

= - | oL Login Name c..i >

babajani | Enter the login name of the user. This name will be used & ¢ :
Login Neme [babaianl — +— 03 S oyl |y s (6

| Enter  name for the user for display purposes {not used
for login}.

e, (E———— et e s of o e es o | Gadlale ([ IMZONE oo

password recavery.

Display Name |Tehran

Timezone (UTC#03:30) Tehran g o Define the time zone for the user.

Date Format _ Use System Settings v Define the format in which dates wil be displayed. )_3 9 ‘...S ul.>'=:3\ ‘) _5‘},'. LﬁJL‘J

Change the user's

Password © Don't change d. The password must be at lez

& characters lang; no charscter ma more than 3 _
——— @ Specify new password P i Em AT A T Es e me | R d - -
Old password ~ wessessns ! S ,s cPaSSWOF Cocond

New password XTI YT !

e O | |, Specify new Password

Hash 2631104204 Can be used in conjuction with the login name for API
cals that require = login

Old coad )3 5 425 Sl

Auto Refresh Type @ Refresh page el ts using AJAX ically refreshes the content in your browser,
b hoose between two different refresh

O Refresh whole page methods and “no refresh” ‘)_} E) w.,\_; }") cPaSSWOrd

© Mo auto refresh

Please specify the web GUI refresh time {between 20 and

Alto Refresh Interval 30

L i e, New s
)-<-i-’ LSS el s sl

Moo S o3liial oa Sop G SOl Ll ey 055 sl B0 &S LIL all g S IS

SIS continue (¢ » S pl 3l dw ol sl i g S O 4 T saadS S Test@123456

LS S G el s H s ey B AeS

Lt e 355 50 ol oS SIS Logout o U]

n ..g..ﬁ...!. I

S syl )y s

1
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PRTG i35 e 5 oslss b gy 51 An

Home Devices Libraries Sensors  Alarms Maps Reports Logs ToDos Setup
#i ) Setup

\ ool 5 e 53 b 0T L) b o lakas
Setup .
2R e YL g 3l e sl A

Account Settings PRTG Status .
° 5L amio 3 5 4iS SUS Setup s,
My Account QK Sytemstatis Ss System & Website 5, o
Please choose this option to edit your personal account Displays comprehensive system s - N
settings like email address, password, timezone, etc, PRTG installation,
A Notifications * Auto Update --’j-:" J-"U’ A J—i":‘ G J-:S
Bl

Notifications offer various notification methods through Download and install the latest ¥
which you are informed in case a sensor trigger is activated.

MEE  Schedules

n
-
Using Schedules you can pause monitoring for groups,
servers or sensors [and notifications) based on time and day
of week.
System Administration Optional Downloads and A
o System & Website Pr16| - PRTG Enterprise Console
Edit system settings for website, web server, automatic data ——— PRTG's native Windows front en
purging, etc. PRTG servers,
A Naotification Delivery Apps for i0S & Android
s
7

System Administration .
— a by Olols Ll cad ol s
| ﬁSystem&Wehsile{ [ Motification Delivery ~ 2 Probes =~ & User Accounts & User Groups N * - . -

- 5 P .
el il ol 1 s

Web Server IP Address 172.16.1.40 Plezse use the PRTG Server Adn|
configure P address, port numbs

Web Server Port 20 of PRTG. e . ‘ 5 ls) L. o
. e end (]
PRTG Site Mame CRCIS-TEH (MONITORING) Enter 2 name of your choice for | 8 B ANLEPLEE il P o i
DNS Name 17216129  €— IF your PRTG web server i reschs

entry in 2 browser. please enter it P RTG S 't - “E N &

for finks in emails). I e )J ‘J‘J_}""‘_;‘
If you want to use the Active Dirg]
must enter the name of your lec

Active Directory  creis-teh.local g

Domain ate PRTG user groups tha W ! ‘ ,'.9 J.,._s‘ 5 Name
tory groups. LS Q - ‘9-’ ‘5‘
Active Directory Access O Use the PRTG core service account [usually LOCAL SYSTEM) Ry Rl e e
- . problems (mor mes i w . ‘e P RTG
# Use explicit credentials integration in PRTG and supply ¢ rnd ‘) > . "\?A S mx.’ ‘_)

zdmin rights below.
Active Directory Access administrator  —— Enter 2 username if PRTG nesds

User {usually an admin account) for a DNS )‘}JM UN)JT DNS Name

Enter & password for the user acc
{Active Directory Access User)

Active Directory Access sssssssss  d——
Password C».Q.«wj )) 39 .L:S 3‘)‘) |) ,)j}.-

Graph Type # Use area charts (recommended) Please select an option for the g

© Use line charts - . .
oo simeeni el 093 531 Active Directory

#FFFFFF
Background Color for Jug or chooss 2 color by

Graphs g

colo

USEFMJJJ.&;S))Ub;j}

S15 62,5 pb L Password

.A.:;S&ﬁlSSave Lg)JﬂJ}LT)J)J_)\)‘)J_}\J@AJJJ)JMQJALS&»PJ
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Lihrar.hﬂ

Devices Sensors Alarms Maps
Al D= Group View >
Device List ¥
GFDLIIC Favorite Devices
I _| Dependencies ¥ ays  Alarms  Log

Add Group

10 « Mo « o

Add Auto-Discovery Group

Add Device ——w

Ay

i} Local probe

E = Probe Device

Core Health np_

Maps

Sensors  Alarms ToDos Setup

Reports

Home Devices Libraries Logs

# | Add Device

Add Device

Please choose a group to add the new device to *

@ Create a new group

#® Add device to an existing group

E'_" Root

Eandpmhe

m Cance'

iAdd Device to Group Local probe

Device Name and Address
D +— * !

evice Name Router mikrotik

IPVersion @& Connect using IPvd

< Connect using IPve

IPv4-Address/DNS Name [172.16.1.2 +— !
Tags
Device lcon © EI o ] ofli o] ole] oBF 5(:[‘(:3“

ol 6B o ol o oB old
o o oF o2 ol o® o
ol o of oEH ofd o o=
pwan pax oK OMM o= Q== Qo
o#k of) owmx o= guw g o
.ﬁ o I O@ o == o — O - o =
of oMl g gem ge— g g
ol o o=

Sensor Management @ Manual (no auto-discovery)

© Automatic device identification (standard, recommended)

243

ks 3l s s SIS Device gy » Y olekad plil 5l an

LS ol |, Add Device (gay S ol

G S Ol b il e b a3 ol o
Ld> 65,5 & Lreate a new group
Lile 4 |y 23 0p S a8l L 5 S sl
s ol sy oK B oS Ol K
G5 Bl Sl de wps O (S48 gare

LS Js Continue

55 o&xws ot Device Name <5 )
348 )l 1l S5 S S bl 3 88
JS}) U.AJJT ‘|PV4-AddreSS... C».o.m:ﬁ DL
SIS o o dr S o5l 5 1) 25 S5 S
ol sl 1 05T K Device lcon e
Ol bl Sl e S Ol oS
Iy bao S gad b oues Scroll ais ol
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B Inherit Credentials for SNMP Devices

SHNMP Version

vl
o v2c

/ovi

Authentication Type

User
Password

Data Encryption Key
[DES)

Context Name

SNMP Port
SMNMP Timeout [sec.)

Mote

/

® MD5
o SHA

farshid_babajani . —

Due to internal limitations you can only monitor a limited number of
sensors per second using SMMP v3, The limit is somewhere between 1
and sensors per second [depending on the SNMP lateng your
netwaork], This means that using an interval of 60 seconds you are
limited to between 60 and 3000 SMNMP v3 sensors for each probe, If you
experience an increased “Interval Delay” or "Open Requests” reading of
the probe health sensor you need to distribute the load over multiple
probes, SNMP v1 and v2 do not have this limitation,

rom [REESm ot (SHMP Versior: V2, SNMP Port- 161, SNMP Timeou_}

Depen
feature:
SHMP
if you
encrypd

Select 3
MD5

Enter a
Enter a

If you
enrypts
increasi
does n
device
Enter a
of the

I The de

If the
aborted
reques]
Down

feedba

A4S SJs Continue s, Sloks aub Gl s

Inherit sau ¥ & WL amio ol s
I, Credentials for SNMP Devices
Cond Slogd b 50, K56 Ll
O3os Olea LV3 g4 S SNMP Version
S5 Sar 53 45 A5 a7 S sl |, ¥
Cooed S1cdis S bl 1 T 05,5 e
ol |, MD5 4 S Authentication
534S 8 el b User sl s 5 A4S
3l SNMP cledas s S S 55
Sro Y 5 AS o)l Cwnd pl ol L S

%SJ)‘}W&‘))‘)J:{JJSJ‘)“)ASV.A\)

(S i

S i =5 Sensor Sy S 5y ¢l 2 PRTG 53l

#i | Devices | Localprobe v

Probe Local probe

|0uew'|ewlldays 30days 365days Alarms Log

% Management | # Settings

v Ho «~ Ho

2 Local probe

\

o

[l B Probe Device

0 vHs vMo « Mo «~ Ho

A Notifications [

Cnre Heaith Probe Hesith Srslem Hesith Packet Sniffe

B #% Router Mikrotik

555 sl» Rule kel 51

Soo oSS Ll 4 Koy S
L 1S JUs Router Mikrotik

Vi}&)\s C)L;J} J)b
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sl O (e bzl b gl 035 5 52le (goslsn gmins SO K5, Sn 555 8 b amis ol 5o

Device Router Mikrotik

I Overview l 2days 30days 365days Alarms | Log A Notifications

Device Name % Router Mikrotik (172.16.1.2)

Status OK

Priarity b & S

Parent Probe E Local probe (Local Probe on 127.0.0.1)

Parent Group 3 Local probe [Local Probe on 127.0.0.1)

Sensors by State [Total: 0}
=]

Pos = Sensor Status Message Graph
[(=RELY

Add Sensor

Add Sensor to Device Router Mikrotik [172.16.1.2] (Step 1 of 2)

Search directly Monitor What? Target System Type? 1
e | Availability/Uptime Windows
= Bandwidth/Traffic Linux/MacO5s
/ Speed/Performance Virtualization 05

CPU Usage File Server

Disk Usage Email Server

Memory Usage SQL Server

Hardware Parameters [

Metwark Infrastructure

Custom Sensors

Matching Sensor Types - Filter: Bandwidth/Traffic - Results: 29

SNMP Traffic ?  Amazon CloudWatch ?  NetFlow V5
Monitors bandwidth and traffic on servers, PCs, Monitors performance of an Amazon Web Monitors a sw
switches, etc. using SNMP Services instance

1 \ Add This b 1 Add This mni
NetFlow V9 ?  NetFlow V9 (Custom) ? sFlow

Home  Devices Libraries  Sensors  Alarms Maps  Reports Logs ToDos  Setup

# | Devices | Localprobe v | RouterMicotk | Add Sensor (Step 2 of 2)

Add Sensor to Device Router Mikrotik [172.16.1.2] (Step 2 of 2)

Basic Sensor Settings
Tags “ . Enter a fist of tags (not
| bandwidthsensor )(] \_snmptraﬁicsensar )(J {e. the top 10 fists use these ta
25 separators
Priority & & SCI’D“;P‘N; value in order 1o sort thi

Interface number

Select all connected interfaces Select all disconnected interfaces Deselect all interf:
Mame Status Speed Type B4bit Internal
{012) Shatel Connected 0 KBit/s PPP Yes _
- (013) ParsOnline Connected 0 KBit/s PPP Yes .
O (014) ether1 Connected 0 KBit/s Ethernet Yes L
O (015) Local Connected 0 KBit/s Ethernet Yes _
Additional Channels Errars In & Out Select channels to manitar addf
“Traffic Qut”. Note: Channels en.
Discards In & Out visible when disabled {only mor

245

LS))J‘? c‘}i.\i .L:LA 4.: wo.ﬁ Ls‘j cv.:s
=S o SIS Add Sensor

Monitor caud 5l a=io ol o
Bandwidth/Traffic s« What?

S olssl | SNMP Traffic

o okalie g, S s &S sbokes
535 SBpESIS 5 el JS i
FIe T W W SO BRSO
5SS bl Ll saan b sy
5 ParsOnline iS55 caad ()l
G cpl sl de sel sls Ol Shatel

oS Seroll asis ol «
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COTHECOTT Sare SOV G WITETT OTSTOTTTECCED —
Handling unplugged] will be| Inherit . =z - .
L;MJS Ko cdmdo U""’l" BE

# lgnore disconnected status

Description "IN™  Traffic In

Channel s4w S 5 Lls » |, Scanning Interval

Description "OUT Traffic Out
Channel

Description “TOTAL" Traffic Total LS‘JJ 4'%}; Q_L‘ ch.:sS &T)B;b‘ ‘) 5 Minutes

Channel

Sl a5y pe Olas s la i Sails Sledbl

JeoSS Sl D cpl Sl s g5 00 LS 4

ChartType @ Show channels independently (default) Select how the grs
Axis Sealing is set

© Stack channels on top of each other this will only be ap|
here, other setting:

© Show in and out traffic as positive and negative area chart

B Inherit Scanning Interval trom A AL e (Scanring Intenvat 60 seconds)

Scanning Interval 5 minutes f——

Time between two

ToDos Setup

Home Devices Libraries Sensors Alarms Maps Reports Logs

fi ) Devices ®

A\
Group Roaot

vHo vHo v[o vHs v@o v bo v Ho

7

IOmrview[Zdays 30 days 365 days  Alarms Log % Management | # Settings | &

=" Root
Bl i3 Local probe
E @ Probe Device Core Health Probe Health S)‘Stem Hesith Packet Sniffe
16 kbit/'s
El #¢ Router Mikrotik ¥ 012 srate (©13) ParsOn.. - b
84 kbitfs 142 kbit/=

LS s Continue 55 0 =1,

U us SUs Device (s, » o5bss
g yatie S glaelKius
Foo S e cdalie &S sboles
sswle Jl= 5 &S ol ParsOnline
S Sl 4 sl il o LT 038
bau S 51 S s 2 lsS edalin 1)

Sensor (012) Shatel
Overview J L'meDatal 2days 30days 365days HistoricData Log # Settings | & Notifications | I Channels 5] &:,g..vls J‘)‘j )ﬁj‘) Ji; )J
. Ji=] - P .
1012 E el — b)b JS‘ ‘VJM Shatel
Max: 453 khit/s . -
450
400 -| | i
( - S
350 -| | [ @ L|Ve Data
I PR ol BN S
300 M
giiz: ‘l l‘ LJ 2R )‘.LM” V'g\jscfa J%T
1504 l | N N
| |
100 \ | . .. N
g N cV.MS' odalis | Jla_r > w;_%ls
- Wiz Whets ) " D) O o
0 T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
EEEEEEEETETEETETETEETETETETETETETETETETETETETETETETETETETETETETETEEE
L oMOoOWOoLMOoWLOWLONONLoLSNSLSLS WSS waoBwowonawa n Traffic Total - = /‘
EESEENEEL R EEERE R R E R R A IR E R R Coond 4 S
ﬂﬂﬂﬂﬂﬂ 5535808880888 3353 2888888885565 8888838
Downtime (%) | Traffic Total (kbit/s) () Trafficin (kbit/s)  [v| Traffic Out (kbit/s) _
Sl Ar Sllis S 4 g
Sensor Data
Date Time Traffic Total (volume) Traffic Total (speed) Traffic In (volume) Traffic In (speed) Traffic Out (volume) Traffic Out (speed) Downtime Cover, - ‘ . . .-t ‘
Sums (of 19 values)  — 50,704 KEyte 69,263 KBiyte 11,436 KEyte Sl o 2 RR D
Averages (of 19 values) 4,248 KByte 122 kbit/s 3,646 KByte 105 kbit/s 602 KByte 17 kbit/s 0% 1
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oAbl Sl ESXI g 53 4Kl b 5 3L 3L5 s (655 Sibs Slamtlo el S Spp0 (G4

Aol ot arlge S b S 520l Y 05,5 SNMP L 1 S S 555 il o8 Sl il ool plasl]

Al eled s e b dails S aey ool 5o STl

PRTG 1391 p 3 tawgi (o g (S 59 g (49 35 ygimilo (0920

S Jes 3 e o Ll LS S pile | S s Gla s e il &Sl sl

Group Root

| Overview l 2 days

30 days 365 days | Alarms

Log

# Management J§ # Settin

=" Root
=

El @m Pr

v Ho « Ho

v o vHe vMo v Do « Ho

r'd

£} Local probe

Frobe Menu

El $¢ Re

% Check Now
£ Details...
& Edit >

Q add Group.

Q add Auto-Discovery Group..
© Add Device... ——

T Sort Alphabetically

T Delete...

Dro:»e Health S:,-ster“ Hezlth Da

(013) ParsOn..

Samto 3,5 x5 Lsd PRTG )53 fJ" 35l
5 PR 05,5 Sy amto ol 43 sl Device
5 S cly SIS s S bl S a8 e L
Sk sl adl s ol |, Add Device e S

oS bl a8 ! @\;&rﬁDevice S5

Add Device to Group Local probe

Device Name and Address

Device Mame Linux-Server Local -

IPVersion @ Connectusing IPv4

< Connect using IPvE

IPvd-Address/DNS Name (172.16.1.16 st

Tags

Device lcon @ [E= (4] (4]

olv] o® o

old ol o
orl o®m oF
ow g o g
o # o) g o
o¥ o o &

o Ela
o [@
o &
o [
0 A

o -

o [g]
o[
o &
o &

o &
o ()
oG
=
=
o 62

o -

DeViCE C_,.o.w.; DL b BEE gﬂL'

r.A‘_) ‘_}T g)““.)ij"\ﬁ;‘SJ.)‘) Name

5,15 IPV4A-Address... cwd s

Scroll a=io ol @ dx 5 S
scroll

| -
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Inherit Credentials for Windows Systems

B Inherit Credentials for Linux/Solaris/Mac 05 (SSH/WBEM) Systems

.om (Usemame: ubupajuser, Loginc 0. For WEEM Use _}

Username wuserl ——

Login @ Login via Password

< Login via Private Key

Password sssssssss -
For WBEM Use Protocol  © HTIP
® HTTPS

For WBEM Use Port ~ @ Set automatically (port 5988 or 5989)

O Set manually

From (Domain or Compurter Nay

55H Port |22

Inherit Credentials for VMware/XenServer

from {User: babajant)

Inherit g ¥ &5 wamio ol o

Credentials for Linux/Solaris/Mac
5 415 1, OS (SSH/WBEM) Systems

25,0 S5 PL Username cw..d s
o3 oo ea Password e s 5 .S 5
DEfuaIt Q)ﬁ: LY J\:.S 4:-‘53 ‘J.::S DJ\) b

ML&YY 6o)LwiSSH Ls‘f’ u—”sj.ﬁtj,)jﬂ

Coad 53 L dsls s | Of asilis &S

J\:.«s b‘)‘j ‘) QT J".’.J"' (50)L~j: SSH POI"t

gl sl s ge o&aus b ues SIS Continue szjﬁc)lSJﬁgl}L;\ﬁ

ys mb s JSe b as s Add Sensore LsJJﬁ)J%jJQT:)\)cJEJJJJAoKw;:lggl\)'\.u_g

Add Sensor to Device linux-ubuntu [172.16.1.16] (Step 1 of 2)

Search directly
Ssstl < |

Monitor What?
Availability/Uptime

Target System Type? Technology Used?
Windows Ping

© Bandwidth/Traffic © Linug/Macos o ShmP
os WMl

 cPusage © File Server © Performance Counter
Disk Usage Email Server HITP
Memory Usage SQL Server ssH

© Hardware Parameters © Packet Sniffing

Netwaork Infrastructure NetFlow, sFlow, JFlow

Custom Sensors

Matching Sensor Types - Search: ssh - Results: 9

SSH Load Average ?
Monitors load average of a Linux/Unix or Mac
S system using SSH

SSH Meminfo

?  SSH Disk Free
Monitors memory usage of a Linux/Unix or Mac
S system using SSH

Monitors available space on disks of a
Linu/Unix system using SSH
I AddThis b |

AddThis b | Add This b

SSH VMWare ESX(i) Disk Sensor ?

Monitors free space an disks of a ViMware ESX(i)
system using SSH

SSH Remote Ping ?
Remotely monitors the connectivity between a
syskem ruAning Linus/0S X and an other device,
using Fing and SSH

i Adahis b | g

SSH Seript 2
Connects to a Linux/Unix system using SSH and
TN 5 custom script which returns text

AddThis > | gm0 Add This b

SFTP Secure File Transfer Protocol 7

Monitors FIP servers of a Linux/Unix system
using SSH File Transter Protacal [FTP over SSH)

SSH INodes Free

Monitors free INodes on disks of a Linux/Uni
Mac OS system using SSH

I Add Thi
SSH Script Advanced

Connedts to a LinuxyUnix system using S5H a|
n

uns 3 custom seript which returns XML

nm Add Thi

)‘ b J}?.-JEJJ)A)}M J\..{L:Wu.i‘_))
s 4 SSH G b 3 0 oS LS )
Ly Gl g o s Jrate oS 5

A4S oDl 5 e 1, SSH 4

I Overview | 2 days 30 days 365 days Alarms Log

Device Mame E=1 finux-ubuntu (172.16.1.16)
oK
b8 & S

% Local probe [Local Probe on 127.000.1)

Status
Priority
Parent Probe

Parent Group 2 Local probe (Local Probe on 127.0.0.1)

Sensors by State 3 [Total: 3)

i+ +1to30f3+ 4 B

Fos - Sensar Status Message
=k Ering 3 Up oK
=2 [ 55H Load Average 1 Up oK
= [ 55H Disk Free 1 Up oK

A Notifications

S o edalin 5y, K2 534S ) sboles

oS5 o Bl e Gk onl 3 ol

SNMP 5, b 5l S oo pte | 552

s rl.?d\ Lo cplssd o -
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tPRTG 40 J>10 &S srolws J5 (40 5 jowilbo

cxyi)}:ghj&bu&,iﬁsﬁyéue&w>¢w¢yb’-[@éﬁb‘6>)b:;;,-)PRTG 53 Ol ]

Libraries  Sensors  Alarms

Maps

Home  Devices Reports Logs  ToDos _ Setup

& Recome

g ol s Lo LIS ol sl 1

 x + Vv
B\ vv
vVvv
/ Run Perform Network
Configuration Auto-Discovery

g gy Guru
PRIG \
. T a 5

Q92
Install

Smartphone Apps

Download
Enterprise
Console

Getting started with PRTG Network Monito

Perform  Network Auto- (s,

U
m

Review Results

S ol 1, Discovery

Get Help and
Support

Alarms

Logs 1

Home  Devices Libraries 5ensaors

# | Add Auto-Discovery Group

Maps Reports

Add Auto-Discovery Group (Step 1 of 2)

Please choose a probe or group to add the new group to

LS s Continue (s, 5,055 it o

Add Auto-Discovery Group to Group Local probe

. —

Group Mame: Monitor All In One

Tags

Sensor Management

sensors)

Discovery Schedule  Weekly

IP Selection Method  © Class C base IPwith start/end [IPv4)

@ List of individual IPs and DNS Names [IPv4)
/'O IP and Subnet (IPv4)

'o IP with octet range [IPv4)

@ List of individual IPs and DNS Names [IPve)

Use computers from the active directory (maximum 1000
computers)

Group Name and Tags

Group Type

® Automatic device identification (standard, recommended)

Automatic device identification (detailed, may create many

< Automatic sensor creation using specific device template(s)

oo 3 1y 355 03,5 ol wamio cnl 5
| IP o3 53 5 dews 5o Group Name
IP and s« Selection Method
b 4 |y amis 5 ozl 1 Subnet

A5 Scroll
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IPv4 and subnet [172.16.1.0/24 d—— !

Mame Resolution @ Use DNS f WMI / SNMP names (recommended)

© Use IP addresses

Device Rescan @ Skip auto-discovery for known devices/IPs (recommended)

< Perform auto-discovery for known devices/IPs

B Inherit Credentials for Windows Systems

from (Domain or Computer Name: <emptys, Us|

Dromain or Computer creis-teh.local -
Mame

Username f.babjani

b ==

Password seesssssesene

@ Inherit Credentials for Linux/Solaris/Mac 05 (SSH/WBEM) Systems

fram (Usemnanme: ubupajuser. Login: 0, For WEEM Use _)

Username root
Login @ Login via Password
< Login via Private Key
Password sssssess
For WBEM Use Protocol @ HTIP
& HTTPS

For WEEM Use Port @ Set automatically (port 5988 or 5989)

@ Set manually

SSH Port |22 [1

Inherit Credentials for VMware/XenServer

from {User: babajani)
Inherit Credentials for SNMP Devices I =1 (S M P Version: V2, SNME Port 161,

Inherit Proxy Settings for HTTP Sensors I

e (Mame: <emptys, Port 8080, User: «

Inherit Access Rights

from B Local probe

250

IPV4 and Subnet .3 s
gl ot saed IS sl
Mes (AiS 3,05 o Subnet el oa
Saer sm 172.16.1.0/24
£5,5172.16.1 LS s ool
SOl Sl e gl s
inherit credentials ¢« S
|, for windows systems
aly 55 s sl 5 Al
PUUR- SR VLRGN L B A JOV
Oub ) amis 5 AeS sl il

.5 Scroll

S5 54l s ST Cad pl 5o
LS o oslazal LINUX 5 5l
inherit gau ;5 5 WL
Cerdentials for
5 S olssl | Linux/Solaris
@ by s 25 5 68 L
(w,bs B W Sy oS 5d 55

S )l

U s s Continue g5,
vl S gl olles

..sj.\i)'LbTJlS:jp'- PP
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Devices Libraries Sensors  Alarms Maps Reports Logs ToDos Setup

»evices | Local probe »

Ll B0 Jinux-ubuntu Ping 2 s
55H Losd Aversge 1 0
SSH DiskFree 1 of of af o
=] 172,16.1.16 (Device 3) PING 1 5 g 5 g 2 g B g
o i i & &

=] S—, Monitor All In One . Alarms (#) D Response Time Index (]

CPU Load Index [ Traffic Index [%
= 172.16.1.4 PING 5 D w D "

ded.creis-teh.local 11 Sensors 100
test.crcis-teh.local 5 Sensors 20
# 50 £
B apps.cris-teh.local Memory 4 7%
[Windaows] X

7 Sensors

[ 172.16.1.11 2 5ensor:

gl DOCUMENT PING 10
B fs.crcis-ten.local DiskFree 3
[Windows] 7 Sensors
B nojoom-data.creis- 9 Sensors
[l E=l nojoom-web.creis- PING 12
Bl = dc3.creis-teh.local PING 14 0 msec o i % a0
& ex2015.creis-teh.local PING 15 tx % x: T mm
55 8 B8 B &8
=l B Monitoring.creis- PING 16 MY 8 mo oo odn
a q < e q - e q
E E= SEDGHI PING 17 ==} =3 ==} 3 =)
[ E=l BABAJAMIZ PING 18
B = 172.16.1.55 FING 15
B = 172.16.1.59 FING 20
= = AHMADKHANI PING 21

Bl == JAFARI EPNGZZ HE Background Tasks:
10x Auto Discavery
= == pajoohyarl1.crcis-

MalS IS pl el o 4 O3 L) s oSt glaolKans (S o sdalie YU IS5 3 4S5 sboles

SLa ) g plad LBl a2y a5 A28 al ot Jsb 4SS e g a1 Slesde 5350 0 plasil IS0

A el gt Lol Cad w0 s 5 o 4 4SS el 31K e gl Jl

SPRTG 4131 p 5 39 535 i3I ¥ So9%

ﬁc_)[g w‘éw‘yduw‘)u)j)‘.}é)ls J‘:’)\; JL}L.{‘ Kﬁ‘)-}lylﬂ _)‘J.Q‘ rj.:&.ijts w;ow

Home  Devices  Libraries  Semsors  Alarms Maps  Reports Logs ToDos  Setup CJJ DL ..))‘b LS’“JM) 4 Dﬁ)ls cc\.«ﬁ J':‘é" k:,s-‘!ﬂ-)sﬂ

i | Devices

b lAze 5| 4l g5 PRTG i3l
Group Root s st 2 >7

| Overview | 2days  30days  365days  Alarms  Log # Management || # Settings || & LSJ:SujU‘jS w9 09w O35 0 L u*“f“"

=

vHo vHo v[lo vHiz «Mo « o « Ho

=" Root
=

i3 Local probe

El mm Probe Device Care Health J‘J J V’i,ﬁ"‘:’gﬁ" PRTG )‘J‘e‘ f}’ ")‘j @j“;’ (.S‘J"

Probe Heaith

System Health Jj,. OK-MJM-L}JJA (.;LA))M )‘ ‘é’é})

Packet Sniffer 1

5l $¢ Router Mikrotik [013) ParzOning . - - Y
S SIS S5 Sen S, s

{012} Shated

El wer Device 1 + Add Sensor
spoint2013.creis- 2 Sensors
E= linuk-ubuntu 3 Sensors

= 172.16.1.16 [Device 2) FING 1

FTP1
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ToDos

Setup

Reports  Logs

Sensor (013) ParsOnline /

Overview  live Data 2 days 30 days 365 days ‘ Historic Data  Log # Settings | A Notifications || .1 Channels =N E
Review or Download Historic Sensor Data

Libraries  Sensors  Alarms  Maps

Rowter Miqotk v ) (013

Home  Devices
#& | Devices |

Local probe v )

Enter the start date

Start 12.02.2015 12:00 am

End 13.02.201512:00 am

H -—
B $—

Quick range

Average Interval

File Format

Percentile Results

Start = Cancel

1Day 2Days 7Days 14Days
Today Vesterday Last Week (Mo-Su) Last Week (Su-Sa)

2 Months 6 Months 12 Months

60 Minutes/1 Hour

& HTML web page
O XMLfile
O Csvile

® Off
© On

Last Month

Include Percentiles

Enter the end date

Select a range

Select an interval far averaging. For time spans > 40 days
60 minutes. If set below, it will be|

the minimum int
increased zutom

Select an output format

z

Mo 3,05 545 tlies SlalS amin ol 5o
Live 55 » b Sl bl Sl ol
S 5l S 2158 Gl s oS SIS Data
2.days s, » Ll sl 55, 50 s
dealy STAT b s 5 aeS S8
305 Lk S S olS aie s, K
s Start &b 5 . 55 Historic Data s
S35 MS Lasie S5 Al a1, End
SoS SIS S axg s SUs Start

.J}fa{L?JEXCEI &UQL&AL:)CSV Q)MA{LSJKQJXML

[ % CRCIS-TEH (MONITORING... % |

= |

v i
@ 172.16.1.40/historicdata_html.htm?id=4141 &sdate: ¥ & 4 B =
~ . .
sp00 S5 548 5 5b0ks
. =z -
Report for (013) ParsOnline - u‘)“)s ‘J‘:‘,"s& °ML"‘~°
Report Time Span: 12.02.2015 12:00:00 AM - 13.02.2015 12:00:00 AM
_
Sensor Type: SNMP Traffic 64bit (5 m Interval) H m I v e
Probe, Graup, Device: Local probe > Local probe > Router Mikrotik t ..U — ) HF ‘U. LS 7..'<
Uptime Stats: Up: [ e7wll[[shsmiss] [Down: | 33wl [7heemass]
Request Stats: cood: | eswll|20 |Faled: | samll[en] N .
Average (Trafhc Tota: T kotls O | BER Sl ol (, (]
Total (Traffic Total): 532,011 KByte "
. - . Z
Sensor: (013) ParsOnline (O 20 ‘w e \ H S
Local probe { Router Milrotil: ‘) w)
Max: 259 kbit/s 100
250
o Lao . . 5 .
200+ \ J)r""d"fﬁf‘"’}Jju"j”l‘"
= 150 reo
= \ -
8 \ &
100 e - S con
el 0 S R e
50 Log
Min: 0 lbits —
0 T T T T T T T T T T T T T T T T T T T — T T T ro
E EE E E E E E E E E E E E E E E E E E E E E E
s R s 5 § & fF 5 E &5 EEE&E EEEE & EE &
g 823288885888 8888882888288 4¢8 8
Z 88388588 S 5§28 E:E 88583 g4 A
M cowntime (%) O Traffic Total (bit/s) [ Traffic In (kbit/s) [ Traffic Out (kbit/s)
Date Time | Traffic Total (volume) | Traffic Total (speed) | Traffic In (volume) [ Traffic In (speed) | Traffic Out (volume) | Traffic Out (speed) | Downtime | Coverage
11.02.2015 11:30:00 PM — 12:30:00 AM |0 KByte 0 kbitfs 0KByte 0 kbitfs 0KByte 0 kbitfs 100% 51%
12.02.2015 12:30:00 AM — 01:30:00 AM |0 KByte 0 kbitfs 0KByte 0 kbitfs 0KByte 0 kbitfs 100% |100%
12.02.2015 01:30:00 AM — 02:30:00 AM |0 KByte 0 kbitfs 0KByte 0 kbitfs 0KByte 0 kbitfs 100% |100%
12.02.2015 02:30:00 AM — 03:30:00 AM |0 KByte 0 kbitfs 0KByte 0 kbitfs 0KByte 0 kbitfs 100% | 100% v
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SASSINS Gl S 6K iy

Home Devices Libraries Sensors 3 Wap wrt Logs ToDas

# ) Reports el Cwad jleslanal )l 5 g

Reports S 3l gas Gl ol Reports

5.5 45 U5 Reports s, VL

Object + Templat Period

i i _mp i _e"u Add Report s, ol 3L gamin
S SIS

) Add Report - -

Home Devices Libraries Sensors Alarms Maps Reports Logs ToDos Setup )J tL’ Lg.’. ‘W L.)-t‘ )J

# | Reports | AddReport

Add Report Report Name c..3

Repart Name |Internet -— \ Please choose a descriptive name - )J P n s J) ‘)
Template Graph 5 min interval, Table 5 min interval < v ! Please choose a report template from the Ii;t. of available
templates. There are templates that offer optional data
tables besides the graphs. You can also specify the .. G T I
a lation intervals by selecting 2 template. Note: LS ‘L*-j‘)s Jdem p ate
edit the HTML tempiates in the
wrepontemnplates” sub-directory of your PRTG

Installation. & N
. ) . ) | B) w.(!— BERE Res
Security Context  farshid babajani ™ This user account will be used when creating reports.

Reports will only contsin objects {devi nsors, etc)
which the selected user is allowed to view. By defaultitis

the user whe has initislly crested this repert (sdministrators | S RS st
sre abls to change this seting). e = Ul}w‘
Timezone (UTC-03:30)Tehran  — v Timezone setting for alle dates regarding this report. This

includes schedule dates, report time span and dates in

tables/graphs. &_:_é\‘)f )‘ L;‘:SJS G‘L:\-."J;

Papersize @ A4 Please specify the paper size for which the report shall be
formatted.
s ; | Text
O Letter (PSP JJ " EX 3
Orientation @ Portrait Please specify the paper orientation for which the report

O Landscape e e (54.22.:.40 cTimeZone

wsiTrhran |, Jbs

Add Sensors Manually

CA.AM.; DL 9 .,\MS

Select all items / Deselect all items
Sensor Device Group j‘ r‘v"s ‘f“ V-A Se nsor
(012) Shatel Router Mikrotik Local probe
(013} ParsOnline Router Mikrotik Local probe o .
_)L:J S | B a PR

LS})J-E)%’\’.""-." ¢J~.§..f:‘.>

LS SUs Continue
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Home  UDevices  Libraries  sensors  Alarms  Maps Reporis  Logs  loDos  Setup

#i | Repons ) EditReport

Sl 5 g5 Ll 5 e ambo pl 2
Report Jiternet

Runtow _stored Reports | [T seect Senors Marmaty | [ERENNERRTY [ Sl 5 s Ds (s ol |

Dbject < | Probe Group Device ~ E
1 (013) Par=Online

Traffic In Traffic Out + Traffic T... Downtime x - s s

L gl by s> L6200
4 pouter Mikrotik

4 (012) Shatel Traffic In Traffic Out v Traffic .. Downtime x Lass }g-w:' LJ"‘ DL LY U-’j—’ 'fv“:. ED)
8 pouter Mikrotik

Ay il ot Ol IS Sl

A8 SIS Run Now (655 0 el gl

Home  Devices  Libraries  Sensors  Alarms Maps Reports Logs ToDos  Setup (":.’.JL’ a2 U‘«" BL
# ) Reports | EditReport

Report Internet U

J Run Now I Stored Reports

+ Select Sensors Manually | & Sensors Selected by Tag

S — [Processing options

Reportfor © Current Period: This week (09.02.2015 - 15.02.2015)
© Previous Period: Last week (02.02.2015 - 02.02.2015)
© Select A Period
@ Select Date Range Manually

Start Date: 12.02.2015 L] — L5 s Run Report

3 ol 5, 25

Lo e kB g

S »2 5 S yeia

End Date: 14.02.2015 o) .—

Quick range 1Day 2Days 7 Days 14 Days

Today Yesterday LastWeek (Mo-5u) Last Week (Su-5a) Last Month
2 Months & Months 12 Months

Processing Options

File Format and @ View Report as HTML
Delivery  © Create and store PDF file (4 ToDo will be sent when done)
= Create PDF file, store it and send by e-mail
/’d"‘

Run Report -+
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1S9 5o g &) ow ywd Slaol

St o Dl Gran on LS 31 5 S Son s 4 o e Sl A sladl

%18 Mesh

L o5 Winbox s 5 ¢l
[Er —> | A J R SN E SIS,

15l IPvE Accounting _enee - . B R
< MPLS Addresses fnd ‘IP L".’.JL J‘ I Jg”d .,\.:gl.a 4‘1’

42 Routing DHCP Cliert : IN:me_ / [Port Q"Q|A\railable From | Certficate [+
api 8728 . . Z

6 System THErRERy X @ apissl 8729 none S ol Services (54.'..1)5

8 Queves DHCP Server X 21 .

[ Files DNS X 2

X

|- Log Firewall

.@. Radius Hotspat

}E" Tools |Pgec

| New Teminal Meighbors ‘\-ﬁ 39 C.,ww‘ ‘JL’-& WinbOX (54':’.’.);

| b Make Supout rif Packing
Mew WinBox Pool M j'b 3 ‘ d.s - ‘ N Jk‘.f-
[ M
& Manual Routes o= ’ )
=" SMB
SNMP

Services ——»
Seftinas

BPPT) Jﬁ“sta odalin S JJLQLQ-A

Bitems (1 selected)

DL cr_j’)‘.} J.»)L.u.b j'.'.)) 4 WinbOX

- Lo by g4 sl

S P 0

Web @ )b i (ow giwd

IP Service List

E

Mame ¢ |F‘urt Available From Certificate ”v .
X Wap 8728 (2S5 g3 5l &S e g g e S
¥ | @ api-ssl 2725 none _ _
X | @fp 21 Ol 5 ol L, WWW- g 8 sl
¥ | @ash X2
X | @ telnet 23 2k 31O pl 5l des (S Jleb |
& DA 2D o )
o winbox 8291 = oS
= 8 K3 ey d sl o S
¥ @ www-ss| 443 none - jjif 7Ryt JS)}JA

m.;b W)y g s

Bitems (1 selected)
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& @ 72602

RouterOS v6.24

You have connected to a router. Administrative acce:
administrator.

WebFig Login:

Login: [ Login 1
Password:

SAm 4

Winbox  Telnet  Graphs License  Help

s only. If this device is not in your possession, please con

P b . .
A 03,5 3l b ospey IS8 s
S0 dsl Gamio 4 S, u«w-’T
. UT'~‘ B er.iu Joﬂﬁﬂ &:ﬁ'jjg.:n
\ ]}
Mikror ik

sLogin cud 3 L amin

tact your lacal network

»5 5 &5 ¢b Password

Al Sy a by e

5 s Login s,

© mikrotik

:Telnet g SSH @& yb 3 (w ywd

s SSH G b Sl s 4 &Sl ¢l s
vl s -
|N:me. / |Port ﬁ_‘ﬁ|.ﬁ.\railable From Certfficate IRd] BT TR P Telnet
apl G L0
X ﬂl;pi{rsl 37219 none ssh &@}f 93 LU L“u*’}ﬂ -
A @fp 2 " o - "
@ zzh 2 — . .
& tolnet 7 LS Js |, Telnet
@ winbox 823
-:x:\. ° .l' I"'I.l' I"'I.l' W E:
¥ @ www-ss] 443 172 16.1 0.4 ca 4
B PUTTY Configuration ?
Category: | [\_‘ | SS
|_;|--S:ession Basic options for your PuTTY session PR ‘ - - @ & S H - ‘ 41,4‘ ‘
E|T lfog?ing Specify the destination you want to connect to R s = 2t D di)b N Sy
?'.rnlna o Host Name (or IP address) Port . . = . . . . o
 Keyboard (1721612 +— |22 Cood opl 03 s Il e 5 a LPUTTY Slsdle 5w 5L
- Features Eonnedicn type: H H H
=- Wind (JBRaw () Telnet (C)Rlogin @ SSH () Seral _ - INT< .3 LA
-Tﬂ?y\'pveamnce Load, save or delete a stored jessi stJ \ dlg)"b I ) VS PUTTY‘)‘JJ‘ ff MJ‘ ‘J‘-',")‘J
- Behaviour ’
- Translation Saved Sessions s . . s . v .
. Selection PUTTY )‘J.‘)‘ ff 6“)7-\ )‘ J\M ‘.,\.wl.’ Lﬁ"j} ulDu.»‘ Ju‘y
& Co CoLc:.lrs ngcault Settings Load _
—J- Connection “ - - ‘e “ -
- Diata Cash Server Save e LI I J")J‘ jja" ‘3)}‘ —ad 3
- Proxy ghome ssh =
e fetete Sss » s ol SSH s« ;S Connection Type
- 55H
- Senal Close window on exit: .)WS § lS OPEN
(O Mways  ()Mever  (®)Only on clean exit " -
About Help > Open Cancel

256



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

PuTTY Security Alert [/\\5 90 Ji‘:“ ‘J“-’ ‘_}-)/‘-*3’ 0° Open S 2 Li':-ls BaNEE

. P . .
The server's host key is not cached in the registry. You J 25000 Ea, > LS‘J" Jijs(.;‘ J JJML;‘ JAup
! have no guarantee that the server is the computer you
think it is. . . S . 1= .
The server's dss key fingerprint is: J'?-"S el o o S0 b ol J‘T‘.'.'-L’ J'.‘-JS A "L.’.L’

ssh-dss 1024 72:4%:81:4c:b3:50:08:ac: 11622 25:68:60:b3:4d:Ta

If you trust this host, hit Ves to add the key to . .
PuTTY's cache and carry on connecting. "\""‘S &'.‘.'LS Yes S0 xn 'J"il" L"""" S
If you want te carry on connecting just once, without

adding the key to the cache, hit Mo,

If you do not trust this host, hit Cancel to abandon the
connection,

Yes Mo Cancel Help

P 172.16.1.2 - PuTTY . .
= . 36l el il sy 5l A

Fao 03 &Sy Lse

MmomM M L s S o Ko S
MMM MMM
M MM MMM s .
M MM TTI 4 Sy 5000 J&L U s 55l
MM MMM ITII
2ad b L
R PUTTY Configuration -n$ . . .
Category:
=] Session Basic options for your PuT TY session - . . o
T -L.oglging Specify the destination you wart to connect to “ ‘) DR el L)"")-:‘ ‘PUTTY )‘J—g‘ rj-’ BL ')"‘,"‘j"L;‘ V—A Telnet
eTé;:boaM Host Name {or IP address) Part
el 721612 4— 73 . .. e . . .
Features Connection type: ulz-.q\ ‘) Telnet Jb-l J)jﬂ LSLQ‘\"’.")S )‘ 9 J.:.‘S b)\} J‘ﬁ Js.uLA
Window () Raw Telnet () Rlogin () SSH () Serial
::‘:EZ:E:_CE Load, save or delete a stored session LA :S S S Open LSJ) BT 9
- Translation Saved Sessions " " :

- Selection
- Calours

Default Settings Load

Connection APC

- Data Cash Server Save

. Proxy ghome ssh

- Telnet Delete

- Rlogin

- 55H

- Seral Close window on exit: )

() Mways () Never (®) Only on clean et

About Help ¥ Cpen Cancel
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' Service Lis .. .7 = R .
SE TR oJLﬂ...w‘ed‘jé)\bbﬁjrﬁdﬁﬂbwﬂbuﬂ))
] x| , .
|Name ¢ |F‘ort |Available From Certificate ||‘<"'= )‘J-ﬁ LSLAJ'ib “ J‘ﬁ"‘fu'o S ol FTP Bt )\
¥ | @ api 8728
¥ | @ api-ssl 8725 none . . - . - .y &
& fp 21 +— ‘) le:'bl:’.}'):‘:“”l" asls B iy SN D) sz
¥ | @ssh 22 _
¥ | @ telnet 23 - 3 (SO | BNy (-~
(GO ) > >
qora e 23 U8l sl kS sl S s
K| @ www 20
X @ wwwessl 443/172.16.1.0/24 ca_4 S Jls 1 FTP gas 33 da s g 5
8 items (1 selected)
Index of ftp://172.16.1.2/ 3 dd Sospe 2l Sl
i higher level dii T
Jp ol redon FTP://172.16.1.2 )]
Name Size Last Modified
|| supout.rif 463 KB 127372014 3:36:00 PM -
Ll Cash Disk 1472015 11:06:00 AM u—*{)ﬁ\ LS"' “ S J—:ﬂs ‘f‘ ‘)
|| autosupout.rif 465 KB 1/6/2015  9:40:00 AM
) autosupout.old.rif 473KB 1/6/2015  8:25:00 AM ‘ . - T .o
|| user-manager] 9/13/2014  8:55:00 PM ) 5‘9} J-’j) (.J‘NJJ JE-’ DJ}O
5] DC4-Tocer TKE  1/10/2015  2:39%:00 PM
um-before-migration.tar 16 KB 971372014 8:55:00 PM ~‘ . . ) -E
L) primary-slave 17772015 10:28:00 AM J )ls kﬁ" )‘ .L*-', e JJ“?
[ rse 134 KB 1/7/2015  9:29:00 AM
035 s sl el Ll
)‘ e ‘JJ*;L;‘ e ‘j})b

35T il pad Lol (oS 3kl (3l 5 e ladd I ) s S sdalie |y 55 sl S ASlS e 30
S bl e sl b Sl e sl oS
e B WIN ssle (oS eslizal lijls 355 I ol sl

FTP \ ¥ Noenayption "

Host name: Port number: .
121612 44— ol E555) J&& Lole 4 ‘) Wln SCP )‘Jﬁ‘ gﬂf ‘... 39 SCP
User name: Password:

e

[C] Anonymous login

s« 5 File Protocol s 5l 5 oS oo |~

Save Iv Advanced... |v

(aLs D‘N@‘)Jj})uﬂjjj ('fSLSA ul;;?.s‘ b FTP

-0 SIS LOBIN (555 5 53,5 e 3oy 5 S

B 7| oo ol Sl gs e pd Jeate Sy 4 B S
(..:.5 J)LTV.A}V.MSJJL‘J Jibp-“
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5303 3,8 Lo s siael 5 Oliw sy (gl s APT oS 5515 555 APi s www-ss| 5 b s sl g,

S eslazw! API O )‘

2w 53 Jiligo g Sl B o) @

Jos DHCP 5, b 51 il g5 oo oS wdad aS3 L 1) s ale (S0 slaolKans 5 Jobge Lol 4l ) 5

55 P ——

Lzsl IPv6

<7 MPLS

€ Routing

5 System

Q Cueues

[ Files

|2 Log

! Radius

}é Tools

|| New Terminal
| & Make Supout rif
New WinBax

& Marual

B e

2

2
2
I
li

[

ARP
Accounting
Addresses
DHCF Client
DHCF Relay
DHCP Server ——
DNS

Firgwall
Hotspot
IPsec
Meighbors
Packing
Foal

Routes

SME

SNMP
Services
Settings
Socks

DHCF Server
DHCP  Networks Leases |Dpt|nns Option Sets  Aleits
4= [vlx]
Cliert 1D |Senrer |ﬂct|ve Address |Act|ve MAC Addre...| Active Host Name |Exp|res After |Statu5 ‘ v
-
1b8:23:86:504F:64 dhcp2 17216174  BB:ALEESDFF64 Rezaei-2015 25d 18:35:58 bound |
1:6cf0:49a2:23.8d dhep? 17216176 BC:FD:49:A2:23:8D Kouhestani 28d 04:14:28 bound L})
1:74:d4:35:77:87.... dhcp2 17216173 74D4:3577.87:D6 babajani? 25d 22:38:13 bound
1:adbadb:c8dD:... dhcp2 172.16.1.50 A4:BA:DBLCB:DO.... Taghavi 25d 23:57:57 bound L
TadbadbcBdl:.. dhcp? 17216151  A4:BA:DBCED1:.. Bahrami 25d 21:56:29 bound
dhep? 17216.1.103  DC:F1:10:A9:20:45 MokizPhonef386. }J—EM‘I"\Z bound
dhep2 172161123  F4:5FF3F6:43:94 android-5a0948ab.. 25d 22:20:34 bound
178245 Ic:6ce  dhep? 17216.1.143  7824:AF3C.06CE ramzanzadeh 26d 15:17:26 bound
1:50:e5:49:35:ca.... dhcp2 172.16.1.213  50:E549:35.CA40 Rezaei-2015 25d 19:20:32 bound =
+| | [+
16 items (1 selected)

S Sope ol a S
DHCP sl IPcwus
dv 5 Ao Server
Lo Lease o sl
35l S cans o
S s g5 o
Py 4 &S &uolﬁ:.w:

O-L W W Llelds La.w"

Android Y gl Jale i oU L LT oL Active Host Name s s Lacds 5 s Jiliso cead o

=]
5
Address: [172.16.1.123 =] Cancel -
MAC Address: |F4:9F:F3:FG:43:54 | ,Dq;.pr)rl/\\g
[ ] Use Src. MAC Address
Client ID: | |~
_
Server: |dhcp2 || + | -
Copy
Lease Time: | | b ——
iBlock Access _
Make Stati
Always Broadcast ke Slatie
Check Status
DHCP Options: | &
DHCP Option Set: | |-
Rate Limit: | | h
Insert Gueue Before: |F|r5t || > |
Address List: | | v
enabled | | |bound
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$Swig Swo yigy 39 PPPOE Server (g jlwaifel

|SP DL, QT‘)‘ obm&‘w%‘))f‘ 6@))545.&*3‘4&0‘};)[544@%‘ C)LAJ?- LS‘G‘)‘ Ls‘f w‘)ﬂw‘

g e 3l a il el 6l 6 08 ol

v_h‘j;;@ﬂa'jsLa.:u4{#))}»6&&5;5))45@‘0““2&\&6&%3})@%&5}‘L;a-é-x-gicugj

ol

el 5B g X w PPPOE Server sl! ¢l »

‘UGJ"LIP Ui‘ &))ng.)ﬂjrysu.@u&nbwésw)éiuw‘lp POOI Jl.’>|'_l‘ “_,b\ 6419';‘

@J%l;.éw\o.x.iwb@«a’jﬂp Pool stowl ails o3 S axllas |, DHCP @%ﬁlcm@nbﬁ)ﬂ

=P —» ' aRP
Lsgl IPvE ¥ Accounting
<’ MPLS I Addresses
4 Routing I DHCF Client
4di System I* DHCP Relay
Q Queues DHCP Server
[ Files DNS
|E| Log Firewall
ﬂ Radius Hotspot
X’ Tools I | |Psec
|| New Teminal Meighbars
| Make Supout rif Packing
New WinBox Fool =
& Manual Rottes
[-R= SMB
SNMP
Services
Settings
Socks
TFIR
Traffic Fow
UPnP
Web Proy

=¥

23S o Sl LNJ@ Rl 5 23S axx 0 [P >> PoO ool

Pools | Used Addresses

ame

[~

9rhs-pool-6

172.16.1.50-172.16.1.250

IP Pool <hs-pool-6>

Next Pool
none

Mame |h5-poa|—6 +-—

| oK

|1?2.16.1.50—17216.1.25D b S

‘3 | Cancel |

Next Pool |none

=]«

Apply

1 item (1 selected)
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3 A3 IP g 3l 50, K0 Al &
ik 55 5 45 sl 1, POON s S

LS SISt ghy pedd 3l
20515 3+ Pool o Name s s
IP =) addresses .3 5 5 S

OK s55 2 5 A8 550515 555 i s 4
sy el ok b S SIS
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e interface PPPGE S Secrets Profiles | Active Connecti .
a1y, Bridge + = GO Tef\rers - — Pr0f|le g.i..c' 39 VJ")*: PPP J‘)U J‘:'.L’ r}) 64.1;-]0 DL
= Per r\‘.l'\ Local Add Remote Add Brid
- ame cal Address emote Address | Bridge . e “ . .
15 Mesh " @NEWVPN  hspool§ hs-pool-6 VPN UL*:L*’ Ced )3 4R BIILY u—i‘ S v_:j sl
2zl P [+ : & default
5 IPvE || Eeefaukencr. New-VPN rL} L Profile & « (._13\5 ¢l>,r_'v‘ - L
7 MPLS b
#7 Routing 2 V‘PJS ;l;h.,.]
%57 System [
New PPP Profile = E3
General | Protocols  Limits  Queue
Name: -«— . . i s . . .
Local Address: |hspool-6  #— LS w| JD ‘ﬁb\b rbu‘ 3&'?'9 ") ‘)Ls ui‘ rbjg up)." 45 )‘)kdw
st et 4= 7 a3 53 5 S 05 1 st s b Name s s b
Remate [Pvé Prefix Pool: hd
PHCPVE D Pt v S\, 54 Pool . s1 Remote Address ; Local Address
Bridge: -
Bridge Port Priority: - DNS M DL J\.:.S ;.JGL:.!‘ ‘) r_i.); Jlk.r_j" V.A L$ L}':, C_/.A.«.m:ﬁ P
Bridge Path Cost: hd
. . 9 .,\:.5 JJ‘} b 3}5- L5>)L> 9 L;}‘J DNS LSLQJJJ”’ J\ib Server
Qutgeing Filter; - . -
.4 43 Protocols s s
Address List: &3 - e
DNS Server: [172.16.1.7 &
¥ (4224 s
WINS Server: =
Change TCP MSS
C no O yes & default

New PPP Profile
General Frotocols | Limits  Queue

Use IPvE
T no ™ yes  required  default

Use MPLS
T no © yes © required  default

Apply

Commert
Use Compression

T no C yes % default v

& g’.
& ([ |[9f
%]

Use VJ Compression Remove

T no C yes % default
Use Encryption
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PPP Profile <PPPOE> SSla- Rate Limit c.d s Limits 5 s

Gereral  Protocols  Limits |D.ue.-ue

S 3 g3 ol s 4 | le.J}Jj.uJ Cs s
A4S SIS OK (555 5 A4S

Session Timeout: | | -

Idle Timeout: | v Apply

Rate Limit o) | 256k./256k] | & | | Comment

~ Onhy One Copy

 po 7 yes % default ove

5w s Secrets s o5l L S 0 3
Intefface PPPoE Servers Secrets |F‘ruﬁ|es Active Connections [ (= ' Al et

@ @ \ PPP AuthenticationdAccounting | ‘) )\5 Q—:‘ S V':S L‘-ij‘:’ ‘) > 4> jL;-.’ )40 O\J-g)ls

Name |Password  |Service |Caller ID Profile Lo . .
J_Gbabeqani — any NEW-VPN SIS+ (555 2 pals plnil oo b S Jol e 55 o
&hhomay... = any MEW-VFN

@mbehriz = any NEW-VPN Sy alb da 1AL acS
o kashefi = any MEW-VPN
Ptest i any MEW-VFN

New PPP Secret ‘) OT )_}'& j‘) 9 J.:.S .})\j \) J.")ls <5L! Name M DL

Mame: |user1 e | OK %
Password: |.,.,..,.....,... -— |‘ Cancel BL. JsiL: )[5 L)'i‘ _)‘ v\x.: ‘.,\2;5 J)‘) Password Cooand BE) r.h
e :E'”*' |||‘| L | s s s bl | Ly, oles Profile s
Caller 1D: hd )
-D|sable
Profic: (R * | oS sl JS Cwd
Lo Addmss: |8 E
Remote Addess: | E S SIS OK (55 2 DA Lo Sl s
Remote IPv6 Prefic: | R
Routes: | |"
Limit Bytes In: | | -
Limit Bytes Cut: | | -
Last Logged Out- | |
enabled
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As Quick Set
|/ Interfaces
1 Wirgless
%i Bridge

=] ][] [¥

Interfface FPFoE Servers | Secrets | Profiles  Active Connections

Dl kb el el o

s 4 55 PPPoe Servers s

ervice Name / |Irrterface

Max MTU |M=x MRU [MRRU | Default Prof|

EE PFP —p
“Ia Mesh

zz5] P

=5| |Pv6

<" MPLS

#€ Routing

§0p System

Q Queues

[ | Files

£ Leg

L Radius

X’ Tools ¥

- 7 7 7T 7

s plmil 1 ol olals
PPPOE 5 5l ¢354 (sl
S0 » M s L Servers
Koboas SIs o+
sl=| PPPOE Servers ..

LY

it
| New Terminal Ems

FPPoE Service <PPPoE-Server:

Service Name: | [Seasl=lyi=] e | QK

cJ.:.lSJ)‘)‘)Jj}JE.;J)}AfcherverName mjb

Inteface: |Local

" * | Cancel

S

Max MTU: | 1480

Keepalive Timeaout: | 10

Default Profile: | Profile-PPPoE #—¥ |
[ | One Session Per Host

Ppphy
Max MRU: | 1480 [PS
Dizable
MRRU: 1600

[PS
S

b Olen Default Profile cas 55 5 ais Ol
sl J slacand 55 1 Of wa b oS as bl |

(o3 S
sl 55 5,58 55 PPPOE b uiS KIS OK (65,

.)}.w

Max Sessions: | | b
- Authentication
mschap? mschap1
chap pap
[

Fiter Rules  NAT ‘Mangla Service Ports  Connections  Address Lists  Layer7 Protocols

&ij,\UJFireWall.a)lngl{mL;d}fﬁ
[Fod ] al

IE“E‘ lzl @ |nn Reset Counters ||l:ll:l Reset All Counters

0 MAT Rule <>
General |Mvanced BExdra Action Statistics

Chain: m B —

Cancel

1 Src. Address: |

Dst. Address: |

Protocol |

Apply

Comment

53 (LS SIS+ 5 s ki Nat o us

Src. Pont: |

ow ]

Dst. Port: |

Remove

Any. Port: |

Reset Counters

In. Interface: |

Reset All Counters

Out. Interface: | |[Local #—
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NAT Ruie <> srcnat s« ¥ Chain ¢
General Advanced BExdra Action |Statiﬁics K
Action: R | ¥ | Cancel Cood 53 5 AS Ol |
ply
— -8% o, 8 Out. Interface
Log Prefix: | |~ Disabls

Comment 5 &S ol |y s J2 s (6
Copy

— A s Action o sl A

IIIII III

Reset Counters

Cwd 315 Action oS5 s
Sl 3 wgd BB sl 4 s 4 la sl b S Sl | masquerade s« S Action

AeS SISOK (655 5

Route <172.16.1.0/24> IP Route b<i Lbis b J,>-T L;A.L;-J.a 3

General | Atributes
Dst. Address: «— IP s 51 L LS ol gl S sl
Gateway: |F'E|r50n|ine . ||3| |read'|ab|e

Gamio > . AS obssl | Route g S

Check Gateway: |ping

Typa: ||.|r1icast & . G “.; ubﬁ.’\ b + k;‘\...i; 9,80
Distance: |1
Scope: |3[| Caond 2 9 W Lﬁ«‘ DL c.)j.::: )L# J.LJ?-

Target Scope: |1D

HoutingMark:| b \VY,\-\,\ ,'/Yi L)»)JT cDSt- AddrESS

S Ol s il el L ol sesCs IP o3l LL Gateway cawd s 5 S 5l

@ = 1 EF « Metworkand Internet + Network and Sharing Center #——— + ¢, Search Control Panel o

View your basic network information and set up connections [ “Si .le PPPoE Server “

View your active networks

Change adapter settings .
Change advanced sharing crcis-teh.Jocal Access type: Internet bl’.L_’.‘ Broad ba nd ConneCtIOn
settings Domain network Connections: [ Ethernet

Control Panel Home

Sl oS 5 8l gl s

Access type: No Internet access

Unidentified network Connections: [ VMware Network Adapter
VMnet1 1
Public nebwork § WNhware Network Adapter Network and sharing Center
VMnet2
Change your networking settings Setup a NeW L;}J J'i J v—.’.j"‘%_;‘
ﬁ- Set up a new connection or network
Setupa broadband,dla\-up,Wonnectlon; or set up a router or access point. E S Connection or netwo rk
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information, . ;
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Choose a connection option

Connect to the Internet

5et up a broadband or dial-up connection to the Internet,

i.' Set up a new network \
seg, Setupanew router or access point,

Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

You are already connected to the Internet

A 0

= Browse the Internet now

= Setup a new connection anyway

\

(€) @ Connect to the Internet

How do you want to connect?

2 Broadband (PPPoE)
Connect using DSL or cable that requires a user name and password.

\

[]Show connection options that this computer is not set up to use

265

Bras) .,\.“.,S g_)l?d.s‘ ‘) dj‘ (54.«.3‘)5 (Ao U'l‘ BEl

Set up a new s, 5 Cwud ol

LS KJS connection anyway

ol |, Broadband(PPPOE) s -l s

LY
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(€) <@ Connect to the Internet

Type the information from your Internet service provider (ISP)

User name: babajani

Password: crserense ¢

[[]Show characters
[#] Rermember this password

Connection name: CRCIS-PPPoE 4——

&) [] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

I don't have an ISP

<

- N

S Gose 205 6B el bl Cand cpl s
Sl s LS syl 1, s S sbwl Secret 5 s
I Connect g5, , aSd 4 04 et

LY

Da0a A B OUTEToS- = WITTBUX V5 O XG0 (1360
|| Safe Mode
_ Networks
As Quick Set
| Interfaces Simple Queues | Inteface Queues Queue Tree  Queus Types
cTAWcicss + S : =T Connections
@ Bridge # EEE
=% PPP 4— 152 | Inteface | PPPoE Servers  Secrets | Profiles | Active Connections CRCIS-PPPOE
“3 Mesh 1?; L &l [T PPF Scanner PPTP Server S5TP Server L2TP Server || OVPN Server PPPoE Scan
sl 1P || 40 Mame Type L2 MTU [T R Tx Packet p/s) Px Packet [p/s
vel IPv6 8 184 | DR ¢#<pppoe-babajani: PFPPoE Server Binding -+ 416 bps 128 bps 1 _ s
- 30 [ R ¢#ParsOnine PPPoE Client 4787 kbps 7.8 kbps 47 li’j:l Identifying...
7 MPLS P97 [[R 4#Shatel PPPoE Client 38.1 kbps 619.1 kbps 35
% . 5
42 Routing 3 &
o7 System RE: - -
& Sl Z o Mikrotik-VPN
7 é)
Q Queues
109
| Files 193
Iax 86 ~ i
L 50 o.g; VPN Connection
_@_ Radius 3
S Taol nofL2
Cay R 213
&l New Teminal 195

SIS S 4 feate a5 4 PPPOE 2S00 oSyl 51 g koS o ealie YU K5 5 o5 sboles

co.)\.\iub@w‘)b J?:‘}:Lf bj.uts VLSJMT J?}MPPP w‘)blnterface CAAM-:.&I‘)J .,\..:.J\>

&AS_&)&T&))JJ)U\:JJ‘ \))bsijzﬁg‘.x,sc\f\wj “)JJ)S&“LS‘JJ c.\.:.'SoMLi.A

LY

5,5 User-Manager 31hl; 5 oas 01 5 5,05 3505 18 o e 5 a5 Sl o8 5503 0,
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$Swig Swo yigy 3 User Manager (s jlwilof

Radius Server wile & «KslS| s e G o sl S5 Ko oo sl 2 08 Jae 545 g o 01

Silin (Sla s v o 4 s ) 313 sdge L el u e 5 IS 50 8 e IS &S

edls Al g (6 S s O L LIS 5 el Seslu O

v.mikrotik.com/download

—

| Email | ) News ~3 CRCIS-TEH (MONITO...

RouterOsS

Flease choose your instruction set:

mipsbe CRS series, RB4xx series, RB7xx series, RB9xx series, RB2011 seri

S Sl ol s <sl>,=§\ LL S g8

Ss,5e 4 5 35kl |, UserManager

V"'S wlsl

— x86 PC / X86, RB230 series
v6.24
L] Upgrade package
73] All packages «—
3 Wireless CAPsMANYZ
C, CD Image CD disk image f
A VWIrErE: o= 4l .1 [} h'd 00 Resel Counters 00 Heset Al Courters
& Dridge # Name Target Upload Max Limit | Download Max Limit | Pack:
= PPP 61 @User78 172.16.1.78 128k 256k
== 143 B User 153 17216.1.1... 128 256k
[ajficas 129 fBMizaei 172.16.1.1... 128 256k
s 1P | 80 @ Ahmadkhani 17216177 128 256k
s IPvE (/B2
1 YL -
2 MPLS 197
“ 7 T 2| | Backup Restore
42 Routing 3 1
s File: Name Type Size Creation Time
& System 206 | " OiCash Disk web-proxy disk Jan/01/2015 084051
& Queves ‘gi 2/ autosupout old rfile 4724 KB Jan/D6/2015 08:25:14
[ autosupout if if file: 4685 KB  Jan/06/2015 09:40:26
Il Fiies 102 O pimanyslave disk Dec/11/2014 14:06:53
|| Log 125 [Dprimary-slave/lost+found directory Sep/07/2014 20:27.27
@ Radius 15; [Diprimary-slave web-prosy2 directory Jan/15/2015 14:33:36
e 51 primary-slave/web-proxy2o... e 60KB Jan/15/2015 12:01:41
S Tooks »o|138 =) primary-slave Aweb-proxy2/5d... file 80.0KB  Jan/15/2015 14:33:36
P ie— 32| B aupout if rfile 4626KB  Dec/D3/2014 15:36:15
— 98 | B um before migration tar tarfile 160KE  Jan/15/2015 12:01:43
[ Make Supout rf ‘lg 8 usermanager-5. 24 npk package 856.1KE  Jan/17/2015 09:21:13
New WinBox : 7 \
& Manual HT’
B e i
2
3 % || 11items 28.6 MiB of 57.7 MiB used 50% free
4 T Oeer 11 T7ZTETTT 128K ek
5  BUserid 17216113 128 256k
6 HUser17 17216117 128 256k
7 BUseris 17216118 128 256k
8 HUser1d 17216119 128 256k
9 BUser20 17216120 128 256k
10 B User21 17216121 128 256k
11 EUser2s 17216125 128 256k
12 BUser2s 17216126 128 256k
13 BUser27 17216127 128 256k
14 {2 |lear 78 17216178 178k FRAk

all_packages-«86-6.24.zip |, for pegah . Windows 7
Fileserver u.zip Bl Desktop
1+ )« Com... » all_packages... v & Search all_packad
~ -
- Favorites Name T_.p%
|| dhep-6.24.npk NPK File
Bl Desktop -
| gps-6.24.npk NPK File
& Downloads =
. || hotspot-6.24.npk NPK [3e
=, Recent places . —
| ipvE-6.24.npk NPK File
isdn-6.24.npk NPK File
% Homegroup - P )
|| kvm-6.24.npk NPK File
L | led-6.24.npk NPK File
M This PC o
| mpls-6.24.npk NPK File
m Desktop .
|| multicast-6.24.npk NPK File
| Documents -
|| ntp-6.24.npk NPK File
& Downloads -
|| openflow-6.24.npk NPK File
J Music o
| ppp-6.24.npk NPK File
= Pictures . o
|| routing-6.24.npk NPK File
H# Videos -
- || security-6.24.npk NPK File
i=w Local Disk (C:) -
X | system-6.24.npk NPK File
a Local Disk (D) o
|| ups-6.24.npk NPK File
= Local Disk (E) -
A | _| user-manager-6.24.npk NPK File
s CD Drive (F:) - —
|| wireless-6.2d.npk NPK File
. || wireless-fp-6.24.npk NPK File
€l Network P P
v <
2litemns 1 itern selected 836 KB
;] M
nR il

S 25 Ko ale 4 o K55 Ss 55, Files |21 1, User-Manager 5 s b of 5,05 a5kl 5l ae
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5 IPv6 I
7 MPLS I
@2 Routing I
57 System [
& Queues

[ Files

S

L Radius

A Tools 12

| Mew Teminal
| Make Supout.if
New WinBox

& Manual

[ §=4

ETTP T
5 IPvE » Console
7 MPLS p| ZEE
Dri
4% Routing 2 Vers
,7%? System — [ Health
9 CQueues History
Identi
[ Files Y
¥ LEDs
1=
Li
A Radius cense
K Tools 2 Logding
Pack
|| New Teminal B
P rd
| = Make Supout if ssswo
Port:
New WinBox ons
Reboot #——
& Manual ©
E Exit Reset Configuration
Resources
Routerboard
SNTP Client
Scheduler
°13 Mesh

ARP
Accounting
Addresses
DHCP Client
DHCP Relay

I, Reboot s« S 5 & 52 System 1, User-Manager os S .S 5l Jn
User- s, i Restart ;,, «Kol 5l e o ss Restart 55, U ais ol
s Sose b o Sl eslinal LB 5 uai 55 g5, » Manager

4SS Lol oy i HEtp://AddressRouter/userman/ . st s,ls 5 &S ||

Jsj))J “)WWW eI .,\.."LASCM»\ w‘ J)‘J Jj}_jwui‘)ésw

S Jles

JUJJTJJUJ.&L:WWW wﬁﬂd)ﬁdwé‘j

5 Lsd gy IS Al 4 [P >> Service

DHCP Server
DNS

Firewall
Hotspot
IPsec
Neighbors
Packing

Pool

Routes

SMB

cons S b |, WWW g S
5; none
o

80 +—

SNMP

Bitems (1 selected)

MikroTi

Mikrotik User Manager

‘5J.‘:}‘.::by—;))fbj‘jGJJM)ijJwQJ;Jw)‘M

g S |l |, http://172.16.1.2/userman/ .5l

chin|

Password

355 S S Say sl 172.16.1.2 gl 4 kb sl il
badmln LSJ".)LS rL} ./\..:.L:Ww\ aML:.A_)\ v\x.: .,\?.S ))‘j b

LS SUsLogin s, o550
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| Email || News ~) CRCIS-TEH (MONITO... =} Algebra Calculator - M...

User Manager « 35,5 3 Jx

AL OF ol i (5l oS (18 o)

MikroTik | L=
Mikrotik User Manager
[l V¥ Login ¥ Parent ¥ Permissions
Routers
admin Owner

Users r

Sessions Customer details [x]

Customers. -+ 1 2 & Main -

Logs Login: |babajani +—

Payments. Password: |.---o---.... -+ |

Frofiles Disabled: [ ] )
Parent: babajani
Settings Permissions: IOwner N
Reports Public ID:
0 A sessions Public host:
A Backup allowed:
w Access
Advanced search * Private information
Maintenance ¥ Signup options
¥ Format

B -

PR SRS b e dons ol
o o 5l ol (gl a8 il O
5 S SUs Coustomers s,
S 2 ol edd Bl gamio o

L (Gambo 3 .S SIS Admin

3l L3 o 5 s el

ot 2l e ey besbss 5 s SUSLogout s, o S

MIKrOTik | [ profies [ Limitations | : .
o rofiles J)\ )LS &5 e 6\]’ DA>we 299 )‘ )
Add ___Edit Limitation details [3¢]
Routers  Main >L>‘f.‘ d‘j_)Lg LS‘J" PrOﬂIe “Si J.il.:
Users | |V Nan Name: |Limit-256KE % upload
Sessions Owner: babajani
@ 172.16.1.2/userman/ @ [[Q Search J)‘) < oo )‘ J:M LS‘J" cJ:;S
| Email |\ News =) CRCIS-TEH (MONITO... < Algebra Calculator- M... B ;s - Home (5! vSphere Web Client
Mﬂff_’?!';k Profiles | Limitations ok )l; 6W BE Y] 9,.2 Pr0f||es
o ! Profile: | Profils256KB vl <]
Routers Name: Profile-256KB — . . .
N for users: 53 5 S Olsal |, Limitations s
Sessions Owner: babajani | aPeriod
et Validity: Days. Sunday
ustomers Monday . . .
Starts: | Atfirstlogon 3 ‘J - b 2 A dedn
| Tuesday t_,& "
e Price: 000 Wednesday j'b J J r - Ls
Payments Shared users: | notused ;h.:rsday _
Profilss ‘ Save profils | Remove profile | v! Friday - .s . )' .
Seftings Unlimited profile Time: D?z:;nday 235959 4"-,9" e J)‘j ‘) b‘)} JJ}A Jj‘Ll‘
= Add new lmitation o Limit —
= —p [v] Limit-256KB — il . .- " .
T t T T T Al 5l Ce o AL s
Advanced search # B
Maintenance L> J"‘J" Y-\' v S ‘h)\-ﬁ-hs*. JJ‘_} S >
Logout N

Sl 05 S 54l 5l dx .ol 253 KB

2 Profiles s 5,05 5 as SIS A 55

ﬁ)ﬁ)@'\rﬁ\{ﬁb‘_};ﬁl.imit Olea 5 1S SUUs Add new limitation s, » b Lbs, <5 53
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g Users il U ol gl iy o 08 i md o g Rl 1 5l e

MJJjaﬁjl{LQWJJ.J:S@sone J\x.:)ADD L;)Jﬁj,\u.zUSerS J)‘j%w_}‘

M;krorl'k Add Edit Generate
WelCome
| | Y Username | % Till time
Routers
Users - =
User details |§|
Logs Username: test
e — Password: |1| |
Disabled: [ ]
Profiles Owner: babajani
Settings w Constraints
 \ireless
* Private information
Assign profile: | Profile-256KB v
0A users
Advanced search /ﬂ
Maintenance
| —

BENEINCES e {Username

sse ey Password .l

Coand 3 S )l 1, )8
Iy s » Oles Assign profile
o b B s s 8 1S s
S35 20 pl 5l day e S sl
A 5yse S B s SIS Add

3l sl

Vo csls plsil 1 )8 iy jnd w bgs o Slaed 5 il ol User-Manager ., bl 4 U

Sleekis S5 ,Km 5o b oa I cpl sl 58 e User-Manager 4 S5 Soe &8 oS )8 A

S d g A Gaio E3r% sl User —manager ,» B 5 D Cb,u'\
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MikroTik |
o | | ¥ Name | % IP address
Users. I N —
Router details 3]
Sessions
Customers « Main 5 5
MName: Mikrotik-Connect
Logs Owner. babajani
Payments IP address: 127001 —
Profiles Shared secret | 12121212 <+—
Settings Time zone: |+D330 v
Disabled: [ ]
HEELUS [] Authorization success
0 A sessions Lag events: Authorlzgtlon failure
0 A users [] Accounting success
[ Accounting failure
Advanced search 4 Radius incomming
CoA support [w| Use CoA
Maintenance
CoA port |3?99 - |
Logout ¥ Request statistics

tUser Manager b &g S0 HLs ,f

XL 55 User Manager 5,05 (Jsl Ll ¢l
2 S 3 deas el | O Sl
3k Gamie 5 5 LS SIS Routers (o,
534S SIS New w5 Add (555 2 0
Coad 3 1y 055 o 5550 oL cydr (Gamio
IP address ¢ ;s 5 1S 5,15 Name
S sl by 127.0.0.1 sl il
s s sl 1 s SO S
s 4S w38 o3linsl 127.0.0.1 ool

a2 sy 354 sy » User Manager

S5 05 S 15,3799 &y, sesles Radius Incomming el s o5 plsl ol oy go 4 55 ]

S5 S S 0 GBS B S SIS A (555 2 5 S 305 1) ol o)led nen op S5 S

2> g o3lel

L] Safe Mode
A Quick Set
| Interfaces Simple Queves | Interface Queuss  Queue Tree  Queus Types
1 Wireless 4 = | ¥ O |T | 00 ResetCounters | 00 Resst Al Counters
iy Bridge : MName Target Upload Max Limit | Download Max Limit | Packet Marks
=E PPP 4—— 152 & Soltani 172.16.1.1... 64k Bk
57 & Sohrabi 172.16.1.95 Bk Bk
°I5 Mesh 115
8 IP [~ | 184 ¥
40 Interface  PPPoE Servers  Secrets | Profiles | Active Connections
L1 IPvE Mo
77 MPLS I |[197 + | | | | PPP AuthenticationdAccounting —
22 Routing I G; MName Password Service  |Caller ID Profile Remote
¥ babaiani = |
&3 System y L " PPP Authentication&Accou
B Queves 133 _wvlilse Radis
[=] Files 109 /'v Accounting
2 Leg ﬁ
4@» Radius 3 Interim Update:
< Tool || 2R
A Tools o1
| New Terminal 155
| Make Supout rif g:
Mew WinBox 19
& Manual 191
. 32
Exit 122

3 hsd S5 S Fs 20ls caalal o

g..,\..:' J)‘j o )Ls LSW o J.:.As

PPP 4.8 (s, 5 L s Secrets

Authentication&Accounting
Use geu S 50 S 5 SIS

ol 1, Accounting 5 Radius

AeS SISOK 5, 5 5 deS
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1s5] IPv6 P =(E3
&7 MPLS [ E E | Resat Status || Incoming |
% Routing MM # [ [Service |Called ID |Domain  [Address | Secret [+
0 =
& System P Radius Server <127.0.0.1> O] x|
2o =
] Files -
[l Log
Bruan —»
|| Mew Teminal
. Comment
[} Make Supout Calegi>:[ |~
New WiBox boran: [ |~
& Manual Address: [127.0.0.1 4— |
B e Secret: [ 4 | | | Reset Status
1item
Authertication Fort: [1812 |
Accounting Port: |1813 |
Timeout: ms
[ Accounting Backup
Ream: [ |~
Ste. Address: -
enabled
[m][E3

IE‘E' Iz‘ | Reset Status || Incoming “-.._

=4 | |Senrice

|Called ID | Domain
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I~

0 pep
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Radius Incoming
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5L Gamin 53 5 usS ool |, Radius
Simbo 35 S SUS + (g, p el
5 S Sl | PPP s 5 S5 o
LAYV, ,) sl Address cas s
Sro S 3l S5 5 S5 wﬁT
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S 2 5 S syl Secret cald s

A5 S OK
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o 5 ka5 43S SIS OK s,
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S gk 5l Wl e s Ol
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:Radius Server b T HlJ,f g Hotspot b ,U5
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Ly e gamin SO 34l UL W Jeate i zol a4 a0l 6l 018 (o ol 53 35 e eslizad O
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rde 5558 llas 32 (B pae aom SIS 0 SO A G e () D3 AL ARl s S5l 4

P — I oapp - S S..A 5 35! 7.*.2 |
gl IPvB " Accounting Servers | Server Profiles  Users  User Profiles  Active Hosts  IP Bindings  Service Ports | 'Walled Garden | 'w/alled Gan L'fd - ‘5 - J-’)‘) J j @ 6 J-"
7 MPLS I bddesses =] E3
# Routing I DHCP Clent F . jf - R .
= S Name Name: |HotSpot 4 glP e )\ 9 V.: g
B Dueves e Interface: |Local ¥
[ Files DNS #ddress Pool: | hs-pook6 £ 3. . y ol “.‘ ‘) Hotspot
| Log Firswall Profile: | default i - .
Z Idle Timeout: A Co
& Tooks [ m - - A 2
e | - SEIVer 5 53 5 ol alb gumics
[ 3 Make Supouttf  Packing Adhesses Per MAC -
Mew WinBox Paol . ¢ .
) it H:Ztes P of DNS Name: [00.0.0 S4=2p 2 V‘.’."‘Suﬁ Lg':‘.J‘S + S 2
E Exit SMB Proxy Status:
SHMP P enabled . . . . .
iy Ditems )\ 9 J.;.S J)b b > 4 ob}JJ rl.» o de-
Settings
S 4l o,8 Wb Interface cls
TFTP . -
Traffic Flow

53 &S S ol 1 Pool oles Wl Address Pool cuas s ool 51 e S Ol 1 Wjls 1 3

Sph b laisyse s B

Servers Server Profiles | Users  User Profiles  Active  Hosts | IP Bindings  Service Parts

=T .

Server s )| [P P I e e
MName DMS Mame HTHL Directory R ate Limit [124t) e ‘J"d &f f ' 2 '
G default hotspot

Default a3 <5, » 5 L4 Profiles

Huotzpot Server Profile < default:

General Login | RADILS oK 5oyl Ll Gars 53 5 LS SIS L g
Login By “‘

Cancel _ .
Cookie =1, HTTP Chap a8 5 &5 Login
Liv HTTF CHAP HTTPS Apply
HTTP &P Trial Copy LS SIS OK (55, > 5 bl

MAC Cookie
Femove

bAAC Auth. Pazsword:

HTTP Cookie Lifetime: | :3d 00:00:00

Titem 1 selected] 550 Cerificate: |none
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Server Profiles | Users U?Ef Profiles | active  Hosts  IP Bindings  Service Ports | “Walled Garden | *walled
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MHame
= & default

f

1 item [1 selected) v| Add MAC Cookie
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Rate Limit [re/tx]: | 128k /256K = an

Server Profiles Users | User Profiles  Active  Hosts  IP Bindings  Service Ports Walled Garden  “walled Gard

+

TSewer

P

Profile: | default <= ¥
Remove

FRoutes: ||

Reset Counters
Email: | farshid_babajani@yahoo, cof &

=N
Mame
General | Limits ~ Statistics
B R
-
Address: hd
MAL Address: A

Reset Al Counters

0 items
enabled
:_/x internet hotspot > login - [
= %7 — 172.181.2/l0gin [1 %

Sud diy E) Irmparted Frorn Firef.. O Getting Started TT wapyls

login |test  #—

& 55 User Profiles s 5,05 a> o o5l 5
53 S SIS L s default gy, 2o
Address Pool w3 5l 5o 5L gamiw
5 s obssl ) s s, Pool b
|y 35kls 5 5,LT luis Rate Limit cos
SUS OK (55 5 5 S 50l OLl8 sl

LY

s LsaUsers Coosls Ll cad ol o
e LSl s Gl s
sae S 4 Ll e 1, HOtSpot anll cass
OF 31 0lpls Sledbl b S Loy KezlS|
JSE UGS SIS+ (555 050 a8 S 5
723 68 ol ISS pl a0 pi alb
Profile ceud ;5 5 S 5505 1, 345 s
Jd e 3 oS S Ol | Ly el

OK 55y 5 A 5 s S oaS oo L 1y O

Jis Hotspot i eslasl gl 5 5 aen U as SIS

Lk

Redirect s ,= Login ga=iw 4 |, Li HotSpot

password [  €— (’L’ 2905 )‘ A ‘(".".bjs >L>".’.\ J“g Coand 53 S J‘:'S

Ok

HOTSPOT GATEWAY

274

S SUSOK (555 5 6,8



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

\Weloome testl

IP address:
bytes up/down: 0B /JOB
connected: | Os

status refresh: | 1m

172.16.1.140

log off

dealst adaline 5,5, IS8 dile 4 Glamin (Ll 5l 4l 5 sy
4 Ll et pldas e Ol Ly OB e Ol g llae 4S5 S
S 2 o8 S ol | Ll P e lde Lk Ol

osbs3 b 5 Ad dal g 1= LOGIN (gumins i S S LOOg off

gl 34l

oS ol Casgons il 51 1) (oo SIS 5 by 455

C,JJJ.Q"\)b}&ﬁ&@]é‘jwij‘j}w}w@cbm»‘J}}Qb)b)b@b)}ﬂﬂw.@'u

o LSl 6l oS S b HOESPOT cus siome 5115 0B 2 dal o o o L 0553 olad L]

Servers  Server Profiles Users  User Profiles Active  Hosts 1P Bindings | Service Ports | 'wWalled Gz

V% a T

+-

b

AP
76 F
irF
2P
AP
80 F
MnF
82 F
3P
a4 P
8P
a6 P
arF
2P
2P
aor
nF
2F
3P

=

AC Address Address

17216.1.79

ToAddiess

Hotspot IP Binding <172.16
MAC Address: |
Address:

17216179 ——— &

’
=

To Address: hd
Server: |all

Type: |bypaszed *

enabled bypassed

Cancel
Apply
Dizable
Comment
\ Copy

Remove

Serve

pD D DD DD DD DD D DD DD DD DD

17216.1.97

275

S s
4 x5 A ps HOSPOt s s 0 5505 L
<3 gl 53 S 4l e IP Binding s
S S L5 s sl 15 o La
O PR U B R ISL N WAPEgoN
t G 28 Gl s Bl el
Cand 53 0 5L (gamin )3 5 S SIS
350515355 s, 5 e)sl L address
G4 S
OK s, »» 5 S ozl |, bypassed

dJype s 31 5 wS

Wl dal g SIS g e ol L;j)ﬁuJJ,:SaJ)f@AHOtSpOt]QJ)LSL}&\QQ.:SQE



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

I 5 (b st HOSt (3 s S|

Servers ServerProfiles Users  User Profles Active Hosts | IP Bindings  Service Pots  Walled Garden Walled Gar -
7 '\ o3l Juled cewl ol ol o tws (go 3l L)
MAC Address Address To Address Server Idle Time FizRate |Tx Rate

P @00:0C:2%2E:4716 172161.39 17216139 HatSpot 00:00:40 Obps  Obps <R . . s - s

P @00:0C29B41TF7 17216110 17216110 HotSpat 000055 Obps  Obps )KJLW-’ P e J*-:“’L' asls oy Ogw P

P @@00:0C:29.B&C8AB 172161.29 17216129 HotSpot 00:00:04 Obps  Obps

F @ 00:0C:29.0210:4C 1721615 1721615 HotSpot 00:00:33 0 bps 0 bps . .

P @O00OC2IETOSAE 1721617 172.16.1.7 HotSpat 00:00:01 340 bps 0 bps P B|nd|ng - 5 43 S Lo uJ[_Q ot

P @ 0015E2FRABDE 172161.242 17216.1.242 HatSpot 00:00:19 Obps Obps LR -

P @00 14400840806 17216113 172161131 HatSpot 00:00:42 Obps  Obps

F @ 00:124:4D:94:D5:0F 172161151 17216.1.151 HotSpat 00:00:23 0 bps 0 bps L; L, lS :‘L, ‘ N /‘ _,\_.,‘ . . -

o guemonmzon  ee e mmosie o] (ULl LAl gl a2 S bl bl

Al g esls QLS AD Gy = oy s w558 5405 (08

Servers  Server Profiles Users  User Profiles Active Hosts | IP Bindings  Service Pote Walled Garden Walll}\\gﬁar

Sle b bl 5l pan LilE o s

g = | ¥ O |T | 00 FesstCounters | 00 Resst Al Counters \
f Action Server ethod Dat. Host Dzt Part Hits . R R R . .o

::: place hotspot rules here d_}v\{ ﬁ)ls &i‘ Waar c.l.:.S )L_’ ij- Q‘ﬁ)ls
*, allawvs a0

& allow  HotSpot Jisco.ir 0

b sy cole Ll g Hotspot w5555

Walled Garden E

3l kb O b plil 6l s 5L

Server Haots pot E AN + N
L 52 Walled Garden
Sro. Address 17216.1.0/24 - LSJJ 72 I
Dst. Address: 64-:%)? ACtiOI’\ " - )J ) ”' )
Dst. Host: KRN T— N Server - - I ’“.S u‘ . ..-\ ‘) Deny
§ 5543 sl 5 sl |, Hotspot o
enabled Cand o° ("h ‘) 3)5- L;k?")

RAe 03 Sl Src.address
J\L‘J?S&:.LSOI( 6});3‘9.))“5 \) J?JEJ)}A C,.."Lw rl.» J@\)}’&Dst Hostwﬁcw 5
J‘-“j-:L;" LACA{LM: U‘i‘ VLY aJLQ.’;w‘).}m > 90 Cﬁil.w (:LA )\ ’\’"‘};Lf HOtSpOt O 59,9 Oyl Q\J.:J‘S JL§

AL Olesle st el

Actian Server t ethod Dzt Host Dzt Part Hits <l K« e
:o: place hatzpat rules here = il S
* allowy I} ..
......... ﬂ Sl HDtSth i ¥ H 3 )J ch.S ‘f“ ‘) 72-’ JJ}"

& Hits cwls

JSL;OC”J‘) Q‘J.:)Lg.la.sz C,.iLwCA.w‘)}-)J C.Jl.&.ﬁb J‘M‘\S))‘J Jj.?_-} oJ\.;)Lo.M:'J

2

~

6



http://3isco.ir/

Network Administrator 2015 — 3isco.ir
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Izer Profile <default::
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General | Queus  Adwvertise  Scripts
Mame: |[=EEE
Addrezs Pool: | he-pool& ¥
Session Timeout: -
Idle Timeout: | none ¥ | a
Keepalive Timeout; |00;30:00 -
Status dutorefresh: |00:01:00
Shared Users: ¥ —
Rate Limit [reft): | 128k/20Ek -
v Add MAC Cockie
MALC Cookie Timeout: | 3d 00:00.00
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* @ default hatspat
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; ookie
v v HTTP CHAP HTTPS
I .
HTTF P&P v/ Trial
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Vool 5o 390 g paldid — Jof 4l 0
|, Internet Autentication Service s, Ll ol woss L OTJOIN 5 55w 55d s a5l dn

S o Jos 3 Srao 0 S oS Jl

e VT e S 53 23 sl Sl

Strat >> ControlPanel >> Add or Remove Programs

Currently installed programs:

Windows Components Wizard
| o | |

Windows Components

i i 2
“You can add of remove components of bl B I

To add or remove a component, click the check boz. 4 shaded box means that only part
of the component will be installed. To see what's included in a component, click D etails.

To add or remove a component, click t

part of the component will be installed. Subcomponents of Networking Services:

Details. Domain Mame Systermn [DNS) 1.7ME =
Components: —_— O Dynarnic Host Configuration Pratacal (DHCP) 0.0 B

vice 0.0 MB
O Remote Access Quaranting Service 01 Me
[ BV RPC aver HTTF Prow 0.0 MB
O Simple TCPAP Services 0.0 MB
[ B findaws Intemnet Name Service [WING) 0.9 B LI

@ Internet Explorer Enhanced Sec
O E:] Managerment and Manitaring Te
e =11 Metwaorking Servi
O Eg] Other Network File and Print Se
1/ Ramnte Installatinn Services

Description:  Contains a variety of speci Description:  Enables authentication, authorization and accounting of dial-up and %FPH
uzers. |AS supports the RADIUS protocal.

Total disk space required:

4 ' :
Space available on disk: AT Total dizsk space required: 4.4 MB Dietais... |
Space available on digk: 47369 MB ‘
oK I Cancel |

< Back [ mER T CaMeer—| T T |

Add/Remove WIndows s, » s <o 5l ks oyl 5

S o SIS Components

%JJ}AWAJ‘W@‘)J
Network Services , .U
s 3 S SIS L

Internet Authentication
Sso » s ozl |, Service

Sy 2 A s s SIS OK
oo Baes SIS Next

.Jﬁ%

s Address sl |l e s s Restart JL oG YooY 5 sdn s cwad 5l A

Start >> Administrative Tools >> Internet Authentication Service
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Eile:

9 Internet Authentication Service

Action  View  Help

4-->||_|I'|I§’|O®

1 Wel
B0 Remote Aco 2H0P Service “"'-/i Ser
,%9 Remote Aca Redister Server in Acti‘\;e Directary

Ny ) se Inkernek &
{23 Connection | Yiew \ * luthorize, an

i thernet conn

Properties onfigure IAS

CCESS SErver

Help ial-In User S

Skark Serwce

To configure T
user accounts
Register Sery

Far mare infol
SCENarios, an

Eile

F' Internet Authentication Service

action  Wjew  Help

= | BEm e RE 2

%3 Internet Authentication Service {Local)

l -] Remate & TS U

! % Remate A

-] Connectio  [ew -
Wi k
Refresh
Expart Liskt...
Help

Bl

LADIUS Clients

ol ) SIS s Olie Sy 2 s 2! 51 A

Register Server in Active Directory g« S 5 1S

New RADIUS Client E

Mame and Address

Type a friendly name and either an 1P Address or DS name for the client.

Friendly name: Mikiotk-Fouter  g—

Client address [IP or DNS):

1721612

< Back Hext =

Cancel
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New RADIUS Client B3

Additional [nfarmation

If you are using remote access policies based on the client vendor attribute, specify the

wendor of the RADIUS client.
Llientendor:

RADIUS Standard |
Shared secret: I xxxxxxxxx -
Canfirn shared secret: I xxxxxxxx 1 <
[~ Bequest must contain the Message Authenticator attribute
¢ Back I Finizh I Cancel

r- Internet Authentication Service

File Action Yiew Help
& = | @ | 2

%3 Internet Authentication Service (Local)
[ RADIUS Clients

----- {23 Remote Access Logging

&[] Conme  Mew Remobe Access Policy
(=] [
Wi k
Refresh
Expork List. ..
Help

I, Radius Standard sa. S L amin ol o
S )lp 355 el s e ey S 5 S S
S8 Sy 2 Ll 5oy cpl AL ails a5
A e ol e S 5l LS gaelsl s

Al ails

SUs Remote Access Policies ¢, , cwnd ool s

I, New Remote Access Policy 4o S 5 1S e,

MNew Remote Access Policy Wizard

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How do pou want to zet up this palicy?

' Use the wizard to st up a typical policy for a common scenario

" Setup a custom palicy

Type a name that describes this policy.

Policy name:

Mikrotik  ——

Example: Authenticate all YFM connections.

VA

< Back I Mest » I

Cancel

J..,)J.:.ZSJ)\)PO“CV U'.’“LS‘)" ru&jﬂ)) st)')

282

S SIS Next (g5,



http://3isco.ir/

Network Administrator 2015 — 3isco.ir

New Remote Access Policy Wizard

Access Method
Policy conditions are bazed on the method uzed to gain access to the network.

D,

x|

6})],),\.:.5;)\;@\ ‘)VPN 64...:; (Coaond U'l‘ BE

Select the methad of access for which vau want ta create a policy.

or all YPM connections. To create a policy for a specific YPM type, go back to the
previous page, and select Set up a custom policy.

" Dialup

Use for dial-up connections that use a traditional phone line or an Integrated Services
Digital Metwork [ISDM] line.

 Wireless
Uze for wireless LAMN connections only.

" Ethermet
Use for Ethernet connections, such as connections that use a switch.

s

AeS SUUs Next

Cancel

< Back I Mezt > I

Mew Remote Access Policy Wizard

Uszer or Group Access
You can grant access to individual users, or you can grant access to selected
groups.

D

x| Domain o S Add s, » SIS L asmin opl o

SIS Next g5, » 5 s wlsl e o |, Users

Grant access based on the following:

 User
Llser access permizssions are specified in the user account.

' Group
Individual user permissions overide group permizzions.
Group name:

DCEONDomain L sers

‘-

Add...
Eemave |

S

Active Directory ,ze 01,5 eled S5 pl L

Az Lls 1, HotSpot « 55,5 Uiy

< Back I Hext > I

Caticel

New Remote Access Policy Wizard

Authentication Methods
‘You can select the authentication protocol: pou want this policy to support.

Microsoft Encrypted s« S o camin o0l s

The following protocols are supported by servers unning Microsoft Routing and Remate
Access. | you uze a different remote access server, make sure the pratocols you select
are supported by that software.

[T Extensible Authentication Protocol [EAP)
Tupe [baged on method of access and network, configuration):
|Pratected E4P [PEAP) =l | Corfigure.. |
[V Microsoft Encrypted Authentication version 2 [ MS-CHAP+2 |
Select thiz option if your users supply a password for authentication.
¥ Microzoft Encrypted Authentication | MS-CHAP §

MS-CHAP iz less secure than MS-CHAPwZ. Select this option only if your network, runs
operating systems that do not support MS-CHAPwZ.

Ve

» 5 &S ol |, Authentication (MS-CHAP)

A8 SIS Next (g5,

< Back I Mest > I

Cancel
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x .
' - ..X.:.'S&"JSNeXtLS‘g)ﬂWw‘)J
Policy Encryption Level r()
fou can select the levels of encryption that this profile supparts. ‘J

The fallowing encryption levels are supported by servers running Microzoft Bauting and
Remote Access. If pou use a different remate access server, make sure the encryption levels
you zelected are supported by that software.

V¥ Basic encryption [IPSec 56-bit DES or MPPE 40-bit}
¥ Stong encruption (IPSec 56-bit DES or MPPE 56-bit)
¥ Stongest encrption IPSec Triple DES o MPPE 128-kit)

/

< Back I Mest > I Cancel

Internet Authentication Service

File  Action Wew Help d‘ sz) o J-L-’ 3)‘9" POIICy DL?L.’“ )‘ .,\Ju
e D@ XERIR -

@ Internet Authentication Service (Local)

i[Z7 RADIUS Clients

Properties <5, » 5 s ol SIS

{11 Remote Access Loaging ey =R Rauting and Remate . .,
% Remote Access Policies Co Move Down B85S SErvers 3 . .L:.S &:.ls
D Conneckion Request Processing

Delete